











What is Duqu?

- Sophisticated attack platform.

- Discovered in August 2011 by the Hungarian
research lab CrySyS.

» Brother/sister/cousin/friend of Stuxnet

- Active since 2008.

- The high-end of nation state-sponsored
cyber-espionage malware.







































The Duqu victim scenario







Very few real-world Duqu infections
were fully analyzed.

The upcoming data was collected
from a real Duqu victim.







































Victim is infected!
Now what?






















206.183.111.97

Duqu’'s C&C server IP


















How to get access?

1. Ask nicely

2. Beg

3. Keep asking

4. Explain the threat

5. Work with CERTs / LEA







If you are wondering...

Where is the most safe
bullet-proof hosting?










Tools used:

SleuthKit - 'fls -d' - to find deleted files
'strings’ - extract all strings from images
‘'grep’, FAR - search for stuff

010 editor (on Windows) - complex search
dezero - internal tool - get rid of empty space
netlocate - internal tool - find TCP packets

VirtualBox - emulation



Server analysis HOWTO

1. dezero - get rid of spaces (tens of GB's)
2. strings imagefile > strings.txt

3. fls -diIr imagefile > deleted.txt

4. grep stuff (eg. 'Accepted’, 'sshd[’,
utmp/wtmp fragments, "RSA PRIVATE",
"ssh-rsa", "port 443", etc...)










Findings: #Cleanup

Oct 20, 2011 - Major cleanup!

Attackers wiped /var/log/*, /root/.ssh and other
relevant system locations.

On ALL servers. (took hours)

Securely. Using 'shred’.



Pitfalls of file deletion

Linux ext3 filesystem

1. We can still see what files were deleted
2. Deleting logs doesn't take care of slack space
3. File reallocation / truncations (passwd, wtmp, utmp)

Wiping all tracks off a hacked Linux server can be an almost
impossible task for the hackers!















That's (too) scary!!!



How do they get hacked?

Theory nr 3:
Another malware!

1. Password stealer malware

2. A version of Duqu

3. Purchase of credentials on black
market




























What is SharpSSH-3.0?

Let's Google it!













The Duqu Automated
C&C infrastructure

- Stealthy port 443, 80 forwarding over ssh
- Login: password and public key
- C&C proxies - hacked servers

- main server - UNKNOWN
- main server software - C#?



But wait!
Is it fully automatic?




Jun 27 00:01:58 server sshd[21747]: Accepted publickey for root from 114.202.x.

Jun 4 00:06:46 server sshd[10530]: Accepted publickey for root from 114.202.x.

Oct 16 09:26:54 server sshd[15444]: Accepted password for root from 114.202.x.x
Oct 16 09:29:24 server sshd[15526]: Accepted password for root from 114.202.x.x
Oct 16 10:03:19 server sshd[16746]: Accepted password for root from 114.202.x.x
Oct 16 10:26:08 server sshd[17483]: Accepted password for root from 114.202.x.x
Oct 16 10:33:14 server sshd[17767]: Accepted password for root from 114.202.x.x
Oct 16 11:07:17 server sshd[18945]: Accepted password for root from 114.202.x.x
Oct 16 11:09:47 server sshd[19027]: Accepted password for root from 114.202.x.x
Oct 16 15:24:38 server sshd[27579]: Accepted password for root from 114.202.x.x
Oct 16 16:05:23 server sshd[29035]: Accepted password for root from 114.202.x.x
Oct 16 16:26:28 server sshd[29724]: Accepted password for root from 114.202.x.x

Oct 16 17:12:27 server sshd[31351]: Accepted password for root from 114.202.x.x









Observations - 1

« They are human!
- 2-3 operators?
- Main time zone - GMT+2 / GMT+3

When do you go to work?




Observations - 2

. 2-3 victims per C&C server
- Operations take place in waves

- Many network errors, etc...
- SharpSSH is unreliable?







Startup hack script

« Recovered from server 'C'
- Run by the attackers immediately
after hack.







CULUL CULAI G 1L 1LAVI LA @ 4 1 LLAVIL NN UV 1 g
function urgentLine

coloredLine STHEME_BACK $THEME_URGENT "$1"
announceLine "Welcome!"

echo
echo nn
announceLine "Uptime : "
uptime

echo
echo ""
last
read x

echo
echo ""

announceLine "Is -a: (/, /root, /home)"
echo "lIs output of /: "

Is-a/

echo

echo "ls output of /root"

Is -a /root

echo

echo "ls output of /home"












echo m

echo""

urgentLine "iptables config: "

iptables -L -n

echo""

echo

urgentlLine " WGet-Speed-Test

echo m

echo""

wget http://www.kernel.org/pub/linux/kernel/v2.6/linux-2.6.28.tar.gz
rm linux-2.6.28.tar.gz

echo mn

echo

echo

* * DONE

FakEN






Startup hack script

'traceroute http://www.google.com' - What the fox?77

[root@vm ~]# traceroute http://www.google.com

http://www.google.com: Name or service not known

Cannot handle "host" cmdline arg
“http://www.google.com' on position 1 (argc 1)

[root@vm ~|]#



More Linux cmd fun

[root@vm ~]# man man
Formatting page, please wait...










yum install rc-conf

Definition: rcconf: Debian Runlevel configuration tool This tool configures

system services in connection with system runlevels. It turns on/off services
using the scripts in /etc/init.d/. Rcconf works with both System-V style and file-
rc runlevel configuration. It is a TUIl frontend to the update-rc.d command.

No rc-conf on CentOS!



Do NOT try this at home!

"yum search rc conf"

[root@vm tmp]# yum search rc conf > tmp.txt
[root@vm tmp]# cat txt.tmp | wc
8782 61572 524430






Another example






iptables -L -n

echolm

echoim

urgentLine
n

eChOHH

mnn

echo

--WGet-Speed-Test---

wget http://www.kernel.org/pub/linux/kernel/v2.6/linux-2.6.28.tar.gz

rm linux-2.6.28.tar.gz

eChO”"

echo ""

echo

ll*********************************DONE*******************************












Duqu pseudocode

SocketObjectConstructor {
NativeSocket = socket();
SocketEvent = new MonitoredEvent(NativeSocket):
SocketObjectCallback = new ObjectCallback(this, SocketEvent, OnCallbackFunc);
connect(NativeSocket, ...);
}
OnCallbackFunc {
switch(GetType(Event)) {
case Connected: ...
case ReadData: ...

)
J
























Duqu unsolved mysteries

- There are many unsolved mysteries in the
Duqu story



How many C&C proxies in total?



What is the IP address of the Duqu central C&C?



Two unsolved Duqu
mysteries

« On one of the servers, we recovered a
fragment of a SSH "known_hosts" file










Stuxnet's C&C servers:

www.mypremierfutbol.com
www.todaysfutbol.com












Flame Features:

- Backdoor
- Making screenshots

- Textual window grabbing

- Audio recording

- File search and transfer

« Bluetooth scan & beacon
« Network worm

 Printer Spool Service vulin.

« Windows Update MiTM
- USB storage worm

« LNK vulin.



Technical details:
- Windows DLL file (*.ocx)
- Modular application
- Partly written in Lua with C++ extensions
- Main module is 6Mb+ in size (overall 20Mb+)
- Uses public code of
. zlib
- libbz2
* ppmd
- sglite3
« Lua vim






"Flame is so hardcore
that the whole Stuxnet is kept
in it's SQLite database."





















This i1s not the end.

Contact us:

theflame@kaspersky.com









