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Key Points on Awareness 
•  Most awareness programs have had little 

impact because they were never designed 
to.


•  Awareness is simply another control.

•  Long term program – lifecycle.

•  Not just prevention – detection and 

response.
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Steering Committee 

•  Team of 5-10 volunteers to help plan, 
execute and maintain your program.


•  Not only guides but ambassadors.

•  Have mix of departments and roles.

•  Can meet and coordinate virtually (maillist).




The Plan 
Once you form your Steering Committee you 
need a plan to ensure greatest impact of your 
program.




– Who 

– What 

– How




Who 
WHO determines who is the target of your 
program.  Different targets may require 
different training.


– Employees / Contractors

– Faculty / Students

– Families / Kids

–  IT Staff / Help Desk / App Dev






Engage 
•  Focus on how they benefit, 70-80% of your 

awareness program also applies to peoples’ 
personal life.


•  Do not focus on Fear, Uncertainty and 
Doubt, instead focus on how you enable the 
use of technology.


•  Take on their own time.








Blog 



Update Content 
•  Technology, threats and standards are 

constantly changing.

•  Update content at least once a year.

•  You and steering committee need to review 

and update training.

•  Ensure you have budget allocated for 

updates.






Phishing Assessments 



Free Resources 
•  Awareness program planning kit

•  Phishing assessment planning kit

•  Monthly OUCH! awareness newsletter

•  Awareness presentations

•  Business justification

•  Free trial of full awareness library




www.securingthehuman.org/resources







