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How it works (1% client)
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How it works (query/response)
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How it works (2™ client)
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History

Florian Weimer started in 2004
http://www.enyo.de/fw/software/dnslogger/first2005-paper.pdf

Public efforts (RUS-CERT, BFK, DNSparse, CertEE, CIRCL, CERT.AT)

* One tool to use them all (Chris Lee):
http://code.google.com/p/passive-dns-query-tool/

Private efforts (treamcymru?, Av vendors, NoTOS)

Most use PCAP-based tools (like tcpdump or
dnscap) to capture packets, extract data, add to
SQL data base, develop query tool (whois)
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http://code.google.com/p/passive-dns-query-tool/

Evolution

e Vixie started in 2007, Edmonds in 2008
« Saw challenges in existing tools

« dnscap -> ncaptool -> nmsgtool

e Goals:

« Making it easier to deploy

 High volume replication and processing

» Real-time by-products

 Optimizing data storage and access technologies
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Most focused on UDP responses
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client 1
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resolving ns

caching
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We did too at first...

root ns

org ns

isc.org ns

... but that's not good enough.
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PassiveDNS Hardening

Learn more: (Edmonds @ DEFCON18): http://bitly.com/IAJHVZ
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Privacy

Personally
Identifiable
Information

High volume

Generally*
free of PII

Low volume

)

Useful for finding
who is affected by
badness (like
infected clients)

Useful for mapping
badness and
detecting changes
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Privacy

- Filtering — sensor tool can filter out local domains or
zero out nameserver

« Aggregation — How many users are behind a
nameserver? (one? 1,000? 100,000? more?)

« Aggregation — Our processing framework strips out
sensor nameserver information

« Aggregation - Sensor data from multiple operators
are mixed together

« Concern?: Admins putting PII data into query strings
Oor responses

« Counter: DNS information is “published”
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Sensor (ns)

Placement of sensor software
(on nameserver)

Software runs on nameserver
- Minimal cpu usage compared to nameserver
- Tunable maximum memory usage for hash cache
(prefer 256MB-512MB)

sie-dns-sensor

Configuration uses upstream address for BPF filters.

recursive ns - What IP address does nameserver use when querying
auth servers?
- What interface do queries/responses leave/return?
T (eg: “eth0”)

No forwarders please
- Want auth answers only without TTL changes

Prefer many clients per recursive nameserver (1000+)
to help maintain PIl privacy
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Sensor (tap)

Placement of sensor software
(network-wide tap)

Switch configured to mirror interfaces to monitoring server
or use tap on router downlinks (eg: IDS configuration).

Software runs on monitoring server.
- No CPU or memory footprint on nameservers.
- General “catch-all” of pDNS for entire network

monitoring server

o S

sie-dns-sensor

Uses promiscuous mode (eg: “eth0+”) for interface.

No addresses to configure.
What are PIl concerns for individuals running resolvers?
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Sensor (span)

Placement of sensor software
(port mirroring)

£

Switch configured to mirror interfaces to monitoring server.

Software runs on monitoring server.
- No CPU or memory footprint on nameservers.
- Good for HA or high-volume environments.

e

recursive ns

recursive ns

recursive ns

L

sie-dns-sensor

monitoring server

Uses promiscuous mode (eg: “eth0+”) for interface.

What IP subnet or list of addresses do nameservers
use for upstream queries?
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Sensor Software

Open source
Binaries (Linux packages):
« ftp://ftp.isc.org/isc/nmsg/misc/sie-dns-sesor

Scripts (FreeBSD, other):
e ftp://ftp.isc.org/isc/nmsg/misc/sie-scripts

Installs nmsgtool, wrapsrv, shell scripts
Edit config file based on placement
Captures ISC:dnsqgr data to file

Robust rsync upload
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ftp://ftp.isc.org/isc/nmsg/misc/sie-scripts

Why it's useful

e Robust criminal infrastructure uses
DNS

e See abuse in real time

* Criminals will keep (re)using
infrastructure until it's taken away

* Reverse indexing -> associations
* DNS History — track changes
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Guilt by association
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Common resources

DNSDB Search

) @ RRset results for betfair.com/NS &=

Found 4 RRsets in 0.00 seconds.

bailiwick

count

first seen

last seen

first seen in zone file

last seen in zone file
betfair.com.
betfair.com.

bailiwick
count
first seen

last seen
betfair.com.
betfair.com.

com.
50182
2010-06-24 03:16:46 -0000
2011-09-05 19:24:12 -0000
2010-08-01 16:09:07 -0000
2011-09-04 16:15:51 -0000

HS udnsl.ultradns.net.

NS udns2.ultradns.net.

com.

17

2011-09-04 20:17:34 -0000
2011-09-04 21:40:24 -0000

NS nsl.yumurtakabugu.com.

NS ns2.yumurtakabugu.com.

Search mode:

O RRset

(*) Rdata

Record type: (D[ NS

& |

CY

Record data: [nslyumurtakabugu.com

Input mode:

(®)Name

(1P or network () Raw hex

Search Reset

ta results for NS/ nsl.vumurtaka%.com &3

ouch! <[

Found 20 RRs in 0.02 seconds. /

acer.com.
betfair.com.
cafe4.com.
cryjester.net.
dell.co.kr.
ecil.com.
filmsindirizle.com.
freagary.co.uk.
freegary.org.uk.
hsbe.co.kr.

militanz.com.

nationalgeographic.com.

ning.com.
seaorganization.com.
telegraph.co.uk.
theregister.co.uk.
ups.com.
vengajans.com.
vodafone.com.

yumurtakabugu.com.

HS nsl

NS nsi

HS nsl

NS nsi

HS nsl

NS nsi

. yumur takabugu
HS nsl
NS nsi
HS nsl
NS nsi
HS nsl
NS nsi
HS nsl
NS nsi
HS nsl
NS nsi
HS nsl
NS nsi
HS nsl

NS nsi

.yumurtakabugu.
. yumurtakabugu.
.yumurtakabugu.
. yumurtakabugu.
.yumurtakabugu.

.yumurtakabugu.
. yumurtakabugu.
.yumurtakabugu.
. yumurtakabugu.
.yumurtakabugu.
. yumurtakabugu.
.yumurtakabugu.
. yumurtakabugu.
.yumurtakabugu.
. yumurtakabugu.
.yumurtakabugu.
. yumurtakabugu.
.yumurtakabugu.
. yumurtakabugu.

COM.

COMm.

COM.

COMm.

COM.

. COM.

COM.

COMm.

COM.

COMm.

COM.

COMm.

COM.

COMm.

COM.

COMm.

COM.

COMm.

COM.

COMm.
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Zeu$S Tracker :

IP address:

Hostname:

# of ZeuS Hosts:

# of active files:

Bot hunting (Zeus)

ZeuS Tracker

IP address 173.213.76.149

173.213.76.145
n/a

8

16

AS number:
AS name:

Country:

AS30693

EONIX-CORPORATION-AS-PHX01-WWW-INFINITIE-NET - Eonix Corparation

& |nited States (US)

Below is a list of all ZeuS Hosts which are currently hosted on this IP address.

Hosts on this IP address

2011-09-05

2011-03-05 [l
2011-09-04 [l

2011-09-04 I

2011-09-03 [l
2011-09-02 [l
2011-09-02 [
2011-09-02 [J§]

Directi Internet Solutions
Pvt

iwdwlgaggiwhxkt.com [l Sl copaoov.com, mc.
vroxnpajiomtenio.biz  [Se] IENN r2vesecure.com, Ne.

dsairh MameSecure, L.L.C.

ifipdsairhsypann.org

e {R58-LROR)
krirfakmekkssgol.biz [N IIEII NAMESECURE.COM, INC.

aonarnernvaret.net |G MEHIN NAMESECURE.COM

xaoyikmnrhamxpty.net [l SN vAvesecure.com
xsnnsynisnfhklun.com SN navesecure.com

uitppyfifsnkpxid.info

# of Host on this IP address: 8

dnsl.spi
dns3.spi

ns35.dot

dnsl.nat
dnsl.nat

dnsl.nat
dnsl.nat
dnsl.nat

dnsl.nat

DNSDB Search

Search mode:
Record type:
Record data:

Input mode:

(ORRset (*)Rdata

@[ Aany O
173.213.76.149

O Name (1P or network () Raw hex

Search

(7 © Rdata results for ANY/173.213.76.149 &=

Found 13 RRs in 0.27 seconds.

aongrnernvgret.net. A 173.
gkoljygqmyjklgpv.info. A 173.
jfjpdsqirhsypgnn.org. A 173
jwdwlggggiwhxkt .com. A 173.
krirfgkmeckkssgol.biz. A 173.
llnepksnvvglzzrs. info. A 173.
outgrpskulndkxne. info. A 173.
ryggfjhctkptirn.biz. A 173.
uitppyflfsnkpxid.info. A 173.
vroxnpojiomtenlg.biz. A 173,
www.jfjpdsgirhsypgnn.org. & 173.
Xgoy jkmnrhgmxpty.net. A 173.
xsnnsynlsnfhklun. com. A 173

213.
213.
.213.
213.
213.
213.
213.
213.
213.
213.
213.
213.
.213.

76.149
76.149
76.149
76.149
76.149
76.149
76.149
76.149
76.149
76.149
76.149
76.149
76.149

—

Reset

more
domains
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Bot hunting (fast-flux)

&> @ RRset results for indingo.ru/A () € Rdata results for ANY/63.226.215.202 &=

.07 seconds.

euS Tracker s in 0.05 seconds. Found 28 RRs |

indingo.ru.

93 asfun. A 63.226.215.202
Zeus Tracker :: C&C indingo.ru first seen  2011-09-02 D1:30:37 -0C cogjfota. ru. A 63.226.215.202
last seen  2011-09-04 03:47:38 -0C Rt = R
The list below shows all ZeuS configs, Zeu$ binaries, dropzones and | indingo.ru. A 60.19.30.134 earlyship.ru. A 63.226.215.202
Live Information indingo.ru. A 6€0.19.30.135 ebaliu.com. B 63.226.215.202
Zndlngoley) B e i eepechothe.ru. A 63.226.215.202
ZeuS C&C: indingo.ru. greatjazz.ru. B §3.226.215.202
indingo.xu. & RS indingo.ru. A 63.226.215.202
:2;::?10.49 ;{']' f::g':"" 58 baiiwick  indingora. itchysauce.ru. A 63.226.215.202
£0.19.30.134 200 LISTED count 15 jupaizeuph.ru. b 63.226.215.202
EIEEE T R first seen  2011-09-02 12:26:03 -0C krufop.com. e ——
61.197.232.43 300 Not listed last seen  2011-09-05 00:03:46 -0C Tamend=RRen, 2 hbeRn e
EENTIEIE 200 Nok listed indingo.ru. A 60.19.30.134 munaeghohz.ru. A 63.226.215.202
__ indingo.ru. A 60.19.30.135 nahwisoheh.ru. A 63.226.215.202
Spansoring registrar: REGRU-REG-RIPN l“d%ngﬂ-r“- A 61.197.232.43 one5xz7rfafbAlafyhx.com. A 63.226.215.202

- indingo.ru. A 63.226.215.202 5
Mameserver(s): nsi.freetgp.net | ns2.freetap.net indingo.ru. A 113.161.87.176 paperraln.net. o
Date added: 2011-09-04 secondconcert.ru. A 63.226.215.202
Last checked: 3011-09-05 bailiwick indingo.ru. toplake.ru. A 63.226.215.202

Last updated: never count 119

BLstatuss  This host is being published on the ZeuS Blockiist! - firstseen  2011-09-02 03:26:53 -0000 :
last seen 2011-09-05 13:18:36 -0000 ... more domalnS

indingo.ru. A 60.19.30.134 ... more IP resources

indingo.ru. 60.19.30.135
61.197.232.43
63.226.215.202

125.88.110.49 am

indingo.ru.

n
A
indingo.ru. A
A

indingo.ru.




Spammers ¥ DNS

) @ RRset results for despo.pharmacyramat.ru/ANY &

[162] [2011-09-06 05:31:35 #Httttt##E] [1:2 1SC email] Found 1 RRsets n 0.07 seconds.
type: spamtrap

bailiwick pharmacyramat.ru.
srchost: 117yyyyyyy.y count 33
bodyurl: hxxp://Despo.pharmacyramat.ru/? xxxxxxxxxxxxxx first seen 2011-09-01 18:24:29 -0000
... redirects to “hxxp://www.medicostb.com/” last seen 2011-09-05 19:06:38 -0000

despo.pharmacyramat.ru. A 115.239.229.196
despo.pharmacyramat.ru. A 122.224.18.23

| & TOP SALE Viagra from usD 0.90 p... [ ]

@ Rdata results for ANY/115.239.229.196 &=

We ship worldwide USD EUR CAD GEP CHF AUD JPY BRL MEN NZD
1 1 Found 10000 RRs)n 10.43 seconds.
‘

115.239.229.196
115.239.229.196

» Anthelmintics More info More info a.califjoy.pfizer.ismedic.ru.

. Free Del
7 USPS Fast Delivery - o
Shipping to USA in 1-4 days » 7 yean 1137.pfizer.ismedic.ru. A 115.239.229.196
Pharmacy Express > 100 14dd. pfizer.medicac. ru. A 115.239.229.196
e > Hig 2867.pfizer.ismedic.ru. A 115.239.229.196
= 41.pfizer.medicac.ru. b 115.239.229.196
{ <On:00cu0 4623.pfizer. ismedic.ru. A 115.239.229.196
a.aawlj.cswiex.pfizer.medicac.ru. A 115.239.229.196
Search... a
= a.abub37gzyut.pfizer. ismedic.ru. A 115.239.229.196
: ; : '.'lrithr_wu_t any doubts -3 .
Browse by: Heal 1p E_g‘;ﬁ‘ﬁémﬁ ! /5 = . a.acehmdd.pfizer.medicac.ru. A 115.239.229.196
i ¢ any Herbal - = i i
Letter e Sk ?E.Q{Eia:n;qusckest : ] a.acjoldxusw.pfizer.medicac.ru. A 115.239.229.196
. a.acquard.pfizer.medicac.ru. B 115.239.229.196
ABCDEFGHIJKLMN
a.adgélyahoo.de.pfizer.ismedic.ru. A 115.239.229.196
OPQRSTUVWXYZ Cialis Pack save 15% Viagra + Cialis + Levitra ' Save 15% Active Pack B : :
a.atte.viniciolad.pfizer.medicac.ru. b 115.239.229.196
Category
usD 4.37 USD 3.71 per pill m. UsD 3.52 USD 2.99 per pill = a.ayokad.pfizer.ismedic.ru. A 115.239.229.19¢6
. SALE ) ' iy ' ;
ED Packs Sj5% é‘ ” Cialis 20mg % s Viaara 100mg % a.bschaper.pfizer.medicac.ru. A 115.239,229.196
» Herbal Cialis Professional 20mg w Cialis 20mg
Cialis Super Active 20mg Levitra 20mg a.cadet001.pfizer.ismedic.ru. A 115.239.229.196
= Most Popular
Allergy Select pack Select pack a.calaverads.pfizer.medicac.ru. A 115,239,229.196
A
A

a.candyl669.pfizer.ismedic.ru.




Data processing

ISC Passive DNS Architecture (Edmonds)
* https://kb.isc.org/article/AA-00654/

Multiple relay upload servers robustly accept
uploads and broadcast/replay them on SIE
channels

PassiveDNS processing server (48GB ram, CPU)
DNSDB master server (12TB disk-based)
DNSDB read replica (1.2TB SSD)

%



ISC Passive DNS and DNSDB architecture

Sensor network

/

Channel 202

SIE switch fabric

Channel 207

Channel 206

verified data

Channel 208

L 4

Channel 204

| AXFR import
J —»

|,|_Ejﬂ”ﬂl—->

DNSDE

SIE import

API

Commercial and
public benefit efforts

Law enforcement,
Security researchers,
CERTs, ISPs
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Making by-products available

Note: legacy diagram from NCAP days (s/ncap/nmsg/)

dedupe
filter
ncaptool ncaptool

................... -. ...................-. ...................-.
COCmE ] . O [ ]
researchers interested in researchers interested in researchers interested in

all DNS messages only unique DNS messages only fast-flux DNS

What researchers do with the data? Lots! Jump to slide 25 here:
https IIwww.isc.org/files/SIE&Passive%20DNS-2011-03-29 0.pdf

just finding trademarks and phishing and DGA patterns.
.- g P g P am


https://www.isc.org/files/SIE&Passive%20DNS-2011-03-29_0.pdf

Data reduction

Raw passive DN5 = V0LAN 202 - 100 Mbps.

= I - e

Second stage reduction — VLAN 208 — 3-5 Mbps.

Lt T | |
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= o el Ly l_I.-I - _.-..I'. ._.II -
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Upload data (ISC:dnsqr)

[248] [2012-06-12 09:27:42.466236000] [1:9 ISC dnsqr] [NMSG_ID] [] ]

type: UDP_QUERY_RESPONSE
query_ip: WW.XX.YY.ZZ
response_ip: 209.8.112.123
proto: UDP (17)

query_port: 22740
response_port: 53

id: 5875

gname: e319.g.akamaiedge.net.
gclass: IN (1)

qtype: A (1)

rcode: NOERROR (0)

delay: 0.000856
udp_checksum: CORRECT

query: [50 octets]
;; >>HEADER<<- opcode: QUERY, rcode: NOERROR, id: 5875
;; flags:; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDITIONAL: 0

;; QUESTION SECTION:
;€319.g.akamaiedge.net. IN A

;; ANSWER SECTION:
;; AUTHORITY SECTION:

;; ADDITIONAL SECTION:

response: [55 octets]
;; >>HEADER<<- opcode: QUERY, rcode: NOERROR, id: 5875
;; flags: qr aa; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: O

;; QUESTION SECTION:
;e319.g.akamaiedge.net. IN A

;; ANSWER SECTION:
e319.g.akamaiedge.net. 20 IN A 184.24.193.107

;; AUTHORITY SECTION:

%

;; ADDITIONAL SECTION:



Tool chain (202->207->208)

nmsg-dns—-cache
-—cache mode front <--- deduplication of DNS RRSET responses
-—-num_threads 8
-—cache mem size 16G
--max_entry duration 7200
--max_ input age 3600
-—-stats frequency 60
--spool [ch202]
-—-write [ch207]
—-—discard [ch206] <--- errors in input data

nmsg-dns—-cache
-—-cache mode back <--- RRSET/bailiwick deduplication and verification
-—-num_ threads 8
—--cache dir /srv/isc-passive-dns/cache
-—cache mem size 16G
--max entry duration 21600
-—bwick mem size 16G
--bootstrap file /srv/isc-passive-dns/bootstrap/root.nmsg
=—SiiE S SregleTie /0
——read [ch207]
S i eI EN40.SM
~adi scalerl EEEISE06 | <--- out-of-bailiwick data

%



Tool chain (208->204)

Three types of filtering: SOA, wildcards, regex

nmsg-dns-filter
-—-discard soa
-—-dns blacklist file [dns blacklist.txt]
--regex blacklist file [regex blacklist.txt]
--read [ch208]

--write [ch204]

-—filter [ch206] <--- rrsets that failed soca or dns blaklist file
regex blacklist example: “dhep-[0-9]+\..*\.sgll\.isc\.org$
dns blacklist example: *.multi.surbl.org.

** channel.facebook.com.

%



Data after processing (ch204)

[113] [2012-06-12 09:44:52.124765837] [2:1 SIE dnsdedupe] [NMSG-ID] [] []
type: INSERTION

count: 1

time_first: 2012-06-12 09:44:00
time_last: 2012-06-12 09:44:00
response_ip: 192.42.93.30
bailiwick: com.

rrname: imegaupload.com.
rrclass: IN (1)

rrtype: NS (2)

rrttl: 172800

rdata: ns1.flms-megaupload.com.
rdata: ns2.flms-megaupload.com.

[103] [2012-06-12 09:41:18.051764566] [2:1 SIE dnsdedupe] [NMSD-ID] []11]
type: EXPIRATION

count: 18

time_first: 2012-06-12 01:41:37
time_last: 2012-06-12 06:58:20
bailiwick: com.

rrname: us-soccer.com.
rrclass: IN (1)

rrtype: NS (2)

rrttl: 172800

rdata: ns1.savvis.net.

rdata: ns2.savvis.net.

rdata: ns3.savvis.net.

%



DNSDB (lessons earned)

BerkeleyDB4 file (I/O bottleneck, data loss)

MySQL (hash table, INSERT ON DUPLICATE, inserts got in
way of queries, no god way to CIDR/Wildcard)

PostgreSQL (liked CIDR range queries, but I/O ground to
hal as index grew in size)

Not scalable - too much I/O, uneven distribution

MySQL + SSD + memcache - Could keep up with I/0,
limited rnge functionality

NoSQL - learned from MRTG rollups, sorting reverse
domains to do CIDR and wildcard lookups quickly, time-
range based HSM (memory, SSD, disk), good processing
speed, lousy UI
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DNSDB (evolve)

« 2010: Cassandra - clustered storage, removed single-server
bottleneck, optimized for writes, web UI and http API interface -
con: JRE, cashed from queries returning too many results

. 2011: TokyoCabinet - file-based storage, in-memory and SSD
storage alowed reation of read-optimized files that we could even
export or scale with SSD-based server (price of SSD coming down,
price of disk going up [floods])

. 2012: DnsTable — Robert created generic library/utility kit for sort-
optimized key/value store (mtbl) then wrote utility wrappers for
DNS-specific processing (dnstable) including web UI and http API
access interface

. Interesting: https://github.com/edmonds/mtbl
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Some more background

* Robert Edmonds, "Passive DNS Hardening”
* Video: http://bitly.com/IAJHVZ (DEFCON 18, Jul 2010)

 Slides: http://www.isc.org/files/passive_dns_hardening_handout.pdf

 ISC Passive DNS and Privacy Whitepaper

* Available upon request (dnsdb@isc.org) or soon at
http//rsf.isc.org

 ISC Webinar, “"SIE & Passive DNS”
* Video: http://bit.ly/ilpr7k (WebEx, Mar 2011)

 Slides: https://www.isc.org/files/SIE&Passive%20DNS-2011-03-29 0.pdf

Note: Shows examples of how PassiveDNS data has been provided to and used
by several research efforts.
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DNSDB API

$ DNSDB_FORMAT=json isc-dnsdb-query rdata ip 192.0.32.10 | sort
{"rrtype": "A", "rrname": "example.com.”, "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "example.edu." "rdata "192.0.32.10"}
{"rrtype": "A", "rrname": "example.net." "rdata" "192.0.32.10"}
{"rrtype": "A", "rrname": "example.org.", "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "mall.gbs-clan. de ", "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "mail2.gbs-clan.de. d , 'rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "scribble.co.uk." "rdata "192.0.32.1 '}
{"rrtype": "A", "rrname": "www.example. com " "rdata": "192.0.32.10"}

{"rrtype": "A", "rrname": "www.example.edu." "rdata" "192.0.32.10"}
{"rrtype": "A", "rrname": "www.example.net." "rdata". "192.0.3 0"}
{"rrtype": "A", "rrname": "www.example.org.", "rdata": "192.0.32.10"}

.. for programmed lookups and cross-references and search.
.. gets around web browser javascript limitations, too.

Restful API returns text or JSON with properly encoded URI representing query.
Documentation available here: https://dnsdb.isc.org/doc/isc-dnsdb-api.html

=



API CLI one-liner

$ dig medicostb.com ns
medicostb.com. 169386 IN NS ns1.upsdns.com.ua.
medicostb.com. 169386 IN NS ns2.dnsaq.ru.

$ (forfin isc_dnsdb_query.py -n ns1.upsdns.com.ua/NS | \
awk {print $1}""; do isc_dnsdb_query.py -r $f -j |\
egrep 'time_last": 1315[12]"; done) | awk {print $8}' | sort -u
"healthtr.com.",
"medicacpr.ru.",
"medicannk.com.”,
"mediccker.ru.",

"mediccklir.ru.”,
::med!cehok.c'c')m.", Script isc_dnsdb_query.py is available at:
medicelcr.ru.”, ftp://ftp.isc.org/isc/nmsg/misc

"medicellk.com.",
"medicemur.ru.”,
"medicheek.com.”,
"medichmar.ru.”,
mel€, .
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Who gets access?

« DNSDB User Interface or limited API key

Prefer vetted member of Operational Security community, but care more
that you're at least not a bad guy.

Public benefit use

Most casual users query <1000 queries per day
Passive DNS contributors (submit data)
Expedited FIRST 24 registration:

- See Eric during 3pm sessions this week. Bring ID and card.
After conference: https://dnsdb.isc.org/#Apply

 For higher query limits, commercial use

Get a limited key first, then contact <sales@isc.org> about upgrading.

Funds helps maintain the service and development. Anything extra is
required to be spent by our parent 501(c)3 non-profit — more good work!
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Even more

Export of database on hourly/daily/monthly
possible

Real-time data feeds/by-products available
We can teach you how to build your own

We're considering open source model for
programs that we use.
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Community

« ISC:dnsqgr can convert back to PCAP with a tool for
incorporation into other projects. Why not benefit from
hardening in our collection tools?

 CERTs or large ISPs worried about country privacy rules
can build their own collectors and databases and share
aggregated data with others (or ISC SIE). We've
implemented two DNSDB systems outside of ISC.

« DNSDB is an example of one capability ISC has made
available to the Internet security community. There's
plenty more work and projects that we'd like to do.
Consider supporting us as a Resiliency and Security
Forum member: http://rsf.isc.org/
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Questions?

* General DNSDB questions:

* <dnsdb@isc.org>

* Applying:
* https//dnsdb.isc.org/Apply

* Eric Ziegast <ziegast@isc.org>
PGP: 7667 7BFB 3125 95EF B5B5 604A CDO08 98D6 0BDO D57D
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