Enterprise Security
Monitoring

Comprehensive Intel-Driven Detection

David J. Bianco
David.Bianco@mandiant.com




First There Was...

)
<OFi reEye

Copyright © 2014, FireEye, Inc. Allrights reserved. | CONFIDENTIAL




Then There Was...

THE TA® OF
NETWORK
SECURITY
MONITORING

Beyond Intrusion Detection

RICHARD BEJTLICH
Foreword by RON GULA,
CTO, Tenable Network Security
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Now There Is...

Enterprise Security Monitoring
(ESM)
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Enterprise Security Monitoring

THE TA® OF
NETWORK
SECURITY
MONITORING
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ESM Architecture

Enterprise Security Monitor

Threat Intelligence

Business

Technical Data —

HTTP Server | firewals & IDS/NSM/

Network :
& Proxy Logs Infrastructure Endpoints
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Benefits of Enterprise Security Monitoring

* Increased visibility across the organization
« Get more value out of existing systems

« Data aggregation is hunter friendly

« Befter organization around:

— Detection platform coverage
— Detection planning
 General
« Threat-specific
— Prioritization of detection resources
* Quicker, more accurate incident deftection and
response

« Leverage your detection/response infra as an
offensive capability
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Intel Lifecycle

Dissemenation Collection

Analysis
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Detection Process

Observe

Validate Compare
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Response Cycle

_— Contain

Remediate Investigate
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The Intel-Driven Operations Cycle

Intelligence

Quality Feedback

Response Detection
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Wacky Wall Walker Intelligence

The most common approach to “threat intel” |
see is...

THROW ALL OUR FACTS OUT THERE AND SEE WHAT
STICKS.

Pros Cons
Quick to implement Too many alerts

No confidence in
results

Gives your adversaries
a laugh

We can do better! N
@FlreEye"
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Let’s Be Clear...

Most people confuse with intelligence.
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Let’s Be Clear...
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Captain, | do not

believe that to be

the correct use of
the term.
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What Is an Indicatore

A piece of information that
points to a certain
conclusion
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What is it Note
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Common Indicator Data Types

IPv4 Address

Domain /
FQDN

Transaction
Element (User-
Agent, MTA)

Registry Value

Email Address

Copyright © 2014, FireEye, Inc. Allrights reserved. | CONFIDENTIAL

Hash (MDS,
SHAT)

File Name /
Path

User Name
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Indicator Characteristics

Can | find this indicator

Extractable in my data?

If | find this indicator in
my data, can | do
something with that
information?

Actionable

To what use will | put

Purposeful this indicator2
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Indicator Purposes

Attribution

e Who/what is responsible for this activitye

Detection

e [f this event happens, | want to know about it.

Profiling

e What are the targeting parameters for this threat?

Prediction

e Given the current state, what can | expect from this
threat in the future?
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The Kill Chain

) »  Delivery > Exploitation > Installation > %%“r?ﬂrg??g;)&

...] a systematic process to

target and engage an
adversary to create desired
effects.”

Source: Intelligence-Driven Computer Network Defense Informed by Analysis of Adversary Campaigns and Intrusion Kill Chains”,

Hutchins, Cloppert, Amin, http://www.lockheedmartin.com/content/dam/lockheed/data/corporate/documents/LM-White-
Paper-Intel-Driven-Defense.pdf (Last checked August 2013)

kb
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Mandiant Attack Lifecycle Diagram

Move

. Laterally
Maintain

Presence

n _ Internal
Initial Initial Establish Escalate Recon Complete

Recon Compromise Foothold Privileges Mission
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The Pyramid of Pain

A eTough! The Pyramid measures
potential usefulness of your
Tools  eChallenging intel
Network/ .
Hos‘:A\\Nrctl)'facts *Annoying It also measures difficulty of

Domain Names «Simple obtaining that infel

_ eEasy The higher you are, the more
resources your adversaries

When you quickly detect, respond to and disrupt
your adversaries’ activities, defense becomes
offense.
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The Bed of Nails

Delivery Exploitation Installation %%?%??82")5‘

A A A A A y' A

Tools Tools Tools Tools. Tools Tools Tools
Network/ Network/. Network/ Network/ Network/ Network/ Network/
Host Artfacts Host Artifacts Host Artfacts Host Artifacts Host Artfacts Host Artifacts Host Artfacts
Domain Names ‘Domain Names Domain Names Domain Names Domain Names Domain Names Domain Names
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Intel-Driven Detection Planning

« What scenarios do we need to be able
to detecte

 What are our opftions for detecting them¢e

 What are the strengths and weaknesses
of our detection program today<

 What is our detection stance against
specific actorse

 What is our overall plan for detection
ACross our enterprisee
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What Scenarios Do We Need to Detecte

Delivery > Exploitation > Installation %%wm)??gz‘?‘ é(é’;g)gﬁvcgr;
*Behavior *Behavior *Code - *Behavior *Behavior
*File - Full Path *Win Registry Key Binary_Code *Win Process *Win Registry Key
eFile - Name *File - Name *Win Process *Win Registry Key *Win Service
*File *File *Win Registry Key  «File *File - Full Path
+URI - URL *URI - URL *File - Full Path *URI - URL *File - Name
*HTTP - POST «Streetname - *File - Name *HTTP - GET *File
«Email Header - McAfee *File *HTTP - POST *File - Path
Subject eStreetname - File - Path *HTTP - User Agent  *URI - URL
*Email Header - X-  Sophos *URI - URL String «Streetname -
Mailer *URI - Domain *HTTP - GET +URI - Domain Sophos
*URI - Domain Name *HTTP - User Agent ~ Name *URI - Domain
Name *Hash - MDS String *Hash - MD5 Name
eHash - MD5 eHash - SHAT *Streetname - * Address - e-mail eHash - MD5
*Hash - SHAI * Address - cidr McAfee « Address - ipv4- eHash - SHAT
* Address - e-mail e Address - ipv4- *Streetname - addr « Address - ipv4-
« Address - ipv4- addr Sophos addr

addr

*URI - Domain
Name

*Hash - MD5

eHash - SHA1

eHash - SSDEEP

e Address - e-mail

° Address - ipv4-
addr

)
<O Fire Eye

Copyright © 2014, FireEye, Inc. Allrightsreserved. | CONFIDENTIAL 25




Detection Options - Snort

Delivery Exploitation Installation %%wm)??gz‘?‘ é(é’;g)gﬁvcgr;

*Behanvior eBehanvior eLode— *Behagvior *Behavior
*File - Full Path 'WinRegisinrkey  BirerCode *WinProcess *Win Regisinrkey
*File - Name eFllo—Name - Win-Rrocess *Win Registrr Key  eWin Sendce
*File “Eile *Winkegiskykey  «File «Flle~Full Path
*URI - URL *URI - URL *Flo—Full-Ratn *URI - URL *Filo—Name
*HTTP - POST o Streethame— e Rlo—Nhame *HTTP - GET *Els
«Email Header - McAfes *File *HTTP - POST +Filo—Path
Subject Streethgme— eFle-Pgth *HTTP - User Agent  *URI - URL
*Email Header - X-  Sephes *URI - URL String «Strestname—
Mailer *URI - Domain *HTTP - GET *URI - Domain Sophos
*URI - Domain Name *HTTP - User Agent ~ Name *URI - Domain
Name *Hash—MDs String eHash-MD5 Name
olHagh—paDs eHash—SHAL *Streetngme— * Address - e-mail eHash-—MD5
sHgsh-SHAL e Address - cidr McAfes « Address - ipv4- obash - SHAL
* Address - e-mail e Address - ipv4- o Streetname— addr « Address - ipv4-
« Address - ipv4- addr Sophos addr
addr *URI - Domain

Name

eHgsh-MD5

eHgsh-SHAL

eHgsh~SSDEEP

* Address - e-mail

° Address - ipv4-

addr
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Detection Options - HIPS

Delivery > Exploitation > Installation %%rrw%??gﬁ‘ é%}ggfsivoer;
eBehasdor cBeheudor *Code - eBehandor *Behavior
*Elle—FullPoih *Win Registry Key Binary_Code *Win Process *Win Registry Key
eFile-Ngme *File - Name -Win Progess *Win Registry Key *Win Service

*File *Win Registry Key  «File *File - Full Path
oURI-URL oURI-URL *File - Full Path oURI-URL *File - Name
o HITR—ROST eStreetname - *File - Name oHTIP . GET «File
*EmailHeader McAfee *File «HTIR - POST *File - Path
j *Streetname—- eFile - Path oHIIP - UserAgent sURI-URL
o UR| - Domain Name QHH&._U.SQ;'_AQ.Q.QJ; Name cURl - Domain
*Hash - MDS Sting *Hash - MD5 Name

oHash—raDS eHash - SHAl. Streetname - e.Address—e-mail eHash - MD5
ekgsh-SHAL *.Address-cidr McAfee o Adcress—ipyd- eHash - SHAT
e Addross—o-mail eAddross—ipv4- eStrectngme— addr o Adclress—ipvd-
o Adclress—ipvd- addr Sophes addr

*URI-Domain

Name

*Hash - MD5

eHash - SHAT

eHgsh - SSDEEP

e Address-e-mail

e Address-ipv4-

addr
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Detection Options — Email Gateway Logs

Delivery Exploitation Installation %%wm)??gz‘?‘ é(é’;g)gﬁvcgr;

*Behavior °Bshaondor *Code—- eBshaopdor *Behavior
oEile - Full Path *Win Registrkey BingnCode o \Win-Process *WinRegistniKey
*File - Name eFllo—Name - Win-Rrocess *Win Registrr Key  eWin Sendce
*File *Eilo *Win-Registnrkey  «File *Eillo~Ful-Path
*URI - URL oURI-URL *File—FullPath oJRI-URL *Elle-Name
oHTTR . POST oStreetname— eElle - Namse oHITR - GET *Eile
«Email Header - Mchtee *Eile oHIIP_ POST File—Pgih
Subject e Strestnarme—~ eFile - Pgih oHITP - UserAgent eUR-URL
*Email Header - X-  Sephes oURI_URL Sting «Sireetname—
Mailer *UR| - Domain oLITP _ GET «URl - Domain Sophos
*URI - Domain hame HHP-UserAgent Name *UR-Domain
Name *Hash-MDs String eHash - MD5 Name
*Hash - MD5 eHash—SHAL *Sirestname— * Address—e-mail eHash-—MD5
*Hash - SHAI *Address-cidr McAfee o Address—ipvd- oeHgsh-SHAL
* Address - e-mail e Address-ipyd- Streetngme—- addr « Address - ipv4-
« Address - ipv4- addr Sophos addr
addr *UR-Domain

Name

eHgsh-MDS

eHash-SHAT

eHgsh -~ SSDEEP

o Address—e-mail

e Address-ipv4-

addr
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Score Card: Use of Available Indicators

@ © 0 ©O 0 © O

Delivery > Exploitation > Installation %%wm)??gz‘?‘ é(é’;g)gﬁvcgr;
*Behavior *Behavior *Code - *Behaovior *Behavior
*File - Full Path *Win Registry Key Binary_Code *Win Process *Win Registry Key
eFile - Name *File - Name *Win Process *Win Registry Key *Win Service
*File *File *Win Registry Key  «File *File - Full Path
+URI - URL *URI - URL *File - Full Path *URI - URL *File - Name
*HTTP - POST «Streetname - *File - Name *HTTP - GET *File
*Email Header - McAfee *File *HTTP - POST *File - Path
Subject *Stresthame- eFile - Path *HTTP - User Agent  *URI - URL
*Email Header - X-  Sephes *URI - URL String «Strestname—
Mailer *URI - Domain oHTTP - GET *URI - Domain Sophos
*URI - Domain Name *HTTP - User Agent ~ Name *URI - Domain
Name *Hash - MDS String *Hash - MD5 Name
eHash - MD5 eHash - SHAT *Streetname - e Address - e-mail eHash - MD5
*Hash - SHAI * Address - cidr McAfee « Address - ipv4- eHash - SHAT
* Address - e-mail e Address - ipv4- eStrectngme— addr « Address - ipv4-
« Address - ipv4- adar Sophes addr
addr *URI - Domain
Name

*Hash - MD5

eHash - SHAT

eHgsh-SSDEEP

e Address - e-mail
° Address - ipv4-
addr

)
<O Fire Eye

Copyright © 2014, FireEye, Inc. Allrightsreserved. | CONFIDENTIAL 29




Score Card: Pyramid Effectiveness of

Indicators

© @ @

O ©C 0 O

Delivery > Exploitation > Installation %%wm)??gz‘?‘ é(é’;g)gﬁvcgr;

*Behavior *Behavior *Code - *Behavior *Behavior
*File - Full Path *Win Registry Key Binary_Code *Win Process *Win Registry Key
eFile - Name *File - Name *Win Process *Win Registry Key *Win Service
*File *File *Win Registry Key  «File *File - Full Path
*URI - URL *URI - URL *File - Full Path *URI - URL *File - Name
*HTTP - POST «Streetname - *File - Name *HTTP - GET *File
«Email Header - McAfee *File *HTTP - POST *File - Path
Subject *Streetname - eFile - Path *HTTP - User Agent  *URI - URL
*Email Header - X-  Sophos *URI - URL String «Streetname -
Mailer *URI - Domain *HTTP - GET +URI - Domain Sophos
*URI - Domain Name *HTTP - User Agent ~ Name *URI - Domain
Name *Hash - MDS String *Hash - MD5 Name
eHash - MD5 eHash - SHAT *Streetname - e Address - e-mail eHash - MD5
*Hash - SHAI * Address - cidr McAfee « Address - ipv4- eHash - SHAT
* Address - e-mail e Address - ipv4- *Streetname - addr « Address - ipv4-
« Address - ipv4- addr Sophos addr
addr *URI - Domain

Name

*Hash - MD5

eHash - SHAT

*Hash - SSDEEP

* Address - e-mail

° Address - ipv4-

addr
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Score Card: Effectiveness Against APT-1t

OO0 © 0 O O @

Delivery Exploitation Installation %%rgm)??gz‘%‘ é‘é}ggﬁfeg
*Email Header - *Win Registry Key *Code - eBshaopdor *Behavior
Subject *File - Name Binary_Code *Win Process *Win Registry Key
*Email Header - X-  «File *Win Process *Win Registry Key  *Win Service
ey «URI - URL *Win Registry Key  «File «File - Full Path
"Eljglrr‘]gomo'n *Streetname - *File - Full Path *URI - URL *File - Name
McAfee eFile - Name oHTTP - GET *File
Thash-MBs *URI - Domain *File <HTTP - POST *File - Path
SESIESRe Name *File - Path HTTP - User Agent  *URI - URL
* Address - e-mail eHash - MD5 «URI - URL String o5t
*Address - ipv4- *Hash - SHAT «HTTP - GET «URI - Domain Sephos
el * Address - cidr *HTTP - User Agent  Name *URI - Domain
e Address - ipv4- String eHash - MD5 Name
addr «Streetname - * Address - e-mail eHash - MD5
McAfee « Address - ipv4- eHash - SHAT
*URI - Domain addr « Address - ipv4-
Name addr
eHash - MD5
eHash - SHA1
e Address - ipv4-
addr
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Enterprise Detection Plan

Reconnaissance Weaponization Delivery Exploitation Installation Actions on Intent

Behavior Email GW

Code - Binary_Code Email GW

Win Process

Win Registry Key
Win Service

File - Full Path

File - Name |
File |
File - Path|

URI - URL |

HTTP - GET |Snort Snort Snort

HTTP - POST Snort Snort

HTTP - User Agent String [Snort Snort Snort
Email Header - String

Email Header - Subject

Email Header - X-Mailer
Email Header - Message-ID
Streetname - McAfee HIPS HIPS
Streetname - Sophos

URI - Domain Name |Snort Snort Snort Snort

Hash - MD5 Email GW

Hash - SHA1 Email GW
Hash - SSDEEP

Address - e-mail Snort Snort
Address - cidr Snort

Address - ipv4-addr Snort Snort Snort Snort

Address - ipv6-addr :i re Eyew
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e NSM:IDS :: ESM:NSM

« Collect and aggregate across your entire
enterprise
— Increased visibility
— Maximum use of resources
— Better for hunting

« Organize intel for for better program insights

« Big improvements in detection & response
capabilifies for minimal investment

« Smart detection makes for frustrated
adversaries!
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Questions?e

David J. Bianco

David.Bianco@mandiant.com
@DavidJBianco

detect-respond.blogspot.com
| <3 Feedback!

I'd really love to hear from you. Questions, comments, stories
about how this worked for you, citations referencing my work
are all appreciated!
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