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SIEMENS
Note

MANTIS Is available as Open Source under GPL v2+ from
https://github.com/siemens/django-mantis

At time of this presentation (2014-06-24), the publicly
available revision is MANTIS 0.2.0

The examples shown in this talk are based on MANTIS
0.3.0

MANTIS 0.3.0 will be released within the next few weeks:
either follow the repository on github
or subscribe to the MANTIS mailing list by sending a mail

{0 mantis-ti-discussion-join@lists.trusted-introducer.org.
Page 2 2014-06-24 Corporate Technology, RTC ITS CCS
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Commercial
TI Provider(s)

* Local
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Teams
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With MANTIS, we are working towards a tool that

provides us with this full picture!

Commercial
TI Provider(s)
\
External
CISO : Partners
SOC(s) N
External
Incident
Reporters
' Local
Commercial 1 Security
Tl Provider(s) | | Teams
1
1
EXtemal ! CERT \ Commercial
artners / MANTIS TI Provider(s)
| \ 1
External CISO I
Incident : Community External
Reports : Partners

' External
Scan IT Provider Incident
Service Reporters

Page 8 2014-06-24 Corporate Technology, RTC ITS CCS




SIEMENS

MISP

MANTIS

One person’s incident is everyone’'s defense

(upcoming fall 2014 as Open Source)

e collective-intelligence-framework

The Intelligence Layer
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Page 10 2014-06-24 Corporate Technology, RTC ITS CCS © Siemens AG 2014. All rights reserved



*THE* basic design decision when implementing a
solution for managing cyber threat intelligence:
The internal data model

SIEMENS

Genesis
What does your data model look like?
Home-brew
Somehow derived from a standard
Distance

How close is your data model to the (main) exchange
standard(s) you are going to utilize?

Flexibility
If the exchange standard allows very flexible usage: does
your model, too, or do you narrow things down?

Can your model cope with moderate revision changes?

Page 11 2014-06-24 Corporate Technology, RTC ITS CCS
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Genesis of the internal data model:

Arguments against home-brew models

Homebrew means re-doing work others have already done
(and that probably much more thoroughly than you have
time for)

ks

e r g _>, y o EmailReceivedLineType
U K :a £\/. SReceived
ey 2 2 Mailer = 18
5 z 520 Priorit
tl‘g & man%:ghut‘g ars |y|
ssssssssss PDFFlleQ T T em.DNS ac m e n SD 23578 Qg
E u m— OE D LS u
’ R EmailReceivedLineListType Servergmessage lzqc, % Qs " — o
bl iy Originating AttachmentsType 4 YEST <
Timestamp £= Q Precedence
LinksType EmailHeaderType @ (0 Sender
S Recipient EE v
Content = 3

Homebrew necessarily increases “distance” (see next
slide)
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Implications of ,distance® between the exchange

standard and your data model: SIEMENS
Import and Export
Import Export

The further removed your internal data model is, the more
you have to work for import and export

The real problem is the import: what to do with information
that cannot be mapped into your internal data model?

reject and don’t import at all?
import partially (as far as it fits your data model?)
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Flexibility: two extremes

Extremely flexible

Just dump each file into an XML

database (assuming that your
main standard is in XML) ...

Page 14 2014-06-24

SIEMENS

Rather inflexible

Create a database model for a
given revision of some part of the
standard

Corporate Technology, RTC ITS CCS
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Implications of flexibility:

Processing

Flexibility eases import, but makes processing more

complicated, since you cannot assume that things always
look the same:

automated mechanisms must be able to deal with
different representations of data ... and in all likelihood
will fail In some cases

visualization/presentation to the user becomes more
complicated; your users will require a higher level of
expertise regarding the data format

export becomes a challenge: you have imported data
In revisions X, Y, and Z of a given standard; to what
revision can you export?
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Our choices for the MANTIS data model

Genesis: “stand on the shoulders of giants” — the data model
mirrors the threat intelligence exchanges standards that are
relevant to us

Distance: exchange standards and data model are very close (for
details see next few slides)

Flexibility:

regarding import: the Mantis importer is very forgiving and will
import,

e.g., different revisions of STIX/CybOX in a sensible way with
relatively little effort in adapting the importer to revision changes
XML that does quite conform to a standard’s XML schema

regarding the challenges wrt. processing and export: much of this
is still future work ... but following the “crawl, walk, run” approach:
we are already able to crawl ...
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Why do we need maximum tolerance for exchange

data formats and their revisions?

At the moment, we cannot do without OpenlOC, so a STIX/CybOX-
exclusive solution will not work. And it looks like we will also start
importing the MISP data format ...

=>» need to be able to import several standards

| bet you that two years, after STIX 3.0 has been released, there will
still be persons or tools that keep sending you STIX 1.0.1 ...
=>» need to be able to import different revisions

OpenIOC
y b

STIx 1oy 1 1 2
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MANTIS's data model: pretty flexible, but a trying to

do a bit more than just dumping XMLs or JSONs

If you look at STIX and CybOX, you see that XML’s hierachical
structure is used for two different purposes:

modelling of containment relations between different objects

Observable
Event i
~— This, MANTIS preserves
Action .
File
description of facts _
Filename
Filepath
Hashes - Thls, MANTISfIattens “
into a list of ,fact term®-
HashType  mps value pairs ...
Value 6E48C3.. and deduplicates these
facts

_
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<cybox:0bservable id="example:0bservable-a727a717-1852-4c79-93l16-2f3a8b4632c2">
<cybox:Event id="example:Event-44578866-b0c5-4551-84dd-0f1fo2fg8210f">
<cybox:Actions>
<cybox:Action id="example:Action-al8a058c-effa-4060-b8be-25elblade75f" action status="Success"
context="Host" timestamp="2013-04-08T7T09:22:00.0Z">
<cybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1.0"=Create</cybox:Type>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>
<cybox:Associated Objects>
<cybox:Associated Object id="example:0bject-5ec92e95-a31f-470b-97c4-3a9046189fbb">
<cybox:Properties xsi:type="FileObj:FileObjectType"=>
<FileObj:File Name=foobar.dll</FileObj:File Name=>
<FileObj:File Path=C:\Windows\system32</FileObj:File Path>
<FileObj:Hashes>
<cyboxCommon:Hash>
<cyboxCommon: Type>MD5</cyboxCommon: Type>
<cyboxCommon:Simple Hash Value datatype="hexBinary">
6E48C348D742A931EC2CE90ABD7DACBA
</cyboxCommon:Simple Hash Value>
</cyboxCommon:Hash>
</FileObj:Hashes>
</cybox:Properties>
<cybox:Association Type
xsi:type="cyboxVocabs:ActionObjectAssociationTypeVocab-1.0">
Affected</cybox:Association Type=
</cybox:Associated Object>
</cybox:Associated Objects>
</cybox:Action=>
</cybox:Actions>
</cybox:Event=>
Jcybox:0bservable> 2014. All rights reserved



: SIEMENS
Example: Importing a CybOX 2.0 Observable

XML Source: Focusing on objects and facts

=cybox dbserygahle i d="example:0bservable-a727a717-1852-4c79-9al6-213aBb4632c2">
<cyboxf Event] id="example:Event-44578866-b0c5-4551-84dd-0f1f02f8210f">

<cybox:Actigm
r:cybc:xid:"exampl_e:Actiun-alBaGSBc-effa-4Bﬁﬂ-bﬂbe-25elblade?5f" action status="Success"
context="Host" timestamp="2013-04-08T09:22:00.0Z">
<Ccybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1.0">Create</cybox:Type>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>
<cybox:Assocliated Objects=
<cybox:Assoclated Object id="exgmpleslblect-5ec92e95-a317-470b-97c4-2a9046189fbb">
<cybox:Properties ><5j.:type=FileﬂbjectTypE"}
<FileObj:File Name=foobar.dll</FileObj:File Name=>
<FileObj:File Path=C:\Windows\system32</FileObj:File Path=>
<F1leObj:Hashes>
<cyboxCommon:Hash=>
<cyboxCommon:Type>MD5</cyboxCommon:Type>
:cybaxtummun:51mp1§:H55h_value datatype="hexBinary">
6E48C348D742A931EC2CE9OABD7DACBA
=</cyboxCommon:51mple Hash Value=
</cyboxCommon:Hash=
<fFileObj:Hashes>
=/cybox:Properties>
<cybox:Assocliation Type
¥xs1:type="cyboxVocabs:ActionObjectAssociationTypeVocab-1.0">
Affected</cybox:Association Type=
</cybox:Associated Object=
</cybox:Assoclated Objects=

FbservedleventIAn that creates aith certain file name, file path and hash




SIEMENS
Example: A CybOX Observable XML Source

Defining object boundaries

<cybox:0bservabl '
<cybox:Event pLd="example:Event- 445?3866 bBc5- 4551 B4dd Gflfﬂ2f82lﬂf"
<cybox:Actions>
<cybox:Action fjid="example:Action-al8afb8c-effa-4060-b8be-25elblade/75f] action status="Success"

context="Host" timestamp="2013-04-08T09:22:00.0.">
<Ccybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1l.0">Create</cybox:Type>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>

<cybox:Assocliated Objects=
<cybox:Assoclated Object 1d-"example ﬂbject 5ec92e95-a311-470b-97c4- aa994ﬁlﬂgfbb|>
<cybox:Properties xsi:itType= jectiype =
<FileObj:File Hame:fnnbar dll{fFllEﬂb] File Name=>
<FileObj: FllE_Path}C \Windows\system32</FileObj: File Path=
<F1leObj:Hashes>
<cyboxCommon:Hash=>
<cyboxCommon:Type>MD5</cyboxCommon:Type>
<cyboxCommon:Simple Hash Value datatype="hexBinary"=>
6E48C348D742A931EC2CE90ABD7DACBA
</cyboxCommon:Simple Hash Value>
</cyboxCommon:Hash=
<fFileObj:Hashes>
=/cybox:Properties>
<cybox:Assocliation Type
¥xs1:type="cyboxVocabs:ActionObjectAssociationTypeVocab-1.0">
Affected</cybox:Association Type=
</cybox:Associated Object=
</cybox:Assoclated Objects=

In the XML, an identifier is provided for each structure that naturally gives rise to an information object

of its own.



SIEMENS
Example: A CybOX Observable XML Source

Extracting ,,flat“ facts from hierarchical XML

<cybox:0bservable id="example:0bservable-a727a717-1852-4¢79-9a3l16-2f3a8b4632c2">
<cybox:Event i1d="example:Event-44578866-b0c5-4551-84dd-0f1fo2f8210f">
<cybox:Actions=
<cybox:Action id="example:Action-al8af58c-effa-4060-b8be-25elblade75f" action status="Success"
context="Host" timestamp="2013-04-08T09:22:00.0Z">
<cybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1l.0">Create</cybox:Type=>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>
<cybox: ASSDClatEd Dbject5>
<Cyjpe

329046189fbb">

{cybnx XS1: type-"Flleﬂb] Flleﬂb]ectT}rpe =
<F1leUbj JFile Namejfoobar.dll</FileObj:File Name=

<FileObj: IJEIIEI!I >C:\Windows\system32</FileObj:File Path=
<FileOb]
<cyboxCommon [Hashal

<cyboxCommo FTvpeaD5< boxCommon: Type=

<cyboxCommorf: Simple Hash Value]datatype="hexBinary">
6E48C348D742A931EC2CE9O0ABD7DACKA

ﬂftybﬂxﬂﬂmmﬂn:51mp[E_HﬂEh_Ua[UE>
</cyboxCommon:Hash=
<fFileObj:Hashes>
=/cybox:Properties>
<cybox:Assoclation [ype

The facts we are really interested into about the observed file are:
+ Properties/File_Name = foobar.dll

+ Properties/File_Path = C:\Windows\system32
+ Properties/Hashes/Hash/Type = MD5
+ Properties/Hashes/Hash/Simple_Hash_ Value = 6E48C34D74A931EC2CE90ABD7DACG6A
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ya yd ya yd
o Info Object \ Info Object \ Info Object \ Info Object \

o %[ Fact 1 J - | _Fact1 ! | Factl 1 D Factl ]
N E[ Fact n 9 N [ Fact n o C[ Fact n (\i%[ Fact n ]
2 o 2> 20 9.0
00 o O < Ol
- /X ) XZ X %
Info Object: Event: Action(s): Create File (6 facts) ...

|dentifying data

Identifier  http2Vexample.com:Observable-a727a717-1852-4c75-9a18- Timestamp 2014-D8-

2f3afb4832c2 19T00:07:21.713707+02:00

cybox. mitre. crg: Observable 2 {hittp://oybox. mitre.crgfoybox) 2014-08-

19T00:07:21.713707+02:00

Import
Timestamp

CRacts

Type

Event
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Example: Importing a CybOX 2.0 Observable
Resulting Structure

N

Info Object \

-

Info Object \

SIEMENS

N

Info Object \
| Factl ]

Sk

FileObject

__Factn ]

/ Cvbox 2.

</

Info Object

Q

o Fact1 ] | Fact1 ] | Fact1l
O '© Q [ [
NE[ Factn ]'__—>N4_- Factn N |l _Factn
58 55 58
a3 (s):1|8 q>) s)||S 5
> > >
OO o/ O|<C
Identifier  http:/example.com:Event-44578888-b0c5-4551-84dd- Timestamp

Of1f02fa210f
Type cybox.mitre org:Event 2 (http://oybox. mitre.ong/oyboo) Import
Timestamp

Facts
Actions

{Sracticn_status

{Eroontext

Ertimestamp

Page 24 2014-06-24

Sucoess

Host

2013-04-08T09:22:00.0Z

o _

/

2014-408-

19T00:07:21.713707+02:00

2014-408-

19T00:07:21.713707+02:00
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yd yd y yd
In o Info Object N Fils Info Object N Info Object N Info Object )
IO%[ Fact 1 ) - | Factl ! |_Fact1 ] Bl Fact1 )
~ E[ Fact n 2|l o [ Fact n o C[ Fact n %[ Fact n ]
é % . i Actii é QC) . ég . 0 é O :
Q2 5 o S 20 o o
> > > =
00O O L O < O
\ . , ho /
N /I:llun 2}\ / !
Imestamp 19TO0Or=T- :
Facts
iTaction_ Sucoess
status
{Ercontesxt Haost

@timestamp 2013-04-08TD02:22:00.0Z
Type Creats

Hame Create File

Azspcigted Azzspciated
Objects Object
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' o Info Object Yl Info Object ) Info Object ) Info Object
S| Factl J | Fact1 ) | Fact1l ) Dl Factl
o o
Ng[ Fact n & | [_Factn ]—=(5\,)C[ Fact n ] -2 Factn
x : ohjl | X & . X O : " :
32 "8 o = 89
OO O O < O

ileChj
;mmmmé. : .o1g/obj Bt reermme——————————

Froperties File_ foobar.dll

File_ COWindows'systermnid2
FPath

Hohes Hesh Tipe D3

Simple_  SE48C34807V42A5931 ECZCESDABDTDACSA

Hash_
Walue
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Presentation to user
mirrors hierarchical
composition of facts,
__but underlying data
model contains
flattened ,fact terms”
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(Cyber )Threat Intelligence Tooling:

A reference frame regarding functionality

2014-06-24
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SIEMENS

Siemens CERT‘s MANTIS Framework

= MANTIS is based on Django, the Python-based web application framework.

= The current version of MANTIS contains import modules for STIX/CybOX, OpenlOC, and IODEF,
but the architecture is of MANTIS is generic and provides for easy generation of additional
iImport modules for other standards.

C>_ MANTIS TAXII MANTIS Authoring
Q)
. MANTIS STIX
- Importer
) DINGOS-
MANTIS )

I: MANTIS OpenlOC IODEE Authonng
Importer

Z Importer

< MANTIS-Core

2 Django-DINGOS (Django: Information in Generic Objects)

Python DJANGO (version 1.6 or later) Celery 3.1
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(Cyber )Threat Intelligence Tooling:

A reference frame regarding functionality

|-Standard Transpor’/

\r

/

£ <3
_.EE
o Qg
CUC'U
T o =
Cum

C
m:‘:_
) = ¢c
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| How to import threat intelligence
data that is expressed in relevant
standards into your system?

|

Display
&
Visualize
&
Search
&
Analyse

Enrich
&

Process

Author
&
Edit

Access Restrictions
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» 15| SIEMENS
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TI-Standard Import

£5))

/ o3
/i ?

L [
&

they 20,

We have talked about how STIX/CybOX XML is imported into
MANTIS

The MANTIS framework provides a generic importer class that
has been customized to import

CybOX/STIX
OpenlOC indicators
|IODEF
Importer function can be triggered
programatically (using Celery for task management)
via commandline for scripting
via GUI ‘XML Import’ dialogue
via authoring GUI (import OpenlOC into STIX Test Mechanism)
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Name: Import of XML via GUI

Name is displayed in list of imported XML; the name is not used in the import.

Kml: <zt STIX_Package -~
xmins:xsi="httpuhanerew e 3.org 2001KML Schema-instance™
xmins:stix="http://stix.mitre.org/stix-1"
xminsiindicator="http://stix.mitre.org/Iindicator-2"
xmins:cybox="http:icybox.mitre.org/cybox-2"
xmins:DomainNameObj="http:/cybox.mitre.org/objects#DomainNameObject-1"
xmins:icyboxVocabs="http:/lcybox.mitre.org/default_vocabularies-2"
xmins:stixVocabs="http://stix.mitre.org/default_vocabularies-1"
xmins:example="hitp:lexample.com/™
xsiischemalocation=
"httpe//stix.mitre.org/stix-1 .J/stix_core.xsd
http:istix.mitre.org/indicator-2 .Jindicator.xsd
hitp:icybox.mitre.org/default_vocabularies-2 .J/eybox/cybox_default_vocabularies.xsd
httpeiistix.mitre.orgidefault_vocabularies-1 .Jstix_default_vocabularies.xsd
httpuicybox.mitre.orglobjectes#Domainlame0bject-1 .Jeybow/objects/Domain_Name_Objectxsd"
id="example:5TIXPackage-fi1cdi74-494d-4194-a3e6-6b487dbb6d6e"
timestamp="2014-05-03T09:00:00.000000Z"
version="1.1.1"
S
<stis:STIX_Header>
<stiTitle>Example watchlist that contains domain information.</stixTitle>
<stix:Package Intent xsidtype="stixVocabs:PackagelntentVocab-1.0">Indicators - Watchlist</stix:Package_Intent>
</sti:5TIX_Header= -
<gtis:Indicators>
<=tz Indicato

o="2014-05- P

ATTENTICN: Make sure that the identifier namespaces occcuring in the XML are contained in your allowed namespaces (see display on right-hand side)!!! Otherwise, the ocreated objects

will be moved into a temporary namespace!!!
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= =

| STPackage | Compaioniafo | wdcetor Pool | 10c | Obaervaie Fool | Observable Relaions

Test Mechanisms File Dropzone
cert_my_organization:Test_Mechanism-6d2a1b03-b216-4cdd-9ale- |_
&527afGebfad .
loc title: zeus_openioc.xml
loc description:

Drag & Drop

zeus_openioc.xml
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(Cyber )Threat Intelligence Tooling:

A reference frame regarding functionality
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Sl
f user collaboration & u%g I
fance) % Eg =
o 151 SIEMENS
Gl g3 2
li i hor - (_’-Ji %
R

TI-Standard Import

. Sl
L o = |
R i

o " MJ

For organizing interfaces for imnort from external sharing

partners, we plan to leverage —; A\ X DD
_."_"_"._'.

Luckily, MITRE’s TAXII proof-of-concept implementation YETI is
also running on top of Django

Imports registered by YETI can be made to trigger a import task
INn MANTIS (using Celery for asynchronous processing)
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(Cyber )Threat Intelligence Tooling:

A reference frame regarding functionality

|-Standard Transpor/

/

£ <3
_.EE
o Qg
CUC'D
T o =
Cum

C
m:‘:_
) = ¢c
1

Support of user collaboration

(intra- ve intarcinetanca)

Display
&
Visualize
&
Search
&
Analyse

Tl data?

Enrich
&

Process

Author
&
Edit
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Access Restrictions
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| | How to make sense of the collected

/ Export Policy Definition &

SIEMENS
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Filter Parameters Filter Parameters
bject Type: | mﬂx.mm&omﬁﬂ}{_%{:h@e w
Object Type | | cybox.mitre.org:Obsenvable &
matches: Object Type matches: cybox mitre org:ProcessObject
cybox. mitre.org: URICbject
InfoObiect Familv: - InfoObject Family: cybox.mitre.org’WinDriverObject
Jec |}F | _Il cybox.mitre.org’WinExecutableFileQbject
. i cybox.mitre.orgWinProcessObject
= | | Name contains: cybox.mitre. org'WinRegistryKeyObject
cybox.mitre.orgWinServiceObject
ID Namespace: e ] ID Namespace: data-marking.mitre.org:Marking
ioc.mandiant.com:Driverltem
ID contains: | | D contai ioc.mandiant.com:Fileltemn
contains: ioc.mandiant.comiioc
Object Creation | Any date ;|| ioc.mandiant.com:Processitem
Timestamp: Ohbject Creation ioc.mandiant.com:Registryltemn
Timestamp: ioc.mandiant.com:Senviceltam
Import | Any date ;” ioc.mandiant.com:UrHistaryltem
Timestamp: Import Timestamp: stix.mitre.org:Indicator
stix. mitre.org:Kill_Chain
stiv.mitre.org:Kill_Chain_Phase
Marking ID - P = =
c n;hi:g | | Marking ID contains: stix mitre.org:STIX_Package
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Filter Parameters

Fact term (wio

Value contains:

Object nam
contains:

ID Namespace:

InfoObject Type:

Object Type name
contains:

Marking ID
contains:

attribute) matches:

Attribute matches:

Object Timestamp:

Import Timestamp:

| Hashes(HashiSimpleHashValue] |

Submit Query
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Identifying data

ldentifier http:/fwrww mandiant. com:ttp-33159b93-3264-4210- Timestamp 2013-02—
a5 dE6TroTSbE2T2T 19T01:00:02+01:00
Type st mitre.org:TTP 1 (hitp: /st mitre.orgéTTR} Import 2014-06-
Timestamp 18T13: 25909 4736542+02.00

@xsitype TTFType

Title: HTRAMN Malwware C2
Behavwior KMalware Mableware_ - Relay

Instance

MName HUC Packet Transmit Tool (HTRAN)
- <IDOCT PE html= <html= <body= <p= When APFT1
attarkere are nnt neinn WEFR? thew rerurire a

Rezources Infrastructure  Type Leveraged IP Blocks

Observable_ Q, 143.89.255.255 (condition

Characterization

InclusiveBetween) (4 facts)

Q, 143.89.255.255 (condition

InclusiveBetween) (4 factz)
arved
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Reference graph
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Object Properties

Info Object: APT1 Tactics, Tech

d Procedures

Identifying data

V.
Identifier Ihttp:IMww.mandiam.m1ac-871b-4846-a825-de1926f41308 | Timestamp |zo1wz-1sro1:w:oz+01:m |
Type lslixmitre.orgrrp 1 (http:/stix.mitre.org/TTP) | Import Timestamp |2oum-1o1'12:54:35.§o/

>
Markings
Value g
@xsitype TTPType ttp
Intended_Effect Description <IDOCTYPE html> <html><body> <p> Our evidence indicates that APT1 has been stealing hundreds of String

terabytes of data from at least 141 organizations across a diverse set of industries beginning as early as 2006.
Remarkably, we have witnessed APT1 target dozens of organizations simultaneously. Once the group
establishes access to a victim's network, they continue to access it periodically over several months or years to
steal large volumes of valuable intellectual property, including technology blueprints, proprietary manufacturing
processes, test results, business plans, pricing documents, partnership agreements, emails and contact lists from
victim organizations' leadership. We believe that the extensive activity we have directly observed represents only
a small fraction of the cyber espionage that APT1 has committed. </P> </body></htmi>

Intended_Effect Description @structuring_format  HTML5S String

|Inlended_Eﬁea Valuel \IAdvantage-Eoonomic l IntendedEffectVocab-1.0

2 markings

your.organization.comWHITE

http:/imvww.mandiant.com:APT1: Exposing One of
| China's Cyber Espionage Units (the "APT1 Report”)
is copyright 2013 by Mandiant Corporation and can,
Qe downloaded at intelreport. mandiant.com. This
file using the STIX standard was created

People's Liberation Army

http:/mww.mandiant.com:threat-actor-
8dff0344-0c82-4079-8d04-6{3e4d9bd1df

2013-02-19T701:00:02+01:00
Referenced revision: Latest revision
as Observed_TTPs/Observed_TTP/TTP

APT1: Exposing One of China's Cyber
Espionage Units

Fact Terms and Fact Values
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Filter Parameters

fact: [Properties/Value] regexp "business”
| object: identifier.namespace contains 'mandiant.com’
&& object_type.name contains 'URIObject’
| marked_by: (fact: [Marking_Structure/Statement] contains 'APT1')

Paginate by‘ 50 v ‘
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MANTIS
Editing saved searches

MAMNTIS Cyber Threat Info Management

Saved searches for user John Doe
Available searches

Filter for STIX Packages Imantis/View/infoObject

Jmantis/\View/InfoObject

Filter for OpenlOC Indicator

Network Indicators of past two days fmantis/Search/CustomFactSearch

ImantisView/InfoObject
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(Cyber )Threat Intelligence Tooling:

A reference frame regarding functionality

|-Standard Transpor’/
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Support of user collaboration

(intra- vs inter-instance)
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i.e., conversion from internal data model)

SIEMENS

rt
|-Standard Transport\
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How to work with collected threat
intelligence data (trigger activities,
enrich with information ,...
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Processing & Enrichment of Data

4

/ o3
/i ?

L [
one’

they 20,

MANTIS 0.3.0 does not offer standard methods for processing
and enriching data

In our internal instance customized for our use, we employ base
classes offered by the MANTIS framework to implement

actions on objects
marking of objects with additional information

First standard processing/enrichment method likely to be
Implemented by the next MANTIS release will be object tagging
(i.e., marking of objects with relatively restricted markings)
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(Cyber )Threat Intelligence Tooling:

A reference frame regarding functionality
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Support of user collaboration

(intra- vs inter-instance)
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How to author and edit threat
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Interlude: The problem of authoring
STIX and CyboX

STIX and CybOX are complex, ...really, really complex

The STIX/CybOX community is in the process of working out the
Intended usage of STIX/CybOX for standard use-cases (just last
week, a discussion of how to communicate sightings of a given
Indicator got started on the mailing list)

There will be organization/company-specific specializations of
standard use-cases.

Your tool needs a way to codify standard use cases such
that the user can concentrate on entering the right data,
while the tool takes care of generating STIX/CybOX that
follows the intended usage for the particular use-case
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MANTIS's approach to authoring

and editing threat intelligence

Authoring
Interface for
Use-Case ,foo*

STIX |
transform XML | Import

edit/™ JSON
ave

uses edit forms of

Standard Template
for authoring CybOX

object X invariantY | “ses transformers of

Objects originating from imported reports maintain a relationship with
the defining JSON structure; the report can be modified by re-opening

the JSON, editing it and carrying out another import: existing objects
are then overwritten with the newly created version.
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Authoring Campaign and Threat Actor

STIX Package

Campaign Information

Name:

Title:

Description:

Status:
Activity timestamp from:
Activity timestamp to:

Confidence:

Threat Actor Information

Identity name:

Identity aliazes:

Title:

Description:

Confidence:
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Indicator Pool
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Observable Relations

Campaign 0815

“required

£
2 =
@ 5 "
E g- o3 Support of user collaboration
= = g‘é (itra- vs interinstance)
° D8s 5
§ § Eg Display
5§ (8s5 | & ;
& @ =% | Visualize || Enrich or
= = & &
= porind | Search || Process =it
Analyse
peefe? Access Restrictions
e
w

/ Export Policy Definition & Enforcement
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Export to
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SIEMENS

This is the first time we observe a campaign by adversary Rebin HO0d against our HR department with the ocbvious aim of stealing data that can

be used to file tax returns in the name of ocur employees.

Cingeing b

High v

Gl

stix.mitre.org:ThreatActor

threat-actor-flce5ade-0fb7-465b-ach9-e7Tf75095eeed
Cum‘nenthaw

threat-actor-5abb4d96-e3f2-4a1a-b025-c5bh3ecteblb
Comment Group

threat-actor-d5b62b58-df7 c-46b1-a435-4d01945fe21d
Communist Part of China

threat-actor-b5d1d28c-d824-49c0-80b6-9179202e297b
GSD 3rd Department

threat-actor-94624865-2709-443f-9b4c-2891955fd69b
GSD 3rd Department / Znd Bureau

| threat-actor-8dffi344-0cd2-4079-8d04-6f3e4dSbd1df

People’s Liberation Armmy

threat-actor-5aclfdie-5804-4849-a170-4ecld15abedb
PLA General Staff

threat-actor-d9619c21-9d4f-414e-9471-36bbifcd2bbe
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J STI¥ Package || Campaign Info || Indicator Pool || 1oc ” Obszervable Pool ” Observable Relations

Indicator Configuration

cert_my_organization:Indicator-4775a6c3-58cf-3dee-9111-349568 260107

Indicator producer:

Indicator title:

Indicator description:

Indicator confidence:

Robin HOOd's RAT

The RAT used by Robkin HOOd is disguised as file *

High v
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Authoring File Object via

ortind | Search | Process =it
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/ Export Policy Definition & Enforcement
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MANTIS Cyber Threat Info Management Authoring

STIX Package Campaign Info Indicator Pool 1oC Observable Pool Observable Relations
Pool Toggle Al File Dropzone
File -
super_cool_game.exe (58380 Bytes) Observable Templa
[+ Address
[ |
4 @ Artifact
File name: super_cool_game.exe E
@ DNSRecord
File path: —
I Email Message (De
File size: 58880 L+
[ |
Md5: 2cdae5cf18d6688a75582a7d5d67bba8 o fFile
[ |
Shat: db7f232957e9f8chbcd539420899¢c16b77a0042ad .
HTTP Session
[ |
Sha256: f8d6915e6177f2b31b728b5b49b67bbdcaee7h85285458c1293fcd&d6beTbc 81
[ |
[ |
Service
[ |

super_cool_game.exe
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“ STIX Package H Campaign Info H Indicator Pool H 10C H Obszervable Pool H Observable Relations

Pool | Toggle Al | File Dropzone
Generic URI |?|;|
super.evil.com (4 facts) e Observable Templates
Domain contacted by Robin H00d's RAT. ‘
Observable Description |i| Address
e 4l | (o)
Type: | Domain Hame + —
|;| DNS Record
Value: | super.evil.com ‘ Sl
|;| Email Message (Default)
File e [RSE
super_cool_game exe (52220 Bytes) Lt o e
|E| HTTP Session
(0]t
|;| Generic URI

|F| Windows Service
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| StPackage | Campaigninfo | ndicator Pool | 10C | Observable Paol | Observabl Relatins |

Relation Type

Characterizes

Specifies that this object d the properties of the ohject. This
iz most applicable in cases where the related object is an Artifact Object and
thig object is a non-Artifact Object.

Closed
Specifies that this object closed the related object.

Connected_To
Specifies that this object connected to the related object.

Contains

Copied
Specifies that this object copied the related object.

Created
File Specifies that this object created the related object.
sUper| |_game.exe (58330 Bytes)

Deleted
Specifies that this object deleted the related object.

Downloaded

Downloaded_From

URI
super.evil.com (4 facts) Dropped
Specifies that this object dropped the related objsct.

Extracted_From

FQDN_OF
Specifies that this object is an FGDN of the related objsct.

Installed

Installed

Maoved

Opened
Specifies that this object opened the related object.

T 1 Themmod i o
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STIX Package | Campaign Info H Indicator Pool H loc H Observable Pool || Observable Relations

Package Contents

Package Meta

‘ Test STIX Package

This is a test of Mantis Authoring

#

\ White

¥ ‘

SaveDraft | Save & Release
' Load Draft |

 Import o MANTIS |

Observables

File
super_cool_game.exe (58380 Bytes)

Generic URI
super.evil.com (4 facts)

Test Mechanisms
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STIX Package Output

11 XMLNS:1NC10eNT="NTTP://STIN.MITre.0rgy LNC10enT-1"
2 ¥mlns:indicator="http://stix.mitre.org/Indicator-2"

13 smlns:ta="http://stix.mitre.org/Threatactor-1"

4 xmlns:stixCommon="http://stix.mitre.org/common-1"
15 smlns:stixvocabs="http://stix.mitre.org/default_wvecabularies-1"
1t »mlns:stix="http://stix.mitre.org/stix-1"
17 smlns:xsi="http://wew.w3.0rg/2081/XML5chema-instance™
18 xsi:schemaLocation="
19 http://cybox.mitre.org/common-2 http://cybox.mitre.org/XMLSchema/common/2. 1/ cybox_common.xsd
2 http://cybox.mitre.org/cybox-2 hitp://cybox.mitre.org/XMLSchema/core/2.1/cybox_core.xsd
21 http://cybox.mitre.org/default vocabularies-2 hittp://cybox.mitre.org/XMLSchema/default_wvocabularies/2.1/cybox_default wocabularies.xsd
22 http://cybox.mitre.org/objects#Frileobject-2 hitp://cybox.mitre.org/XMLSchema/objects/File/2.1/File_object.xsd

23 http://cybox.mitre.org/objects#URIObject-2 http://cybox.mitre.org/XMLSchema/objects/URL/2.1/URI_Object.xsd

24 http://data-marking.mitre.org/Marking-1 http://stix.mitre.org/xXMLSchema/data_marking/1.1.1/data_marking.xsd

25 http://data-marking.mitre.org/extensions/MarkingStructures#TLP-1 hitp://stix.mitre.org/XMLSchema/extensions/marking/tlp/1.1.1/t1p_marking.xsd
26 http://stix.mitre.org/Campaign-1 http://stix.mitre.org/xMLSchema/campaign/1.1.1/campaign.xsd

27 http://stix.mitre.org/Incident-1 hitp://stix.mitre.org/XMLSchema/incident/1.1.1/incident.xsd

28 http://stix.mitre.org/Indicator-2 http://stix.mitre.org/XMLSchema/indicator/2.1.1/indicator.xsd

29 http://stix.mitre.org/ThreatActor-1 hittp://stix.mitre.org/XMLSchema/threat_acter/1.1.1/threat_actor.xsd

38 http://stix.mitre.org/common-1 http://stix.mitre.org/XMLSchema/common,/1.1.1/5tix common.xsd

31 http://stix.mitre.org/default_vocabularies-1 hitp://stix.mitre.org/xMLSchema/default_vocabularies/1.1.1/stix_default_vocabularies.xsd
a http://stix.mitre.org/stix-1 http://stix.mitre.org/XMLSchema/core/1.1.1/stix core.xsd" id="cert_my_organizaticn:package-cf116bl@-3acc-f926-81ca-f982e3414d@e™ version="1.1.1"
33 - «stix:STIX Header»

4 <stix:Title>Test STIX Package</stix:Title>

35 ¢stiv:pescription»>This is a test of mantis Autheringe</stix:Descriptions

36 - <stix:Handling>

37 = <stixMarking:Markings

38 <stisMarking:Controlled_structurez//node()</stixMarking: controlled_Structurex

39 <fstixMarking:Marking>
Lt «/stix:kandling>
41 - <stix:Information_Source>
42 - «stixCommon: Timex»

43 <cyboxCommen:Produced_Time>2814-86-18T22:39:31,945781+82:88</cyboxCommen: Produced_Timex>
- </ stixCommon: Time>»
45 - «stixCommon: Tools»
48 - <cyboxCommon :Tool>
ES <cyboxCommen: Name»Mantis Authoring GUI</cyboxCommon:Name>
2 <CyboxCommon: vendor»Siemens CERT</cyboxCommen :vendor>
49 </ cyboxCommon : Tool>

ce «</stixCommon: Teols>

51 ¢/stix:Information_Source>

& </stix:STIX Header>

53 - <stix:0bservables cybox_major_version="2" cybox minor_version="1" cybox_update version="g"»
54 - <cybox:0bservable id="cert_my_crganization:Observable-667ae8a8-d43a-bedd-ffag-f32e2dbeafca™>
55 <cybox:Titlex</cybox:Titlex
56 <cybox:Description/»
57 - <cybox:0bject id="cert my_organization:File-c2281518-854d-4378-9c80-fe7feasceade™>
58 - <cybox:Properties xsi:type="Fileobj:FileobjectType"»
59 <FileObj:File_ Name>super_cool game.exe</FileObj:File Hamex

(=2 ¢Filepbj:File_Extension>exec¢/Filegbj:File Extension>

£l <Fileobj:5ize_In_Bytes»58838</Filegbj:Size_In_Bytes>

2 - <Filepbj:Hashes>

63 - <cyboxCommen :Hash>

= <CyboxCommon: Type xsi:type="cyboxVocabs:HashNamevVocab-1.8" »MD5</cyboxCommen : Type>
E5 <cyboxCommen:Simple_Hash_walue condition="Equals"»2c4ae5scf18de688a75582a7d5d67bb48</ cyboxCommen:Simple_tash_valuex
EE </ cyboxCommon :Hash>

timestamp="2814-¢
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MANTIS
Authoring Groups restrict
authoring & editing

%
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A user can be member of one or more groups (standard
mechanism offered by Django)

By associating a group with identifier namespace information, it
becomes an Authoring Group

Namespace information contains

default namespace: objects created via authoring interface

are created in identifier namespace as specified by default
namespace

allowed namespace: objects created by user e.g., via XML

Import interface, may only carry identifiers with an allowed
identifier namespace

A user can only access the author interface for reports created
within an authoring group of which he is a member
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Authoring Group: CERT Team
Default Namespace
Name:  Import of XML via GUI cert.my-organization.com
Mame is displayed in list of imported XML; the name is not used in the import.
Allowed Namespaces
Kml: <zt STIH_Package
xmins:xsi="httpo/hwersr w3 org 2001KML Schema-instance™ : :
xmins:stix="http:!/stix.mitre.org/stix-1" cert.my-organization.com
xminsindicator="http:/istix.mitre.org/indicator-2"

xmins:cybox="http:icybox.mitre.org/cybox-2"
xmins:DomainName0bj="http:icybox.mitre.orglobjects#DomainName0bj - .. .
xmins:cyboxVocabs="http:/cybox.mitre.org/default_vocabularies-2"
xmins:stixVocabs="http:/stix.mitre.org/default_vocabularies-1"
xmins:example="http:/lexample.com/™
xsi:schemalocation=
"httpuistioemitre.org/stix-1 Jstix_core.xsd
httpeiistix.mitre.orgiindicator-2 Jfindicator.xsd
httpeiicybox.mitre.org/default_vocabularies-2 .Jcybox/cybox_default_vocabularies.xsd
hitpuistix.mitre.org/idefault_vocabularies-1 ..Jstix_default_vocabularies.xsd
hitpiicybox.mitre.orglobjects#Domainlame0bject1 ../jcyboxiobjects/Domain_Name_0Object.xsd"
id="example:5TIXPackage-f61cdi74-494d-4194-a3e6-6b437dbb6d6e"
timestamp="2014-05-03T09:00:00.000000Z"
version="1.1.1"
>
<zt STIX_Header>
<stiTitle*Example watchlist that containg domain information.</stix:Title>
<stix:Package_Intent xsiftype="stixVocabs:PackagelntentVocab-1.0">Indicators - Watchlist</stix:Package_Intent>
<zt STIX_Header= -
<stix:Indicators>
<zt Indicato

p="2014-05- b
ATTENTION: Make sure that the identifier namespaces occuring in the XML are contained in your allowed namespaces (see display on right-hand side)!!! Otherwise, the oreated chjects

will be moved into a temporary namespace!!!
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MANTIS Cyber Threat Info Management List, Filter & Search Saved Filters/Se Doe, John
Edit user config

Edit saved searches

Switch Authoring Group
Chose active authoring group: | CERT Team w Authoring Group: None

Please =zelect an authoring group

Switch Authoring Group h

Log out
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MANTIS
Users can cooperate on reports
within authoring groups

A user can access via the authoring interface authored within his
authoring group(s)

Reports may have an owner: as long as an owner holds the
report, no other user may edit the report

A report can be released by its owner; importing the report into
MANTIS releases the report automatically

Users can take ownership of a report currently owned by another
user (to be used with care!)
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MANTIS Cyber Threat Info Management

Drafts and Imports of Authoring Group CERT Team

Saved Drafts Filter Parameters

Import Timestamp: Any date s
td Eriks Mustermann Erika's First Report Update {not yet imported) June 18, 2014, 11:07 p.m. T—|
p P yet imp P View History :
Hame contains:
Test STIX Padkage Imperted Q June 18, 2014, 11:07 p.m. Iisil:ll’]' ﬁ Status: Any status ~
User: | w
Submit Q Searc

Authoring Group: CERT Team
Default Namespace
cert.my-organization.com
Allowed Namespaces

cert.my-organization.com

Take from owner

Take from owner
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History of 'Test STIX Package'

I
"Onwner Status Kind Timestamp |
Imported E. JSON {Dingos Authoring) June 18, 2014, 10:55 p.m.

EDIT

John Doe Imported AML June 18, 2014, 10:55 p.m.
John Doe Craft JSON {Dingos Authoring) June 18, 2014, 10:55 p.m.
John Doe Craft JSON {Dingos Authoring)  June 18, 2014, 10:43 p.m.
John Doe Craft JSON {Dingos Authoring) June 18, 2014, 10:42 p.m.
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(Cyber )Threat Intelligence Tooling:

A reference frame regarding functionality
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MANTIS
Feeding security tools with threat
Intelligence via saved searches

Visualize || Enrich Autt
& & &
Process Edit S o
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Custom searches
can be saved
can return results as CSV, simple JSON, etc.
Concept for feeding security tools with simple indicator lists:

Generate a saved search that pulls relevant data out of the
system

Allow tools access to saved searches via REST interface
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Filter Parameters

fact: [Propertiez\Value] regexp "business"

| object: identifier.namespace contains 'mandiant.com’ && object_type.name contains
‘URIObject’

| marked_by: (fact: [Marking_Structure/Statement] contains "APT1")

|F}£ql’ﬂhje~|:t Type:object.object_type.name','Fact
Term:fact_term_with_attribute',"Value:value")|

BN
Paginate by 50 \\ v |

EI-E*EII'II'E'{]II'ET}' m I10-Type,Fact Term,Valus

cybox.mitre.org:URICkject, Properties,/Value, xmer.businessconsults.net
cybox.mitre.org:URICkject, Properties,/Value, www-ctr.businessconsults.net
cybox.mitre.org:URIOkject, Properties/Value, www-049 . businessformars. com
pX.mitre.org:URICEject, Properties,/Value, www.businesaformars. com
tx.mitre.nrg:URIﬂbject,Prnpertieafvhlue,wa.advanbusiness.cnm
cCyboX.mitre.org:URICk])ect, Properties/Value, wtom.buusinessconsults.net
cybox.mitre.ocrq:URICk])ect, Properties/Value, wrim.businessconsults.net
cybox.mitre.ocrg:URICk])ect, Properties/Value, wpvn. businessconaults.net
cybox.mitre.org:URICkject, Properties/Value, wptex.businessconsults.net
cybox.mitre.org:URICkject, Properties,/Value, wpot.businessconsults.net
cybox.mitre.org:URIOkject, Properties/Value, wpoes. businessconsults.net
cybox.mitre.ocrq:URICk]ject, Properties/Value, world.businessconsults.net
cybox.mitre.org:URIOk]Ject, Properties/Value, wopm.businessconsults.net
cybox.mitre.org:URICE])ect, Properties/Value, wopec.businessconsults.net
cybox.mitre.ocrg:URICk])ect, Properties/Value, woll.businessconsults.net
cybox.mitre.ocrq:URICk])ect, Properties/Value, wnew.businessconaults.net
cybox.mitre.org:URICkject, Properties,/Value, wned.businessconsults.net
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(Cyber )Threat Intelligence Tooling:

A reference frame regarding functionality
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MANTIS
Towards exporting data
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As discussed above when talking about the flexile data model:

flexile import makes export challenging

Possible concepts:

always export to a given revision of the standard; for data
Imported in older revisions, some data may be lost or

misrepresented

always export to the revision that was imported (but for this
we would need to have STIX/CybOX python bindings in

different revisions in parallel

.7

But: for our main use case of exporting self-authored data, we
are all set for always exporting to the latest revision:

Upgrade transformers to new revision

Regenerate STIX/CybOX for all reports
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- Genesis?
» Distance?
* Flexibility?
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Caveat:

What MANTIS is and isn‘t

= MANTIS is an alpha/early beta = MANTIS isn’t a finished tool or project:

Page 69 2014-06-24

implementation of a framework for

managing cyber threat intelligence

expressed in standards such as STIX,

CybOX, OpenlOC, IODEF, etc.

Our aims of providing MANTIS as open

source are:

» To aide discussions about tooling for
emerging standards such as STIX,
CybOX et al.

» To lower the entrance barrier for
organizations and teams (esp. CERT
teams) in using emerging standards
for cyber-threat intelligence
management and exchange.

» To provide a platform on the basis of
which research and community-
driven development in the area of
cyber-threat intelligence
management can occur.

we like to think that it provides a solid
basis on which cyber-threat intelligence
management can be built up upon, but if
you expect something that out of the box
covers all aspects of cyber-threat
intelligence management or are
unable/unwilling to dive into Django and
Python code and fix/modify according to
your requirements, MANTIS isn’t for you.
This may change sometime in the future
when Mantis reaches version 1.0.0 ... but
currently, we are at 0.3.0...

MANTIS (currently) isn’t a tool fit for
importing huge datasets or huge numbers
of datasets. This situation may change at
some point of time with more stream-lined
importers, but MANTIS is really not
intended to deal with very big data the
way log management solutions are.
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Where to get MANTIS?

Access to the Mantis source code for installation:

Either via git clone from the Mantis Github
Repository (https://github.com/siemens/django-mantis.git) (recommended):
git clone https://github.com/siemens/django-mantis.git

Or via download as zip package from https://github.com/siemens/django-
mantis/archive/master.zip

There is a mailing list for dicussions, questions, etc.:

Subscribe to the mailing list by sending a mail to Mantis-ti-discussion-
join@lists.trusted-introducer.org.

The archives of the mailing list are available via Nabble (http:/mantis-threat-
intelligence-management-framework-discussion-list.57317.x6.nabble.com/)

Many thanks to the TF-CSIRT Trusted Introducer for their support in hosting the list!

All issues regarding Mantis and its components are tracked on the Mantis Issue Tracker
(https://github.com/siemens/django-mantis/issues?state=open)

Documentation: the full documentation is at http://django-mantis.readthedocs.org.
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