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\

CIF ticks quite a few boxes, but is very much geared towards

automated processing of a restricted part of threat intelligence
data. Very useful to have, but not general enough as a Cyber

Threat Intelligence Management Solution.

J

P collective-intelligence-framework
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MISP

MANTIS

One person’s incident is everyone’'s defense

(upcoming fall 2014)

P collective-intelligence-framework

The Intelligence Layer
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Had we known in fall 2012 that MISP, CRITS or
Avalanche would become available, would we still
have started development of Mantis?

SIEMENS

Yes.

Don’t get me wrong: from what | have seen of the
mentioned tools: those are really great tools!!!

But none of them fits quite our use-case:

A central repository of all Cyber Threat Intelligence
Information created by ourselves or provided to us by
partners with maximum tolerance for data formats and
evolution of data formats, yet sensible structuring of
Information

Let me explain ...
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Why do we need maximum tolerance for exchange
data formats and their revisions?

Basic assumptions:

At the moment, we cannot do without OpenlOC, so a STIX/CybOX-
exclusive solution will not work

| bet you that two years, after STIX 3.0 has been released, there will
still be persons or tools that keep sending you STIX 1.0.1 ...

OpenlOC N
yb/ ’: ; \‘X '\_0 @Q/;tzo.g 02

Q

STIx L0 1.1
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The remainder of this talk

Functionality of Cyber Threat Intelligence Management Solutions:
an overview

THE fundamental design decision when creating a Cyber Threat
Intelligence Management Solution and its consequences
(Hint: this has to do with tolerance for different formats and revisions)

-> Thus, we arrive at the beginnings of a reference frame for talking
about cyber threat intelligence management solutions

Where does MANTIS sit in this frame?
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(Cyber )Threat Intelligence Tooling:

A reference frame regarding functionality

PRELIMINARY PREVIEW VERSION 2014-06-06
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*THE* basic design decision when implementing a
solution for managing cyber threat intelligence:
The internal data model

SIEMENS

What does your data model look like?
Home-brew

Somehow derived from a standard

How close is your data model to the (main) exchange
standard you are going to utilize?

How flexible is your data model?

If the exchange standard allows very flexible usage: does
your model, too, or have you narrowed things down?

can your model cope with moderate revision changes?
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Implications of ,distance” between the exchange

standard and your data model: SIEMENS
Import and Export
Import Export

The further removed your internal data model is, the more
you have to work for import and export

The real problem is the import: what to do with information
that cannot be mapped into your internal data model?
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Implications of flexibility:

Processing

Flexibility eases import, but makes processing more
complicated, since you cannot assume that things always
look the same

A highly relevant problem when dealing with STIX and
CybOX: the same thing can be expressed in a hundred
different ways...
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<cybox:0bservable id="example:0bservable-a727a717-1852-4c79-93l16-2f3a8b4632c2">
<cybox:Event id="example:Event-44578866-b0c5-4551-84dd-0f1fo2fg8210f">
<cybox:Actions>
<cybox:Action id="example:Action-al8a058c-effa-4060-b8be-25elblade75f" action status="Success"
context="Host" timestamp="2013-04-08T7T09:22:00.0Z">
<cybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1.0"=Create</cybox:Type>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>
<cybox:Associated Objects>
<cybox:Associated Object id="example:0bject-5ec92e95-a31f-470b-97c4-3a9046189fbb">
<cybox:Properties xsi:type="FileObj:FileObjectType"=>
<FileObj:File Name=foobar.dll</FileObj:File Name=>
<FileObj:File Path=C:\Windows\system32</FileObj:File Path>
<FileObj:Hashes>
<cyboxCommon:Hash>
<cyboxCommon: Type>MD5</cyboxCommon: Type>
<cyboxCommon:Simple Hash Value datatype="hexBinary">
6E48C348D742A931EC2CE90ABD7DACBA
</cyboxCommon:Simple Hash Value>
</cyboxCommon:Hash>
</FileObj:Hashes>
</cybox:Properties>
<cybox:Association Type
xsi:type="cyboxVocabs:ActionObjectAssociationTypeVocab-1.0">
Affected</cybox:Association Type=
</cybox:Associated Object>
</cybox:Associated Objects>
</cybox:Action=>
</cybox:Actions>
</cybox:Event=>
Jcybox:0bservable> 2014. All rights reserved
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Example: A CybOX 2.0 Observable XML Source

Extracting ,,flat“ facts from hierarchical XML

<cybox:0bservable id="example:0bservable-a727a717-1852-4¢79-9a3l16-2f3a8b4632c2">
<cybox:Event i1d="example:Event-44578866-b0c5-4551-84dd-0f1fo2f8210f">
<cybox:Actions=
<cybox:Action id="example:Action-al8af58c-effa-4060-b8be-25elblade75f" action status="Success"
context="Host" timestamp="2013-04-08T09:22:00.0Z">
<cybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1l.0">Create</cybox:Type=>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>
<cybox: ASSDClatEd Dbject5>
<Cyjpe

329046189fbb">

{cybnx XS1: type-"Flleﬂb] Flleﬂb]ectT}rpe =
<F1leUbj JFile Namejfoobar.dll</FileObj:File Name=

<FileObj: IJEIIEI!I >C:\Windows\system32</FileObj:File Path=
<FileOb]
<cyboxCommon [Hashal

<cyboxCommo FTvpeaD5< boxCommon: Type=

<cyboxCommorf: Simple Hash Value]datatype="hexBinary">
6E48C348D742A931EC2CE9O0ABD7DACKA

ﬂftybﬂxﬂﬂmmﬂn:51mp[E_HﬂEh_Ua[UE>
</cyboxCommon:Hash=
<fFileObj:Hashes>
=/cybox:Properties>
<cybox:Assoclation [ype

The facts we are really interested into about the observed file are:
+ Properties/File_Name = foobar.dll

+ Properties/File_Path = C:\Windows\system32
+ Properties/Hashes/Hash/Type = MD5
+ Properties/Hashes/Hash/Simple _Hash Value = 6E48C34(D742A931EC2CE90ABD7DAC6a




SIEMENS
Example: A CybOX 2.0 Observable XML Source XML

Defining object boundaries

<cybox:0bservabl '
<cybox:Event pLd="example:Event- 445?3866 bBc5- 4551 B4dd Gflfﬂ2f82lﬂf"
<cybox:Actions>
<cybox:Action fjid="example:Action-al8afb8c-effa-4060-b8be-25elblade/75f] action status="Success"

context="Host" timestamp="2013-04-08T09:22:00.0.">
<Ccybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1l.0">Create</cybox:Type>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>

<cybox:Assocliated Objects=
<cybox:Assoclated Object 1d-"example ﬂbject 5ec92e95-a311-470b-97c4- aa994ﬁlﬂgfbb|>
<cybox:Properties xsi:itType= jectiype =
<FileObj:File Hame:fnnbar dll{fFllEﬂb] File Name=>
<FileObj: FllE_Path}C \Windows\system32</FileObj: File Path=
<F1leObj:Hashes>
<cyboxCommon:Hash=>
<cyboxCommon:Type>MD5</cyboxCommon:Type>
<cyboxCommon:Simple Hash Value datatype="hexBinary"=>
6E48C348D742A931EC2CE90ABD7DACBA
</cyboxCommon:Simple Hash Value>
</cyboxCommon:Hash=
<fFileObj:Hashes>
=/cybox:Properties>
<cybox:Assocliation Type
¥xs1:type="cyboxVocabs:ActionObjectAssociationTypeVocab-1.0">
Affected</cybox:Association Type=
</cybox:Associated Object=
</cybox:Assoclated Objects=

In the XML, an identifier is provided for each structure that naturally gives rise to an information object

of its own.
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Information
Object

Information
Object

/ Information Object\

)
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2| o
E|lg
¢ =] Fact1 }
8|8
'g 8 Fact 2 ]
c |5
S |2| Fact3 ]
8| e
% S Fact4 ]
=
Information

Object

= Information Objects

= Information Objects serve as top-level
structure

= Each Information Object has a family (e.g.,
“STIX” or “CybOX) and a type (e.g.
“Indicator” or “FileObject”).

= Information Objects contain facts

= Relations/Links between Information
Objects

= An information object can be related to
other information objects

= Afact can reference an information object
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Example: Importing a CybOX 2.0 Observable

XML Source: Focusing on objects and facts

=cybox dbserygahle i d="example:0bservable-a727a717-1852-4c79-9al6-213aBb4632c2">
<cyboxf Event] id="example:Event-44578866-b0c5-4551-84dd-0f1f02f8210f">

<cybox:Actigm
r:cybc:xid:"exampl_e:Actiun-alBaGSBc-effa-4Bﬁﬂ-bﬂbe-25elblade?5f" action status="Success"
context="Host" timestamp="2013-04-08T09:22:00.0Z">
<Ccybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1.0">Create</cybox:Type>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>
<cybox:Assocliated Objects=
<cybox:Assoclated Object id="exgmpleslblect-5ec92e95-a317-470b-97c4-2a9046189fbb">
<cybox:Properties ><5j.:type=FileﬂbjectTypE"}
<FileObj:File Name=foobar.dll</FileObj:File Name=>
<FileObj:File Path=C:\Windows\system32</FileObj:File Path=>
<F1leObj:Hashes>
<cyboxCommon:Hash=>
<cyboxCommon:Type>MD5</cyboxCommon:Type>
:cybaxtummun:51mp1§:H55h_value datatype="hexBinary">
6E48C348D742A931EC2CE9OABD7DACBA
=</cyboxCommon:51mple Hash Value=
</cyboxCommon:Hash=
<fFileObj:Hashes>
=/cybox:Properties>
<cybox:Assocliation Type
¥xs1:type="cyboxVocabs:ActionObjectAssociationTypeVocab-1.0">
Affected</cybox:Association Type=
</cybox:Associated Object=
</cybox:Assoclated Objects=

FbservedleventIAn that creates aith certain file name, file path and hash
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~

)

)

)

o Info Object \ Info Object \ Info Object \ Info Object
S| Factl J | Fact1 ) | Fact1l ) D Factl
o'w < ] : } O
| >/ Factn 9 oL [ Factn Qi | Factn |51 Factn
20 2SS 20 oo
> Iy > > S =
OO 51 o/ o< Ol
— NG N\
Identifying data
Identifier  http://example.com:Observable- Timestamp 2014-05-14T14:08:42.876462+02:00
ar27a717-1852-4c79-9a16-2f3a8b4632¢c2
Type cybox.mitre.org:Observable 2 Import 2014-05-14T14:08:42.876462+02:00
(http://cybox.mitre.org/cybox) Timestamp
Value Datatype
L- o
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Example: Importing a CybOX 2.0 Observable
Resulting Structure

N

Info Object \

f-\ct’/

Info Object \

Page 21 PRELIMINARY PREVIEW VERSION 2014-06-06

Info Object \
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N

Info Object \

5 Fact1 ]
c\f%[ Fact n ]
14 -é% |
it
Z

J

2014-05-14T14:08:42.876462+02:00

Q

o o| Factl ] 5 | Factl ] | Fact1 ]
S Factn =& | [ Factn g(\]c[ Fact n H
59 55 52
28 ampid |2 Tit 2O
> ple = > = O
OO i51-84 |O| LU O|<C

Type cybox.mitre.org:Event 2 Import

(http://cybox. mitre.org/cybox) Timestamp
Facts
Value Datatype

Actions  Action @action_status Success String

Actions Action [@context Host String

Actions  Action @timestamp 2013-04-08T09:22:00.02 String

Corporate Technology, RTC ITS CCS © Siemens AG 2014. All rights reserved
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o Info Object \:rea{ Info Object \ Info Object \ Info Object \
5| Fact1 ] | Factl ] |_Fact1 ] Bl Fact1 ]
O- © ] O )! . O
NE[ Fact n | [_Factn & |l Factn 2| Factn J
) : = : % e ; R 8 :
_8(,) mpk—:—.gqg Tllg'_,:, 1 OCD
>Q bsbe [ > > O 22
00O ) o< O/l
N itre.orgh._ / Imp_ /l{' 1A /
(http:/fcybox. mitre.org/cybox) Timestamp
Value Datatype
@ action_status Success String
@ context Host String
@timestamp 2013-04-08T09:22:00.0Z String
Type Create ActionTypeVocab-1.0
Mame Create File ActionNamevocab-1.0
Associated_Objects | Associaied_Object _ FileObject
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o Info Object \ b Info Object \ Info Object \ Info Object \
o%[ Fact 1 ] D 5 | Factl ! | Fact1 1 Dl Factl J
~ > Factn = oL [ Factn i o [_Factn Q-2 Factn ]
) : X < : X O : < E
ol oo o= 50
29 g > _|2S 2o
OO le.cor | L [im | Ol < oL

e O
Type cybox.mitre.org:FileObject 2 Import 2014-05-14T14:08:42.876462+02:00

(http://cybox.mitre.org/objects#FileObject) Timestamp
Value

Properties File_MName foobar.dll
Properties File_Path C\Windows\system32
Properties Hashes Hash Simple_Hash_Walue BE4BC348D7A2A931EC2CESOABDTDACGEA
Association_Type Affected
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Siemens CERT‘s MANTIS Framework

= MANTIS is based on Django, the Python-based web application framework.

= The current version of MANTIS contains import modules for STIX/CybOX, OpenlOC, and IODEF,
but the architecture is of MANTIS is generic and provides for easy generation of additional
iImport modules for other standards.

(f) MANTIS TAXII MANTIS Authoring
|: MANTIS STIX
Z Importer
DINGOS-
MANTIS :
< MANTIS OpenlOC IODEE Authoring
2 Importer |
mporter
MANTIS-Core

Django-DINGOS (Django: Information in Generic Objects)

Python DJANGO (version 1.6 or later)
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What MANTIS is and isn‘t

= MANTIS is a PoC implementation of a
framework for managing cyber threat
intelligence expressed in standards
such as STIX, CybOX, IODEF, etc.
The aims of providing such an example
implementation are:

» To aide discussions about tooling for
emerging standards such as STIX,
CybOX et al.

» To lower the entrance barrier for
organizations and teams (esp. CERT
teams) in using emerging standards
for cyber-threat intelligence
management and exchange.

= To provide a platform on the basis of
which research and community-
driven development in the area of
cyber-threat intelligence
management can occur.

SIEMENS

= MANTIS isn’t a finished tool or project:

we like to think that it provides a solid
basis on which cyber-threat intelligence
management can be built up upon, but if
you expect something that out of the box
covers all aspects of cyber-threat
intelligence management or are
unable/unwilling to dive into Django and
Python code and fix/modify according to
your requirements, MANTIS isn’t for you.
This may change sometime in the future
when Mantis reaches version 1.0.0 ... but
currently, we are at 0.3.0...

MANTIS (currently) isn’t a tool fit for
importing huge datasets or huge numbers
of datasets. This situation may change at
some point of time with more stream-lined
importers, but MANTIS is really not
intended to deal with very big data the
way log management solutions are.

Corporate Technology, RTC ITS CCS
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Screenshots
Menubar

Authoring
Saved Drafts

Campaign Indicators
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Lizt, Filter & Search

Info Object List (generic filter)

Info Object List (filter by ID)

Fact Search (simple)

Fact Search (unique)

Info Object Query

Fact Query

Saved Fiterzs/Searches

sandbox reports of past 48h

phizhing mails (past 48h)

CI3CP Reports (past 46h)

sandbox: Network Ind. past 48h

CISCP Reports: Network Ind.

Corporate Technology, RTC ITS CCS
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Grobauer, Bernd
Edit user config
Edit zaved searches

Log out
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Viewing imported InfoObjects

MANTIS Cyber Threat Info Manageme

Dingo List InfoObject >

List of Info Objects (generic filter)

Object List Filter Parameters
10279 results 1, InfoObject Type: | weeeeeeme =l
Identifier Timestamp Created Name Obj. Type  Family InfoObject Family: =l
m) 2013-02-10 14:00:00 +0100 2013-12-16 13:47:01 +0100 PEInfo/PETimeStamp is 2011-03-31T03:16:31Z Filelten ioc ID Namespace: - _'I
mj) 2013-02-10 14:00:00 +0100  2013-12-16 13:47:01 +0100  PEInfo/PETimeStamp is 2011-07-29T00:57:162 Fileltem ioc ID contains:
m) 2013-02-10 14:00:00 +0100 2013-12-16 13:47.01 +0100 PEInfo/PETimeStamp is 2011-03-18T02:41.49Z Fileltem ioC Object Timestamp: Any date _'I
m) 2013-02-10 14:00:00 +0100  2013-12-16 13:47:00 <0100  SizelnBytes is 113664 Fileltem ioc Createllmport Any date =l
Timestamp:
m) 2013-02-10 14:00:00 +0100 2013-12-16 13:47:00 +0100 SizelnBytes is 88304 Fileltem [ m
m) 2013-02-10 14:00:00 +0100 2013-12-16 13:47:00 +0100 SizelnBytes is 104449 Fileltem ioc
m) 2013-02-10 14:00:00 +0100 2013-12-16 13:47:00 +0100 SizelnBytes is 104448 Fileltem ioc
m) 2013-02-10 14:00:00 +0100 2013-12-16 13:47:00 +0100 PElnfo/DetectedAnomalies/string is contains_eof_data Fileltemn ioc
m) 2013-02-10 14:00:00 +0100 2013-12-16 13:47:00 +0100 PElnfo/DetectedAnomalies/string is checksum_is_zero Fileltem ioc
m) 2013-02-10 14:00:00 +0100 2013-12-16 13:47:00 +0100 FileName is sg.exe Fileltem ioc
m) 2013-02-10 14:00:00 +0100 2013-12-16 13:47.00 +0100 FileName is hotmail.exe Fileltem ioC
m) 2013-02-10 14:00:00 +0100 2013-12-16 13:47:00 +0100 FileName is hotmail exe Fileltem ioc
m) 2013-02-10 14:00:00 +0100 2013-12-16 13:47:00 +0100 FileName is gdocs.exe Fileltem [
m) 2013-02-10 14:00:00 +0100 2013-12-16 13:47:00 +0100 Md5sum is e62dadb2856c099a0667 13883bc 12788 Filelten ioc
m) 2013-02-10 14:00:00 +0100  2013-12-16 13:47:00 +0100  Md5sum is 5e17055c51724b0bBOf036002f5208a Fileltem ioc

10279 results 1
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Filter Parameters

InfoQbject Type:

InfoQbject Family:

ID Namespace:

ID contains:

Create/Import
Timestamp:

| stix.mitre.org:STIX Package j|

Object Timestamp:

Submit Query

cybox.mitre.org:WinExecutableFileObject
cybox.mitre.org:WinProcessObject
cybox.mitre.org:WinRegistryKeyObject
cybox.mitre.org:WinServiceObject
data-marking.mitre.org:Marking
DINGOS:PLACEHOLDER
ioc:Driveritem

ioc:Fileltem

iociioc

ioc:Processitem

ioc:Registryltem

loc:Serviceltem

ioc:UrlHistoryltem
stix.mitre.org:Indicator
stix.mitre.org:Kill_Chain
stix.mitre.org:Kill_Chain_Phase
stix.mitre.org:Observable

stix.mitre.org:ThreatActor

stix.mitre.org:TTP

SIEMENS

014. All rights reserved



SIEMENS

Viewing an InfoObject

MANTIS Cyber Threat Info Management

Dingo View InfoObject > [RELOAD] >

Info Object: APT1: Exposing One of China's Cyber Espionage Units

Identifying data 1 marking
Identifier http:ffwww. mandiant com:package-e33ffe07-2f4c-4808-bDaf-ee2619d765¢ Timestamp 2013-12-16T13:18:12 006912+01:00 A4 LU 1andiant.com:APTL: Exposing One
Type stix.mitre.org:STIX_Package 1 (http:/fstic.mitre. org/stic) InfoObject Family stix.mitre.org 1
Facts
Value Datatype
Current revision of 1 revision
{@version 101 String
Embedded in 0 objects
STIX_Header Title APT1: Exposing One of China's Cyber Espionage Units String
STIX_Header Package_Intent Threat Actor Report String
STIX_Header Description In Blob Table: d5a571240db33fc5641bb27a531c9ec91669960dbal2a385d801e822055e3015 String
STIX_Header Description @structuring_format HTMLS String
STIX_Header  Handiing Marking age U 1Re t mandiant.com. This Marking
y The it
STIX_Header Information_Source |dentity Name Mandiant String
STIX_Header Informatien_Source Contributors Contributor Name MITRE (STIX conversion) String
STIX_Header Informatien_Source Time Produced_Time 2013-02-19T00:00:00Z String
STIX_Header Information_Source References Reference http:/fintelreport mandiant.com/Mandiant_APT1_Report.pdf String
TTPs TTP TP
TTPs TP TR
TTPs TP e
TTPs TTP TTP (10 facts) TP
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The widget on the right-hand side (bottom) shows, in which InfoObjects the given InfoObject is

embedded.

3:18:12.006912+01:00

nand and control” (C2) user
attack system, which is typically
reed to be forwarded from the
rved 767 separate instances in
ray's, keep in mind that these
{TRAN utility is merely a

<p> Typical use of HTRAN is
and a port on which to accept

: IP addresses. In other words,
ese addresses, 613 of 614 are

Datatype

204 4|3

1 marking

hitpwww.mandiant.com:APT1: Exposing Cne of
China's Cyber Espionage Units (the "APT1
Report’) is copyright 2013 by Mandiant
Corporation and can be downloaded at
intelreport. mandiant.com. This XML file using the
STIX standard was created by The MITRE
Corporation using the con

‘Current revision of 1 revision

Embedded in 2 objects
Establishing a Foothold

hitp:/hwww.mandiant.com:ttp-1e2c4237-
0469-4144-9c0b-9e5c0c513c49

2013-12-16T13:18:12.006912+01:00
Referenced revision: Latest revision
as Related_TTPs/Related_TTP/TTP

APTI: Exposing One of China's Cyber Espionage
Units

hitp:/hvnw.mandiant.com:package-e 33ffe07-2f4c-
48d8-b0af-ee2619d765cf

2013-12-16T13:18:12.006912+01:00
Referenced revision: Latest revision
as TTPs/ITTP

Click for list of all embedding objects
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Embedded in 3 objects
Establishing a Foothold

hitp:/fwww.mandiant.com:tip-1e2c4237-
d469-4144-9c0b-9e5c0c513c49

2013-02-19T01:00:02+01:00

Referenced revision: Latest revision

as Related_TTPs/Related TTP/TTP

APT1 Tactics, Techniques and Procedures

http://www.mandiant.com:ttp-c63f31ac-871b-4846-
aa25-del1926f4f3c8

2013-02-19T01:00:02+01:00
Referenced revision: Latest revision
as Related TTPs/Related TTP/TTP

APT1: Exposing One of China's Cyber
Espionage Units

http://www.mandiant.com:package-e33ffe07-2f4c-
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Searching

MANTIS Cyber Threat Info Management

RELOAD >

Fact-based filtering

Fact Search Filter Parameters
Info Object 10-Type Fact Term Value Fact term contains:
Ugly Gorilla ThreatActor |dentity/! ifi /PartyName/PersonName/MameElement Ugly Gorilla Value contains: ugly
Ugly Gorilla ThreatActor  |dentity! ifi /ElectronicAddress|dentifiers ughygori 163.com Object Timestamp: Any date =l
/Electronic Address |dentifier
Create/lmport Any date =l
StringLis O No Doubt to Hack You, Writed by UglyGorilla, Fileltem StringLististring v1O0N  fubtto Hack You, Writed by UglyGorila, Timestamp:
2 06/29 f
Namespace: = e =l
InfoObject Type: | —me =l
]
Submit Query
MANTIS Cyber Threat I
Dingo View InfoObject \ WRELOAD] >
Info Object: Ugly Gorilla
Identifying data 1 marking
Identifier hittp:/iwww. mandiant. com:threat-actor-6d179234-61fc-40c4-aeB6-3d53308dBe65 Timestamp 2013-12-16T13:18:12.006912+01:00
Type stix.mitre.org: ThreatActor 1 (hitp://stix.mitre.org/ThreatActor) InfoObject Family stix.mitre.org 1
Facts
Valug Datatype
Current revision
|dentity Specification PartyName PersonMame @xnl:Type K 5 String

Embedded in 2 ¢

R Spectieaton Farbiame Fersentiame HemesEme _ S e

|dentity Specification PartyName PersonMame @xnl:Type KnownAs String

|dentity Specification PartyName PersonMame NameElement ‘Wang Dong String

2013-12-16T13:18

Identity Specification PartyMame Personiame @xnl:Type KnownAs String Referenced revisic



SIEMENS

Custom Fact Search

Filter Parameters

[PropertiesValue] regexp "business"
| filter: (identifier.namespace.uri = "httpihwerer.mandiant.com’
&& iobject_type.name contains "URIObject')

Execute query

Object List
1 Mext
[IO-Type [Fact Term Walue |
URIObject Properties®Value xmer. businessconsults. net View all
URIObject FProperties®Value waww-cir businessconsults. net View all

URIObject Properties®Value waww-049 businessformars. com View all

URIChject Fropertiesalus ww'w. businessformars. com View all

I —_— e e e
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Filter Parameters

[Properties/Value] regexp "business"
| fiter: (identifier.namespace.uri = "hitpJiweww . mandiant.com'
&& iobject_type.name contains "URIObject’)
|F> ﬁ’lﬂ-Type:iuhjeﬂ.iuhjeﬂ_typ&’,’F&ct Term:fact.fact_term’',"Value:fact.fact_values.value')

Execute query

I10-Type,Fact Term,Valus
cybox.mitre.org:URICkject, Properties,/Value, xmer.businessconsults.net
cybox.mitre.org:URICkject, Properties,/Value, www-ctr.businessconsults.net
cybox.mitre.org:URIOkject, Properties/Value, www-049 . businessformars. com
cybox.mitre.ocrq:URIOk])ect, Properties/Value, www.busineasformars. com
cybox.mitre.org:URIOk]ject, Properties/Value, wwiw.advanbusiness. com
cybox.mitre.org:URICk])ect, Properties/Value, wtom. businessconsults.net
box.mitre.org:URICkject, Properties/Value, wrim.businessconsults.net
X.mitre.org:URICkE]ect, Properties/Value, wpvn.businessconaultas.net
x.mitre.crg:URICkject, Properties/Value, wptex.businessconsults.net
cybox.mitre.org:URICkject, Properties,/Value, wpot.businessconsults.net
cybox.mitre.org:URIOkject, Properties/Value, wpoes. businessconsults.net
cybox.mitre.ocrq:URICk]ject, Properties/Value, world.businessconsults.net
cybox.mitre.org:URIOk]Ject, Properties/Value, wopm.businessconsults.net
cybox.mitre.org:URICE])ect, Properties/Value, wopec.businessconsults.net
cybox.mitre.ocrg:URICk])ect, Properties/Value, woll.businessconsults.net
cybox.mitre.ocrq:URICk])ect, Properties/Value, wnew.businessconaults.net
cybox.mitre.org:URICkject, Properties,/Value, wned.businessconsults.net
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Editing Custom Searches

MANTIS Cyber Threat Info Management List, Filter & Search

Saved searches for user test

Available searches

Filter for STIX Packages [mantis/View/InfoObject iobject_type=72 £ X

Filter for 10Cs Imantis/View/InfoObject iobject type=71

<|»
X
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“ STIX Package H Campaign Info H Indicator Pool H oc " Observable Pool ” Observable Relations

Pool | Toggle Al | File Dropzone
cert_test:0bservable-32241620-501b-dd66-43fb-Scdbdalasfad |7| Drop files here to analyze
Address =

Observable Title T T

Observable Description

IP Address: | 127.0.04
Enter an IP Address

Command & Control Domains/IPs

Category: | IPv4 Address v | L
Condition: | Equals v | B Record |:|
cert_test:Observable-3bcB6442-6023-3e37-22a5-40dd21475efd e Email Message (blah) o
File o @
Observable Title Email Message (Default) |—|
Observable Description -
e —
) °
File name: | evil.exe | HTTP Session | |
e | | °
File size: 11081 | |:|
[+]
Mds: | 583bbf4d8061020a08065301156a599 | et
Shat: | 1bea46h2aed20243187e97ed328524bfe12458db |
Sha256: | abd2D7668351140631143467105863e6e 1998076 9actebadean6I8cd2da |
cert_test:0bservable-25086006-16d3-45b9-c076-ba264307aa96 (9|
DHNS Record =
C&C Domain

Obzervable Description

Domain name: | very.evil.com |

Ip address: | |
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Campaign Info Indicator Pool H oc H Obszervable Pool H Observable Relations

Relation Type

Characterizes

Specifies that this object describes the properties of the related object. This
iz most applicable in cazes where the related object is an Arifact Object and
thiz ebject is a non-Artifact Object.

Closed
Specifies that this object closed the related object.

Connected_Tao
Specifies that this object connected to the related object.

Contains
Specifies that this object contains the related object.

Copied
File Specifies that this object copied the related object.

|exe Created
g:g%ecordin Specifies that this object created the related objsct.

Deleted
Specifies that this object deleted the related object.

Downloaded

Downloaded_From

Specifies that this object was downloaded from the related object.
Dropped

Specifies that this object dropped the related object.
Extracted_From

Address Specifies that this object was extracted from the related object.
127001
FQDN_Of

Specifies that this object is an FQDM of the related object.

Installed
Specifies that this object installed the related object

Moved

Opened
Specifies that this object opened the related object.

Read_From
Specifies that this object was read from the related object.

Received
Specifies that this object received the related object.

Object Properties | Received_Via_Upload
| Specifies that this object received the related object via upload.
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Where to get MANTIS?

Access to the Mantis source code for installation:

Either via git clone from the Mantis Github
Repository (https://github.com/siemens/django-mantis.git) (recommended):
git clone https://github.com/siemens/django-mantis.git

Or via download as zip package from https://github.com/siemens/django-
mantis/archive/master.zip

There is a mailing list for dicussions, questions, etc.:

Subscribe to the mailing list by sending a mail to Mantis-ti-discussion-
join@lists.trusted-introducer.org.

The archives of the mailing list are available via Nabble (http:/mantis-threat-
intelligence-management-framework-discussion-list.57317.x6.nabble.com/)

Many thanks to the TF-CSIRT Trusted Introducer for their support in hosting the list!

All issues regarding Mantis and its components are tracked on the Mantis Issue Tracker
(https://github.com/siemens/django-mantis/issues?state=open)

Documentation: the full documentation is at http://django-mantis.readthedocs.org.
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