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Request data |

Analyse data

..

Acquire hard-drive image

Process data

Transfer data per courier service

~100 GB (meta-data + full content)

Total time per host analysis: 10-15 days!
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The changing security landscape

The Age of
Computerworms

CodeRed Slammer Blaster

"Hacking for Fun®

Hobbyists

Waorms
Backdoors

Anti-Virus

Hackers

BlackHat
Viruses

Responsible Disclosure

Number of published vulnerabilities

Number of published exploits

Cybercrime and
Financial Interests

Zeus  SpyEye  Rustock

"Hacking for Money®

Organized Criminals

Credit Card Fraud

il Banker Trojans
Phishing
Adware SPAM

WebSite Hacking

Number of new malware signatures

Politics and
Critical Infrastructure

SIEMENS

The Decline of
Anti-Virus

Aurora  Nitro  Stuxnet

"Hacking for political and
economic gains®

Hacktivists

State sponsored Actors

7?7

"Decline of signature-based

detection”

Adaptive Attackers

Anonymous
SCADA
RS54 Breach
DigiNotar

Targeted Attacks

NSA
Sony Hack

Threat Intelligence

Mext-Ganeration
Firawalls

FireEye

Infarmation-Centric
Security

SIEM
Enterprise Forensics
NIDS

Rapid Detection
and Response
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signature-based signatureless
methods methods

Detection = Protectionj@ = “

FP free — Fully automated Not FP free — Requires human interpretation

Need for data increase
Need for analysis increases
Cost per incident increases

How can this cost increase be controlled?
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The Zoo of Industrial Control Systems
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Stuxnet target:
WinCC Server
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Layout of a secured industrial network (example)

0S Client ‘

Englneerlng OS Server
Station Server

YEIEm —
O U r.c
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The CRISALIS FP7 Project — Securing Critical Infrastructures

CRISALIS Critical

SECURING CRITICAL
INFRASTRUCTURES Infrastructure

www.crisalis-project.eu SEVENTH FRAMEWORK Secu rlty

PROGRAMME .
Analysis

v Symantec.

Ch (@ | I Ien ges Operations: security is a

secondary concerns when
compared to the continuous :
From intrusion operation of the industrial viander
prevention to intrusion process
tolerance: alayered
approach is required with . SI E M E N S
several safety nets and Myth of the private network:
managerial procedures to reliance on network isolation as a main
handle fallback modes. security protection is ineffective

Danger of assumptions: avoid a- Legacy systems:

priori assumptions on the attacker industrial control system —
capabilities and modus operandi. devices are often EURECOM
Knowledge-based approaches are amortized over 10-15

deemed to fail at detecting years and cannot be

sophisticated attacks. easily upgraded UNIVERSITY OF TWENTE.
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Constraints for forensic investigations in industrial

settings

Proprietary components, interfaces, data formats and protocols
Remote and distributed installations, Firewalled/Air-gaped
Availability/Always on

Operational constraints (real-time, low processing power, old
operating systems, low bandwith)

Legal and regulatory restrictions
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Goals

1. develop forensic capabilities for industrial systems
2. reduce cost of forensic investigations by a factor 100x

Achieving these goals rests on three pillars:

Data Reduction Analytics

Forensic analysis is largly Data collection, processing Forensic know-how is
based on meta- and and analysis is highly integrated into the system
logging data. automated. (forensic knowledge

Content information is Human input is not system).

used only very selectively. required. Requirement for human
analyst is greatly reduced
(Analyst — Reviewer)
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3. Automatic Data Transfer

~100MB (meta-data + selective content)

5. Review

—

2. Run agent on host computer

/T collects data from
attached PLCs
P 1. Send agent executable |

» A a ~A
Total time per analysis: 1 hour ' ' ' '
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A new forensic platform

Remote System Live system | |Offline system | EnCase

\%esyste m meta-data

Config data

Runtime data
Suspicious executables
: Forensic Cloud
e convert

External data sources
(whitelist DB, reputation
sources, ...)

combine

Elasticsearch DB

ASCI| files

Review Server

Compromize Timeline Anomalies Risk Integrity
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. = = S S o = oce = o O
Name Score VT |Rep| Compile Time Install Time Signed Signer Path Autorun PID/Sandb
rethite: M 571 WNone | 0 | 2012-11- 2013-12- Unsigned © wiNdowSs'SySwowbd  wtite: o HKLM\System\CurrentControlSet\Services
01T07:38:002 | 24T03:20:01Z
mancge: 571 8 None | 0 | 2012-11- 2013-12- Unsigned © 'wandows \system 12 peessge: o HKLM\SOF TWARE\Microsoft\Windows
01T07:35:34Z | 24T03:12:05Z NT\CurrentVersion\Winlogon\Notify
nsrpm.exe -1.4 None | 0 | 2012-12- 2014-03- Invalid EMC c:\program files\legato\nsr\bin\nsrpm.exe HKLM\System\CurrentControlSet\Services
04T07:13:46Z | 25T14:52:41Z Corporation
rarext64.dll -1.4 0 0 | 2005-06- 2009-08- Unsigned c\program files (x86)\winrar\rarext64.dll HKLM\Software\Classes\Folder\ShellEx\DragDropHandlers
07T07:26:27Z | 24T22:21:14Z
nsrexecd.exe 6.3 0 0 | 2012-12- 2014-03- Invalid EMC cI\program HKLM\System\CurrentControlSet\Services
04T07:10:53Z | 25T14:52:41Z Corporation | files\legatoinsribin\nsrexecd.exe
maintenanceservice.exe | -8.1 0 0 | 2012-04- 2012-06- Signed Mozilla c:\program files (x86)\mozilla HKLM\System\CurrentControlSet\Services
20T23:47:52Z | 0M1T19:17:212 Corporation | maintenance
service! int Vice.exe
httpd.exe -8.1 0 0 | 2013-06- 2013-10- Invalid Apache c\apache\bin\httpd_exe HKLM\System\CurrentControlSet\Services
29T13:39:47Z | 16T17:43:262 Software
Foundation
tpsve.dil -8.1 0 0 | 2009-07- 2009-09- Signed ThinPrint c\windows\system32\tpsve.dil HKLM\SOFTWARE\Microsoft\Windows
03T10:32:41Z2 | 17T10:21:122 GmbH NT\CurrentVersion\Winlogon\Notify
fbserver.exe -8.1 0 0 | 2008-06- 2009-03- Invalid Firebird c:\program files HKLM\System\CurrentControlSet\Services
13T12:22:08Z | 09T12:01:182 Project (x86)\firebird\firebird_2_1\bin\fbserver.exe
fbguard.exe -8.1 0 0 | 2008-06- 2009-03- Invalid Firebird c:\program files HKLM\System\CurrentControlSet\Services
13T12:24:01Z | 09T12:01:192 Project (x86)\firebird\firebird_2_1\bin\fbguard.exe
tomcat5.exe -8.1 0 0 | 2004-11- 2011-09- Invalid Apach d ian-ji prise-3.6- HKLM\System\CurrentControlSet\Services
13T09:28:10Z | 12T14:30:25Z Software standalone\bin\tomcat5.exe
Foundation
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Showing 1 to 100 of 349,823 records (out of 733,716 total records) from 2013-12-06 to 2014-03-17.

Show [ hide columns

Date Type Tstamp Name Detalls
I
2013-12-06 02:15:11 evts Temmemee= MOMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 02:17:47 evts o MOMLog Health Service ESE Store; 700 (no description); HealthService 1248 Health Service Store: C:\Program Files\System Center Operations Manager\Agent\Health Service State\Health Service Store\H
2013-12-06 02:17:59 evts Temmee== MOMLog Health Service ESE Store; 701 (no description); HealthService 1248 Health Service Store: C:\Program Files\System Center Operations Manager\Agent\Health Service State\Health Service Store\H
2013-12-06 02:26:38 evis (e MOMLog Health Service Script; 100 (no description); PRIMERGYServerDiscovery.vbs Fujitsu PRIMERGY Server TRISTK113VYWS.tr001.siemens.net has no ServerView Agent installed
2013-12-06 02:30:10 evts e MOMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 02:45:11 evts e MOMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 03:00:11  evts T======= MOMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 03:10:21  evts L ManageSoft Installation Agent; 1610743981 (no description); Self Heal OK ?ManagedDeviceSettings[Commaon](1
2013-12-06 03:15:11 evts Temm==== MCMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 03:20:53 evts o MOMLog OpsMgr Connector; 1073762848 (no description); WW3005C0OM010 ¢147026491000ab6909afa3c/c54efle
2013-12-06 03:21:13 evts Temmee== MOMLog OpsMgr Connector; 21026 (no description); WW300SCOMO010 c1470a6491000ab6909afa3c7c54efle
2013-12-06 03:26:39 evts C---mm--- MOMLog Health Service Script; 100 {no description); PRIMERGYServerDiscovery.vbs Fujitsu PRIMERGY Server TRISTK113VWS.tr001.siemens.net has no ServerView Agent installed
2013-12-06 03:30:11 evis e MOMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 03:45:10 evts e MOMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 04:00:10 evts e MOMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 04:15:10  evts £ MOMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 04:26:38  evis L MOMLog Health Service Script; 100 (no description); PRIMERGYServerDiscovery.vbs Fujitsu PRIMERGY Server TRISTK113VWS.tr001.siemens.net has no ServerView Agent installed
2013-12-06 04:30:11 evts o MCMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 04:45:10 evts Temmemee= MOMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 05:00:10 evts R MOMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 05:15:10 evts TEmeeee= MOMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 05:26:37 evis (e MOMLog Health Service Script; 100 (no description); PRIMERGYServerDiscovery.vbs Fujitsu PRIMERGY Server TRISTK113VYWS.tr001.siemens.net has no ServerView Agent installed
2013-12-06 05:30:10 evts e MOMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 05:45:10 evts c-—------ MOMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 06:00:10  evts T======= MOMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
2013-12-06 06:15:10  evts L MOMLog Health Service Script; 6022 (no description); LogEndToEndEvent.js This event is logged to the Windows Event Log periodically to test a event collection.
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A platform for the investigation of security incidents in industrial systems.

* Semi-automated
* Cost-effecive

* Agent agnostic
* Scalable

* Forensic and Data-Analytics capabilities
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- Thank you for your attention

= _7 \Heiko Patzlaff
Siemens
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