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The traditional approach to host 
forensics

Request data

Acquire hard-drive image

Transfer data per courier service

Forensics
User

~100 GB (meta-data + full content)

Process data

Analyse data

1 day

5 days

5-10 days

Total time per host analysis: 10-15 days!
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The changing security landscape
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The increasing need for data and for data analysis

signature-based

methods

Detection = Protection ProtectionDetection

signatureless

methods

≠

Not FP free → Requires human interpretationFP free → Fully automated

Need for data increase
Need for analysis increases
Cost per incident increases

How can this cost increase be controlled? 
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   The Zoo of Industrial Control Systems



Page 13 June 2014 Corporate Technology  © Siemens AG 2014. All rights reserved

Layout of a secured industrial network (example PCS 7)

Stuxnet target:
WinCC Server
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Layout of a secured industrial network (example)
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The CRISALIS FP7 Project – Securing Critical Infrastructures
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Constraints for forensic investigations in industrial 
settings

• Proprietary components, interfaces, data formats and protocols 

• Remote and distributed installations, Firewalled/Air-gaped

• Availability/Always on

• Operational constraints (real-time, low processing power, old 
operating systems, low bandwith)

• Legal and regulatory restrictions
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Goals

 1. develop forensic capabilities for industrial systems

 2. reduce cost of forensic investigations by a factor 100x

Achieving these goals rests on three pillars:

Data Reduction

Forensic analysis is largly 
based on meta- and 
logging data. 

Content information is 
used only very selectively.

Data Reduction Automation

Data collection, processing 
and analysis is highly 
automated.
Human input is not 
required.

Automation Analytics

Forensic know-how is 
integrated into the system
(forensic knowledge 
system).

Requirement for human
analyst is greatly reduced
(Analyst → Reviewer)

Analytics
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A new forensic platform

collects data from
attached PLCs

Total time per analysis: 1 hour

2. Run agent on host computer

Forensics
Operator

5. Review

15 minutes

15 minutes

1. Send agent executable

3. Automatic Data Transfer

~100MB (meta-data + selective content)

Forensic  Cloud

4. Processing
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A new forensic platform

Live system Offline system EnCase

extract

• Filesystem meta-data
• Config data
• Log data
• Runtime data
• Suspicious executables

convert

combine

analyze

review

Elasticsearch DBASCII files

Web-frontendCommand line

Compromize Timeline RiskAnomalies

External data sources
(whitelist DB, reputation 

sources, …)

...Remote SystemRemote System

Forensic CloudForensic Cloud

Review ServerReview Server

Integrity
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FERRET

A platform for the investigation of security incidents in industrial systems. 

• Semi-automated

• Cost-effecive

• Agent agnostic

• Scalable

• Forensic and Data-Analytics capabilities
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Thank you for your attention

Heiko Patzlaff
Siemens
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