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Popularity of Network-Styled Graph Visualization



Problems with Dense Graph NTT ©
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These graphs have 30 nodes, and edges are randomly created according to each density.
density = |Edge| / (|Node| * (| Node| - 1))
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How to Improve Graph Visualization?

1. Brand New Way } Impossible for Non-experts
2. Extract Subgraph

3. Interactive layout

4. Improve layout
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Brand New Way: Hive Plot

RADS1
x32 Sc._* \DLC1
\ “
\ \

SCL  CONNECTVITY

NBS

GENE TYPES HIVE PLOT AXIS ASSIGNMENT

® cancer © ophthalmological © hematological O other Xl CC<0.25 X2 025<¢C<0.5 X3 CC20.5
» multiple systems © muscular © neurological
L— connecting cancer genes with another disease system —
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How to Improve Graph Visualization?

1. Brand New Way } Impossible for Non-experts
2. Extracting Subgraph
3. Interactive layout

4. Improving layout } Depend on Your Use Case

} De Facto Standard to Explore Data

¥

Let’s Rethink the STIX Visualization for Threat Reports
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Process of Study NTT ©
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Collecting Classifying Extracting

Threat Diagrams Diagrams Observations
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Process of Study NTT ©
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Collecting .
Threat Diagrams
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Visualization on Threat Reports NTT ©
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B Collecting 700 Images from 83 Reports on 8 Websites
B Only 37 Images which Describing Threat Structure

32 15

® Screenshot

B Threat Diagram
m Statistics

m Other
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Classification on Why and How NTT ©
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1. DAG Network with Edges between Adjacent Layers

Threat Diagram
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1. DAG Network with Edges between Adjacent Layers
2. Focusing on Relationship between loCs and Other Entities
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1. DAG Network with Edges between Adjacent Layers
2. Focusing on Relationship between loCs and Other Entities

3. Extracting Differences from Existing Intelligence
— New Vulnerability
— Same loC
— New Malware Component
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Layout for DAG (Directed Acyclic Graph)
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DAG Layout: Problems
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Clustering loCs based on Relationships
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New Visualization based on Observations NTT ©
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Example: An New Zebrocy Campaign NTT O

Jjffiveccusiv = « Zebrocy Trojan used by APT28

;l:bigznymervacationsfor — Written in C++, DeIphi, Autolt, C# VB.

ESET researchers describe the latest components used in a recent Sednit campaign ° N eW C a m p a i g n Si n C e S e p 2 O 1 9

@ ESETResearch 24 Sep 2019-M30AM

" — Phishing with Malicious Word File
| — Usage of Dropbox for Hosting

A complicated comnromise

Source:
https://www.welivesecurity.com/2019/09/24/no-summer-vacations-zebrocy/
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Example: An New Zebrocy Campaign
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No summer vacations for Zebrocy
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Example: An New Zebrocy Campaign NTT O
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Standard Cryptographic Protocol

Scripting
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LR 0/0
080

Mentioned in 10 of notes

from 2016-01-01 to 2016-12-31
IN THE UNITED STATES DISTRICT COURTFOR THE DISTRICT OF COLUMBIA

from 2018-03-12 to 2018-03-14
Sofacy Uses DealersChoice to Target European Government Agency
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Example: An New Zebrocy Campaign NTT O
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Example: An New Zebrocy Campaign

Matrices  Tactics -  Technigques ~ Mitigations ~ Groups  Software Resources ~

MITRE ‘ ATT&CK

JUST RELEASED: ATT&CK for Industrial Control Systems

Home > Software > Zebrocy

SOFTWARE
Overview Zebrocy
3PARA RAT
Zebrocy is a Trojan that has been used by APT28 since at least November 2015. The malware comes in several programming language
4H RAT variants, including C++, Delphi, Autolt, C#, and VB.NET. 112163 1D=80251
adbupd Associated Software: Zekapab
Adups Type: MALWARE
Platforms: Windows
ADVSTORESHELL
Contributors: Emily Ratliff, IBM
Agent Tesla .
Version: 2.0
Agentbtz Created: 17 October 2018
Allwinner

Last Modified: 17 July 2019

Android/Chuli.A

Automated Collection

Azorult .kum, .tlg, .sbx, .cr, .hse, .hsf, and .Ihz. /IS

BabyShark

Enterprise = T1059  Command-Line Interface Zebrocy uses cmd.exe to execute commands on the system.[5]

ANDROIDOS_ANSERVER A Associated Software Descriptions
AndroRAT
Name
Arp
ASPXSpy Zekapab
Astaroth
at Techniques Used
AuditCred Domain Use
Autolt backdoor

Zebrocy scans the system and automatically collects files with the following extensions: .doc, .docx, ,.xls, .xlsx, .pdf, .pptx, .rar, .zip, .jpg, .jpeg, .bmp, .tiff,
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Example: An New Zebrocy Campaign NTT O
ESET said,

As predicted by other fellow researchers, the Sednit group added a new

development language in their toolset — more precisely, for their downloader:
the Nim language. However, their developers were also busy improving their
Golang downloader, as well as rewriting their backdoor from Delphi into Golang.

The Nim downloader fetches its dynamic-link library (DLL) payload, named

ospsvc.dll, to C:\ProgramData\Java\Oracle\, and executes it as a service

via EEEEESE /5.
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Discussions NTT ©
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How to Capture Malware Behaviors?

— Necessity to Build a Data Structure for Malware Behaviors
— STIX 2.1 May Solve This Problem

How to Fill Kill Chain Phases?

— Shortage of Attack Phrase on Actually Shared Intelligence
— Without Phrases, Difficulty to Reflect How 1oCs are Used into Layouts

To Make It Better

— New Observations & Layout methods
— Other Purposes for Visualization
— Etc.
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* Not The Only Way to Visualize Threat Intelligence
 Possibility to Improve Visualization for a Use Case
* Necessity to Rethink Your Purpose & Method of Visualization
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