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Why am I here?

(Hypothesis) The majority of adversarial activity uses the similar or overlapping playbooks per 
compromise.

Timely testing of these playbooks provides a cost-effective means to improve defenses.

The Offensive Security Tooling (OST) discussion is GREAT. Here’s a defender telling you why.

We have no idea how to move the above from a subjective discussion to an objective one.
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Agenda
▶ A bit of context

▶ Proposed way forward

▶ Applied example



@gertjanbruggink

FalconForce

Gert-Jan Bruggink
Defensive Specialist

Who am I?

10+ years in InfoSec
Consulted at financial services, high tech, manufacturing and governmental 
organizations
• Built / led CTI capabilities & delivery of CTI products
• Intelligence-led Red- & Purple Teaming
• CTI-, SOC- & Cyber transformation programs
Like staying on top of things, pioneering & bluetivism
Don’t like magic tricks
Father 1 (almost 2 \0/)

@gertjanbruggink
github.com/gertjanbrugink
gj@falconforce.nl
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“We live in an 
unprecedented age 

of innovation”
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Pondering #1

Our present security ‘modus operandi’ is 
looking back

Sometimes we’re just too busy with the past
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Pondering #2
More effective and efficient tools are created as-we-speak

2013
Kali Linux

2006
BackTrack

~2004
WHAX
Auditors Security 
Collection

2013-2019
Various point 
solution tools 

2020
?

2012
Cobalt Strike

2003
Metasploit
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The cyber immunesystem
a.k.a. the ‘OST’ debate
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The first, and foremost, question
What is the level of org/cyber maturity you need?

You don’t need 1337 to succeed.

Just use whatever you need in your situation.
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What is the adversary playbook
How do I build one and how do I use it?

Intrusion X

$Threat.library

Store it in a place where
you can easily find stuff and apply

analytics

Deeper meaning
e.g. Diamond model

Pre & post compromise behavior
e.g. (Pre)ATT&CK

Sequential steps
e.g. Cyber Kill Chain

Analytical “Joie de Vivre”
Human analysis

Profiling
e.g. breakdown of your understanding of the 

groups

Data/metrical model
e.g. the dreaded excel file
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Group name

Threat rating Very low – very high, use one value that immediately showcases the sense of urgency.

Aliases Write down all the other names you know.

2 Row summary Max 2 row description of the group.

Actor categorization Your internal classification of threat actor groups. Basically your setup of types or categories of groups.

Actor motivation Your internal classification of motivations. 

Sophistication rating Your internal rating to classify their sophistication. 

Assessment Your analyst team’s assessment on the group.

Activity sightings Forecasted yes – forecasted no – sighted yes – sighted no – No assessment yet

Last known and disclosed activity Note down the campaign trail of the group. Carefully maintaining this and integrating with other vendor tooling 

can support you with building a data set between ‘activity sighted in the wild’ and ‘activity sighted in the 

network’.

Behavioral identifiers Applying MITRE’s ATT&CK framework to breakdown. You can apply this both for the group’s behavior or for the 

tools they utilize 

• Tactics

• Techniques

• Sub-techniques

Key identifiers Apply concepts such the cyber kill chain, ATT&CK or Diamond model to identify core identifiers that recognize 

this group.

Tools Breakdown the tools used by this particular group. Preferably correlated with content seen in your intrusion sets.

ATOMIC understanding IOC oriented stuff, such as

• Domains

• Hashes

• etc

How can a playbook look like in practice?
Not a silver bullet, tailor it to your IR’s

github.com/gertjanbruggink/Templates
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Group name

Threat rating Very low – very high, use one value that immediately showcases the 

sense of urgency.

Aliases Write down all the other names you know.

2 Row summary Max 2 row description of the group.

Actor categorization Your internal classification of threat actor groups. Basically your setup of 

types or categories of groups.

Actor motivation Your internal classification of motivations. 

Sophistication rating Your internal rating to classify their sophistication. 

Assessment Your analyst team’s assessment on the group.

Activity sightings Forecasted yes – forecasted no – sighted yes – sighted no – No 

assessment yet

Last known and 

disclosed activity

Note down the campaign trail of the group. Carefully maintaining this 

and integrating with other vendor tooling can support you with building a 

data set between ‘activity sighted in the wild’ and ‘activity sighted in the 

network’.

Behavioral identifiers Applying MITRE’s ATT&CK framework to breakdown. You can apply this 

both for the group’s behavior or for the tools they utilize 

• Tactics

• Techniques

• Sub-techniques

Key identifiers Apply concepts such the cyber kill chain, ATT&CK or Diamond model to 

identify core identifiers that recognize this group.

Tools Breakdown the tools used by this particular group. Preferably correlated 

with content seen in your intrusion sets.

ATOMIC 

understanding

IOC oriented stuff, such as

• Domains

• Hashes

• etc

How can a playbook look like in practice?
Not a silver bullet, tailor it to your IR’s

github.com/gertjanbruggink/Templates
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Developing your own intelligence environment
Where in Odin’s name do you start?

There’s a lot of approaches. Succes depends tuning it to your org, people and 

ambition. 

Refer to your old books like ‘Structured Analytics Techniques’. 

Critical assets, 
operations & 

people

Organizational 
vulnerabilities

Characterize
the adversary

Estimate 
adversary 
playbook

Business 
environment

More depth on this another day. ☺

Detail:
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$ vendor reports

Start filling your playbooks!
There’s much information available through open source 

Source: https://attack.mitre.org/groups/

Important to consider: use your own environment.

Also relevant: use your own environment.

Most importantly: use your own environment.

$ research updates
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Look what happens when you start analysis 1/2
X of intrusions use Z% techniques to target our organizations

Source: https://attack.mitre.org/docs/attack_roadmap_2020.pdf/
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Look what happens when you start analysis 2/2
X of intrusions use Z% techniques to target our organizations

~20% is unique to A
~10% is unique to B

~50% techniques overlap by 
groups A & B are 
overlapping

> Include weighing 
technique vs detection

Please note this is an example
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The same concept goes for tools 1/2
<X> % of what is targeting organizations is Y

Source: 
https://any.run/malware-trends/

Weekly top 10 overview

Top 10 most sighted malware strains
# uploaded samples

Name Trend This week % Last week %
Emotet ↙ 227 19% 255 21%
AgentTesla ↗ 206 17% 167 14%
LokiBot ↙ 150 13% 235 19%
FormBook ↗ 130 11% 125 10%
NanoCore ↗ 129 11% 116 10%
Ursnif ↗ 82 7% 81 7%
Pyrogenic ↗ 80 7% 52 4%
Remcos ↙ 73 6% 82 7%
njRAT ↗ 64 5% 38 3%
AZORult ↙ 44 4% 57 5%

Total 1185 100% 1208 100%
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The same concept goes for tools 2/2
<X> % of what is targeting organizations is Y

Source: 
https://any.run/malware-trends/

Weekly top 10 overview

Well gee, that probably is the same for Offensive Security 
Tools right! 

Top 10 most sighted malware strains
# uploaded samples

Name Trend
This
week %

Last
week %

AgentTesla ↗ 180 19% 150 21%

NanoCore ↗ 139 17% 97 14%

Emotet ↙ 102 13% 174 19%

njRAT ↙ 101 11% 117 10%

LokiBot ↙ 77 11% 99 10%

Remcos ↗ 70 7% 49 7%

Formbook ↙ 68 7% 72 4%

Qbot ↗ 66 6% 65 7%

Quasar ↙ 62 5% 65 3%

Netwire ↗ 50 4% 31 5%

Total 1185 100% 1208 100%
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Is someone already doing this?
Adoption is happening, yet complex to share

Source: https://www.crowdstrike.com/resources/reports/2019-crowdstrike-global-threat-report/
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Now what’s so difficult?
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Factual validation options

Adversary 
Playbook

Threat hunting
Signatures

etc

Automated

Breach ‘n attack 
simulation (e.g. MITRE 

Caldera, Scythe, 
AttackIQ).

Manual

Red teaming. 
Penetration testing. 

Threat modeling.
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Using the red team
There are things you can learn before it’s too late

Source: https://redteam.guide/

Good book for 
getting introduced 

to what red teaming 
is in a non-military 

context



24@gertjanbruggink

The other ‘debate’
Simulation vs Emulation

Shout out to our friends at NVISO, specifically Jonas Bauters for great summary.
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Using the red team for simulation & emulation
Putting your playbook knowledge to use

Ambiguous picture showing a potential attack scenario flow based on ATT&CK 
which you by now have stored in your playbook
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MITRE’s subtechniques 1/2 
Bringing RT and CTI even closer

Source: https://attack.mitre.org/beta/

TLDR
Better granularity.

No replacement for manual 
summaries.

Improved mapping options.

See the nuance?
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Current Future status of the tooling debate
The discussion is akin for some measurements
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Current Future status of the tooling debate
The discussion is akin for some measurements

Release time

T1002 Data Compressed  

Compilation timestamp

Awesome discussions through early headsup!

Crazy cross-collaboration blog posts!

Cool reporting!
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Getting the Red team report
Usually something like this

Source: https://redteam.guide/docs/templates/report_template/

Attack sequence

Critical steps

Summary

Little burn here and there

Recommendations

http://github.com/olafhartong
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Building deliverables together 1/2
Teamwork makes the dream work

• What can/can’t we measure?

• Mean-time-to-detect (when/where) + 
rationale (luck vs skill)

• Dealing with creativity & exploiting 
known loopholes

• Sync measurements into your playbook

Time?

Time?

Action?

Targeting?
Who?

Recon?
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Building deliverables together 2/2
Match reference frameworks as you can, but not more.

Example
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How can we understand what’s next?
There are many approaches, yet I’ll only focus on one in particular

Applied 

Purple
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Applied purple example flow

Reporting & 
data model

Hypothesis 
development 

& threat 
hunting

Manual re-
validation 

through red 
teaming

Setup VECTR 
for 

measurement 
between red 

& blue

Establish 
playbook

Intrusion & 
Red teaming 

Analysis 

More on applied purple, amazing preso by @jorgeorchilles: 
https://www.sans.org/cyber-security-summit/archives/file/summit_archive_1571685484.pdf
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Applied purple: Intrusion/RT analysis + playbooks

Intrusion Y: Red team

$Threat.library

Store it in a place where
you can easily find stuff and apply

analytics

√√
Intrusion X: Adversary
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Applied purple: use VECTR to facilitate collaboration 1/2
√√√

https://github.com/SecurityRiskAdvisors/VECTR

VECTR is just a tool.
Some folks already benefit 

from a conversation 
between red & blue. 

Tailor your approach & tool 
to your org.
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Applied purple: Report red teaming inside VECTR
√√√√
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Applied purple: Hypothesis-based hunting
√√√√√

Also think about the 
automated testing via 

Breach and Attack 
Simulation tools
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Applied purple: Reporting & data wizardry
√√√√√√

The goal is never just 
good or bad. 

The approach is 
striving to continuous 

control testing.
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▪ Purple approach is no silver bullet; 
I consider it an effective means to test defenses, controls and risk

▪ Start measuring to create better data, discussions and decisions

▪ There are no excuses for blue; work smarter, not harder 

Closing thoughts
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Cheers!

Gert-Jan Bruggink | gj@falconforce.nl

Special thanks to Ikea for using their visual references


