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In The Next 
45 Minutes…

Apply CTI and the MITRE ATT&CK 
framework to emulate an adversary

Demonstrate how doing this can 
improve visibility to the blue team 

Enabling threat hunters and 
operationalize the intelligence 
collected within Security Operations
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How Can We Be Better with Hunting, 
Detecting and Defending?
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How Do You Emulate Your Adversary?

•Unit testing has great value to test 
visibility for specific techniques
• Leverage techniques like these 

throughout
•Automated can be very useful

•What are you trying to accomplish?



Training Realistic

FUN!Competition



https://hackernoon.com/introducing-the-infosec-colour-wheel-blending-developers-with-red-and-blue-security-
teams-6437c1a07700











Identified in 2008 Identified in 2014

https://www.crowdstrike.com/blog/who-is-fancy-bear/





https://www.fireeye.com/blog/threat-research/2018/11/not-so-cozy-an-uncomfortable-examination-of-a-
suspected-apt29-phishing-campaign.html



https://www.microsoft.com/security/blog/2018/12/03/analysis-of-cyberattack-on-u-s-think-tanks-non-
profits-public-sector-by-unidentified-attackers/





Source: MSTIC

Strontium (APT28)









Goals

• Spearphishing Link (.lnk file)
• Domain Fronting
• Accessibility Features
• Pass the Ticket (Golden Ticket)
• NTDS.dit









Construction Challenges

• Could not get a copy of Cobalt Strike
• PowerShell Empire was not an option
• Metasploit filled the gap

• Wanted to exercise LOTL, not just MSP
• LOTS of encoding

• Strong desire to have a cloud component
• All workstations needed to be Windows 

10 running Windows Defender
• Server was Win2012

• Needed to be different from prior year’s 
scenario



Tools

• Metasploit
• Rubeus
• Mimikatz
• SDelete
• RDPWrapper
• PSexec.exe
• Tar.exe
• Microsoft Remote Desktop
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.LNK File

• Lnk file with embedded
PowerShell that is 
zipped (and password protected)

• Lnk file is placed in GDrive
• Upon execution

• Runs PS command to download from cloned website a pdf that lists all the sessions
• Opens the pdf
• Disables WinDefender on local system using a nice registry/scheduled task bypass 

technique
• Runs PS command to download from staging server and executes



Credential Attacks

• Mimikatz
• Metasploit Module (Kiwi)
• Mimikatz (lsadump/kerberos)
• PowerShell Script

• Rubeus
• Golden Ticket
• Newer tool, wanted to 

exercise it
• Very easy to use
• Microsoft Sysmon and 

Windows Events Logs (4688)



Beacon

• Unencrypted

• Outbound Web URL
• Subdomain included things like

• Time
• System
• User

• Tells me who has logged into that system since compromise 
and beacon was set

• Since registry modification occurred, we know that creds 
could be available via cleartext for mimikatz



RDP Pivot / Accessibility Controls

• Sticky Keys
• Meterpreter Port Forwarding

https://tento.hatenablog.com/entry/2019/07/10/070040













Verification & Validation

• As we ran our attacks:
• Users were created
• Beacons responded
• Creds dumped

• Afterward, validate by hunting against the 
data set
• How do these attacks mesh with our defensive 

posture?

• Without that, all of this is just fun and games



https://hackernoon.com/introducing-the-infosec-colour-wheel-blending-developers-with-red-and-blue-security-
teams-6437c1a07700











Bridging the 
Data Gap

• What can’t we see

• If we can’t see it, we 
can’t hunt it

• If we can’t hunt it, we 
can’t detect it







More Robust Detections

Compound 
detections based on 

TTPs

Risk based 
perspective where 

atomic activities add 
up over time

Determine what is 
normal and let me 
know when things 
stop being normal



Tips to create your own adversary

• Perfection Is Unobtainable
• At some point, diminishing returns

• Identify the key goals you want to 
exercise
• Techniques come along

• Leverage your threat intelligence
• Open source is a fine fall back
• Make sure your adversary fits you

• Focus on the upper end of the 
pyramid



• No Cobalt Strike

• Won’t always have access to every 
tool

• It really didn’t impact our overall 
scenario?

• Find a workaround

• Stay focused on your goals
• Defensive side visibility



Final Thoughts

• Testing individual techniques is 
good but techniques in concert 
with associated techniques is 
better!
• Leverage a common taxonomy
• Know who your adversary is
• Don’t try to be perfect
• Identify gaps in your data and 

improve visibility 
• Develop better detections
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Thank You! John Stoner

@stonerpsu


