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ArrayAG and CVE-2023-28461  

© 2024 LAC Co., Ltd. 

• About ArrayAG 

• Commercial SSL VPN 

• 6000+ devices(ZoomEye Search) 

• Top5 country:  
China, US, Japan, India, South Korea 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The ArrayAG vulnerability 
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• About CVE-2023-28461 [1]

• FileRead PoC is now opened

• CVSS v3.1↓[2]  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Example of attack - PoC for FileRead Vulnerability[4]  

© 2024 LAC Co., Ltd. 

decoded URL: client_sec/%00../../../addfolder

PoC URL: https://github.com/MD-SEC/MDPOCS/blob/main/Array_VPN_FileRead_Poc.py



Example of attack - RCE URL Example  

© 2024 LAC Co., Ltd. 

Attacker URL contains OS command (RCE) and  
targeted filename  

→What files attacker viewed?  

→What commands they used?  

→How can they abuse VPN?  

Example of decoded URL:
client_sec%00/../XXX?path=:[OS command and TargetFile]|&service=[OtherSettings]

Null injection and Path Traversal to access 
vulnerability compromised script.

OS command injection to perl command “open” function.[5]



Incident A timeline  

Date Description Tactic

2023/4/14 FileRead vulnerability was abused. Discovery

2023/4/24 Log file and config file was viewed by RCE vulnerability. Discovery

2023/4/25 FileRead vulnerability was abused. Discovery

2023/5/7 Log file, config file and database was viewed by RCE vulnerability. Discovery

2023/5/9 10:45 Executed a custom python script to modify user information. Initial Access

2023/5/9 10:49 VPN authentication succeeded from attacker’s IP address. Initial Access

2023/5/9 10:51 Executed a custom python script to delete user.
(Didn’t work?)

Defense Evasion

2023/5/9 11:00
~
2023/5/9 11:01

Compiled a C lang file.
Rewrote crontab file to grant SUID to created binary.
Command executed via custom binary with higher privilege.

Privilege Escalation

2023/5/9 11:11 Executed a custom python script to delete user. Defense Evasion

2023/5/9 12:00~ Victim notified attacks and applied mitigation. -

2023/5/9 14:25~31 Attacker tried to attack again but URL denied by keyword rule. -



Incident A remarkable activities  

• Crontab rewriting to execute with root privilege. 

• Executed command with root privilege: “shutdown –r now” 

→Restart appliance activity tell victim that their network become abnormal. 

• Discovery phase activities 

• Used commands: ls, tail, cat, psql 

• Viewed files: nginx_access.log(contains username), ca.conf.AccessDirect, etc.. 

• Viewed tables: tbl_user, tbl_group, etc.. 

• User info(password, auth method, etc..) modification by custom python script. 

• Python script contains a valid user account name. 

→Discovery phase succeeded. 

• Management CLI command in script. 

→Attacker well understands ArrayOS system. 

 

 



Incident A remarkable activities  



Incident B timeline  

Date Description Tactics

2023/4/7 FileRead vulnerability was abused. Discovery

2023/4/14 FileRead vulnerability was abused. Discovery

2023/4/24 13:18~20 Log file was viewed by RCE vulnerability. Discovery

2023/4/24 20:10 Log file was viewed by RCE vulnerability. Discovery

2023/4/24 20:13 Authentication failed from attacker’s IP addr. 
Failed reason: device ID pending

Initial Access

2023/4/24 20:14 Database was viewed by RCE vulnerability.
Viewed table: tbl_hardwareid, tbl_deviceid

Discovery

2023/4/24 20:18 Database was modified by SQL with RCE vulnerability. Initial Access

2023/4/24 20:19 VPN authentication succeeded from attacker’s IP addr. Initial Access

2023/4/24 21:54~56 tar file creation.
Access to tar file.
Delete tar file.

Discovery
Exfiltration
Defence Evasion

2023/4/25 FileRead vulnerability was abused. Discovery



Incident B remarkable activities  

• Device ID authentication bypass by database modification. 

“update  tbl_deviceid   
set status=1 ,group_name=“XXX,YYY"  
where device_name=“[Attacker’s hostname]" ;“ 

 

• tar file creation to exfiltrate a log file. 

“tar zcf   /path/to/tar/file /readme. tmp  /log/path /nginx_access.log “ 

 

• tar file was removed → Indicator Removal techniques 

“rm  /path/to/tar/file/ readme.tmp”  



Conclusion  

• Attacker executed OS commands as follows: 

• Crontab rewriting and custom binary from C lang → Privilege Escalation 

• ls, tail, cat, psql → Discovery 

• tar, rm → Exfiltrate, Defense Evasion 

 

• Attacker interests in credential/config information  during discovery phase. 

• Stole information was leveraged in initial access phase. 

 

• Attacker has some weapons to modify authentication to abuse VPN. 

• Custom python script → change password, auth method and user role. 

• SQL execution → Device ID authentication bypass. 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