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not represent those of my employer.
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Sharing a Common Frame of Reference

• Differential equations and race 
conditions are real in cyber security
• Defenders and attackers operate at 

various speeds to complete objectives

• Intelligence speeds up how quickly we 
can complete the defender’s OODA loop
• But first, we need a common operating 

picture of what everyone’s role is and 
how we contribute

./synergy.sh



Sharing a Common Frame of Reference

• Collaboration is most effective when 
we understand what each other do

• Almost certainly are there unspoken 
expectations on both sides, never 
voiced, about job role responsibility

./synergy.sh

The NICE Framework is comprised of the following components:
! Categories (7) – A high-level grouping of common 

cybersecurity functions

! Specialty Areas (33) – Distinct areas of cybersecurity work

! Work Roles (52) – The most detailed groupings of 
cybersecurity work comprised of specific knowledge, skills, 
and abilities (KSAs) required to perform tasks in a Work Role



A CTI ANALYST PROVIDES TIMELY, RELEVANT, 
ACTIONABLE INSIGHTS ON THREAT ACTORS, 
CAPABILITIES, MOTIVATIONS, AND THE THREAT 
LANDSCAPE TO INFORM RISK EXPOSURE DECISIONS 
AND CYBER DEFENSE ACTIONS

CTI Support and Stakeholders
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! “Mandiant Cyber Threat Intelligence Analyst 
Core Competencies Framework” published 
in May 2022

! Helps solve 3 problems:

! G+:)B$*&,(,915-&3*)B-"&:,-"B,15

! >*)D#7$&,5:#*,(-&,(,915-5&7$D$9):+$(-,9&
30#7$:)5-5

! ).$*&(.;.1&"&**(,<(=-!(1,4&*(."%(
1&*+,"*$6$4$'$&*(',(#76&1(*&#31$'7(+.1'"&1*

! Broken into 4 pillars with 12 competency 
areas with 178 defined KSAs

! Thanks to James Sadowski,  Kelli Vanderlee, 
Steve Stone, Jeff Compton, Joe Slowik, and 
Jake Williams for helping develop this 
framework

CTI Analyst Core Competencies
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! Apply logic and reasoning

! Undertake efforts that align with 
the business

! Considers current and future 
needs

! Deep knowledge on industry 
construct and trends

! Ability to devise out-of-the-box 
solutions

./0/&"%*(&+1(2+&'30#0

! Understand internal and external data 
sets and tools

! Understand the limitations of IOC types

! Identify unique fingerprints and 
patterns

! Mine, interpret, extract, store, and 
pivot on relevant content 

! Generate intelligence on technical, 
cultural, or linguistical leads

4+5/0$#-&$#5/(6#+10/$

! Employ inquisition and familiarity 
with adversary operations, tradecraft, 
and forensic artifacts to determine 
logical next steps

! Devise novel solutions by applying 
out-of-the-box thinking

CTI Analyst Core Competencies
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! Adapt presentation of analytic 
conclusions, research, and 
methodologies to audience type

! Leverage CTI and industry 
frameworks to graphically depict 
adversary workflows

! Understand how to leverage CTI data 
sharing communities of interest 
(ISACs/ISAO) and data storage and 
sharing standards (JSON/STIX and 
TAXII)

)/&8:7",(&+1(;87$#7+&'(4+$/''#-/+%/ <90#+/00(2%98/+

! Forecast changes in risk exposure 
based on shifts in organizational 
mission, vision, goals, and public 
persona

! Understand industry specific 
processes and technologies ex) 
FinTech systems

! Determine when and how to engage 
peers and leadership

! Provides opportunities and solutions

! Able to navigate tricky situations, 
diffusing conflicts as they arise

! Ability to motivate and cultivate a 
positive environment

! Awareness of how actions can be 
conveyed by others and calibrate 
responses accordingly

CTI Analyst Core Competencies
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! Active Directory, Kerberos, and the 
role of GPOs 

! Identity and access management

! Security roles and attributes

! How systems operate and interact 
with one another

! Virtualized infrastructure

! On-prem, hybrid, and off-prem cloud 
computing solutions

!3?/"(@/%9"#$3(;%7030$/8

! NIST Cybersecurity Framework (CSF) 
and its five phases 

! NIST SP 800-53 cyber security 
controls

! Cyber security hygiene best practices

!3?/"(@/%9"#$3(.7'/0(&+1(
./0=7+0#?#'#$#/0

! How each role supports risk exposure 
management

! Interplay between job roles to 
support collective defensive efforts

! ! esponsible, " ccountable, 
#oordinated, and $nformed (RACI)

! Service level agreements (SLAs)

CTI Analyst Core Competencies
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! Identify the roles and responsibilities 
of individuals in an offensive cyber 
program

! Understand resource constraints and 
outsourcing considerations

! Understand actor motivations and 
differentiate between enduring vs. 
tactical requirements

! Pinpoint drivers that should shift 
targeting priorities or TTPs

)*"/&$(!7+%/=$0(&+1(D"&8/:7",0

! Vulnerabilities and Exploits

! Malware and interactive operations

! Adversary mid-point Infrastructure

! Attribution methodology, intrusion sets, 
and threat activity group nomenclature

! Key CTI frameworks and the problems 
they help the CTI community solve to 
include MITRE’s ATT&CK, the various kill 
chain models, and the Diamond Model of 
Intrusion Analysis

)*"/&$(2%$7"0(&+1())E0

! Loosely identify actor affiliation based 
on vendor naming convention

! Reasoning why vendors do not borrow 
each other’s threat actor group names

! Characterize elements of adversary’s 
operational tradecraft 

! Explain how key concepts like remote 
access, persistence, lateral movement, 
staging, and data exfiltration

CTI Analyst Core Competencies
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! F*.5)C$*'$+5$(&%&2)*.'$+2.&')*'1)&"'.2=$.

! Q$'5#)%(&2A$'%.'&26$'5$#62&.

! b9%-'2*'&"$',2G$')Gc'.$..2)*.'%#$'2*(#$=21,-'"$,5G0,

! [0*("'%*=',$%#*._1#)@*'1%3.

! 40,&2A%&$',2%2.)*'%=A)(%&$.'%*='("%652)*.

! K#)A2=$'.()5$='JL7.'%*='G$$=1%(C'

! P.&%1,2."'#$%,2.&2(':[;.

Parting Thoughts



Resources

'(-*)70/#(3&-"$&2,(7#,(-&!1=$*&;"*$,-&
'(-$99#3$(/$&K!;'L&8(,915-&!)*$&
!)+:$-$(/#$5&?*,+$B)*6&M9)3

2,(7#,(-&!;'&8(,915-&!)*$&
!)+:$-$(/#$5&?*,+$B)*6&K7#*$/-&9#(6L

2,::#(3&.8A.&?@4NOP&!)D$*,3$&-)&-"$&
2,(7#,(-&!;'&!)*$&!)+:$-$(/#$5&
?*,+$B)*6

M*$,6#(3&'(-)&-"$&!;'&?#$97Q&
E$+15-#%1#(3&-"$&'(-$*D#$B&>*)/$55&,(7&
>*,/-#/$&R0$5-#)(5

CD5EC("&&5.>__&2*-0#,B()6_4!7M4)#$M4)65$&$*(2$.

https://www.mandiant.com/resources/blog/cti-analyst-core-competencies-framework
https://www.mandiant.com/sites/default/files/2022-05/cti-analyst-core-competencies-framework-v1.pdf%5d
https://www.sans.org/blog/mapping-sans-for578-coverage-to-the-mandiant-cti-core-competencies-framework/
https://www.mandiant.com/resources/blog/cti-analyst-core-competencies-framework
https://tinyurl.com/CTI-Core-Competencies
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