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Search is used in many areas of cyber security…

https://*/api???17.php 

Match?

https://evil.ch/apiput17.php 
https://evil.ch/apiget17.php 
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Searching for binary code…

Match?

abc.exe               91%
contract.exe    73%
…

New malware



Searchable binary code
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Binary code similarity

55 31 D2 89 E5 8B 45 08 56 ...

=~

55 31 D2 89 E5 88 4C 13 01 ...

Broad representation of a file, includes 
(meta-)data, strings and code.

Brittle to compiler differences, code 
mutations, new variants.
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Binary code similarity

BinDiff Diaphora
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Binary code search engine



Using code search for
malware identification
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Malware identification

Trickbot

Cobalt Strike

Mimikatz

Unknown binary is 
80% similar to Cobalt Strike

Malware identification: Determine malware family for a piece of unknown malware. 
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Malware identification
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● Almost all “new” malware is a variation
of previous versions. 

● Variations happen because:

○ bypass detections (explicit)

○ malware evolution (implicit)

● There is of course completely new malware, but that is rare.

● What we need is a solid signature that is resilient to variations.

Resilient identification against malware variants
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Code search for malware identification

70% match



Mutated MimiKatz
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Mimikatz project

Source: https://github.com/gentilkiwi/mimikatz
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Bypassing Windows Defender & Yara rules

● INDICATOR_TOOL_PWS_Mimikatz (DitekSHen)
● Mimikatz_Gen_Strings (Author: Florian Roth)
● Mimikatz_Strings (Author: Florian Roth)
● win_mimikatz_w0 (Author: Benjamin DELPY (gentilkiwi))
● mimikatz (Author: Benjamin DELPY (gentilkiwi))

Source:https://github.com/a0rtega/metame

Source: https://github.com/matterpreter/DefenderCheck
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Resilience through code search technology

Mimikatz DD

EE

FF

GG 

CC

BB

AA

DE

FA

FD

GG

XF

BC

AA

Mimikatz 
Modified

5/7 are similar or equal
~70%



Making OSINT searchable 
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How to relate an unknown binary file to OSINT?

Unknown binary

Is it related 

to OSINT?

Hash

Sandbox

IPs

Mutex

URLs

YARA signatures

Code search
signatures

Malware 
family

OSINT
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How to relate an unknown binary file to OSINT?

Unknown binary

Is it related 

to OSINT?

Hash
OSINT

Sandbox

IPs

Mutex

URLs

YARA signatures

Code search
signatures

Malware 
family

Code search
Similar to …



Unknown binary OSINT search



Page/ 22

Unknown binary OSINT search
OSINT reports, blogs, Twitter

03

Show OSINT

02Submit unknown  binary 

01

21277311d341e032a6b08ce3bd039cda
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VSingle JPCERT report
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VSingle JPCERT report
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VSingle Symantec report
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VSingle Symantec report
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OSINT indexing workflow

OSINT
search engine

OSINT reports, blogs, Twitter

01

Extracted file hashes

02

Show OSINT

05

Index binaries

Malware binaries 

03

04
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Some real-world challenges

● Many malicious binaries are packed and the relevant code can only be 
found by statically or dynamically unpacking the binary files.

● Each binary contains library code. Need to avoid comparing library code 
with library code.

● Get the actual binary referenced in the sources.



Key Takeaways

www.threatray.com
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● The amount of variants and mutations it necessary to move towards resilient 
malware identification.

○ Code search technology can provide the next step in this direction.

● OSINT reports hold a lot of value – but it’s locked behind hashes.

○ By transforming binary code into a searchable IOC, we can unlock their 
potential.

Key Takeaways
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