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Intro into ICS/OT



Some Common Acronyms
OT Operational Technology IT Systems that control industrial or 

physical processes

ICS Industrial Control Systems Specialized computing equipment that 
directly manipulate and/or control 

physical processes
IACS Industrial Automation and Control 

Systems
Same as above, this term is more 

commonly used in Oil & Gas and O#shore

PLC Programmable Logic Controller A computer that is ruggedized and 
adapted for industrial control. 

programmed 
RTU Remote Terminal Unit More advanced version of a PLC that 

interfaces with DCS or SCADA systems

IED Intelligent Electronic Device Controllers for power system equipment 
in the electric industry

DCS Distributed Control System Combination of OT and ICS to enable 
realtime control industrial processes

SCADA Supervisory Control And Data 
Acquisition

Even larger scale visualization and control 
of industrial processes, not realtime

HMI Human Machine Interface Your fancy operations UX

EWS Engineering Workstation The computers used to program, 
configure, and update control systems

SIS Safety Instrumented System Dedicated controllers to maintain safety 
of industrial processes



What is OT/ICS?
IT + Physics



The Mission is 
Different
Priorities are: 
1. Safety & Reliability of 

Operations 
2. Business 
3. Everything else 



Safety & Reliability
In ICS environments we are dealing with hard real-
time requirements, proprietary systems that often 
must not be rebooted during plant operation and 
equipment lifecycles of 10-30+ years.
Interaction with these environments requires 
understanding the procedures, regulations, and risks 
involved. Physical impact can often lead to huge 
financial losses, environmental damage or even 
danger to loss of limb or life.



The Purdue Model

Source: https://www.automationworld.com/factory/iiot/article/21132891/is-the-purdue-model-still-relevantSource: https://en.wikipedia.org/wiki/Purdue_Enterprise_Reference_Architecture

• The Purdue Model (PERA, Purdue Enterprise Reference Architecture) is a reference architecture that can model the enterprise in multiple 
layers and in multiple stages of the architectural life cycle


• This was not (strictly) built with security in mind, but is a good model to understand zoning and different requirements

• Oftentimes, especially in manufacturing, this is rather conceptual and zoning recommendations are not strictly followed


SCADA

DCS



What this Means for ICS/OT Security



Working in Live Environments



Short Interlude
Read this book!

! We live in - very - volatile times

! Given our current posture, we 
will hardly be able to avert 
serious incidents

! Organizations, companies, and 
individuals need to learn to 
adapt to living through „right of 
boom“ 



Current Challenges in ICS/OT
Cultural:

• Many CISOs do not understand IT <> ICS/OT differences

• IT Security requirements clash with Safety regs and regulations

• IT and OT staff often do not understand each other

• „Our OT environment is air-gapped“

• What they believe this means: there is no connection between Internet and OT

• What it actually means: you cannot reach OT directly from the Internet


Technical/Procedural:

• Standards are 90% prevention focused, detection & response capabilities are 

afterthoughts at best

• Lack of ICS/OT aware visibility

• No dedicated ICS/OT Incident Response Plan

• Plans don’t get exercised



Examples of ICS Cyber Attacks Examples of ICS Cyber Attacks 







Hybrid Warfare
Because there is no Cyberwar



The 5 Critical Controls
Because you need to focus

1. Defensible Architecture


2. ICS/OT Aware Monitoring


3. ICS Incident Response Plan


4. Key Vulnerability Management


5. Multi-Factor Remote Access 
Authentication



The 5 Critical Controls
Because you need to focus

1. Defensible Architecture

2. ICS/OT Aware Monitoring

3. ICS Incident Response Plan

4. Key Vulnerability Management

5. Multi-Factor Remote Access 
Authentication

} We will focus on these



Case Study: The Ghost in the 
Machine



Scenario
• In February 2021, dead of the night, somewhere in 

the Middle of Nowhere (TM), in North America, the 
gas turbines at a peak power generation site, turn 
on and idle


• The SCADA operations had not issued a START 
command


• There was no need for peak electric power 
generation


• The local operations team had not issued a 
START command

• The operator activated their ICS Incident 
Response Retainer and Dragos responders 
arrived at the site within 8 hours


• There was no OT (or IT) monitoring solution in 
place


• The firewall had not recorded any incoming 
connections


• No one from the local operations crew had 
entered the control shed next to the turbine & 
generator hall



How would you investigate?



Who said you can just dive right 
in?



Remember
Safety & Reliability 
come first! 

You will go exactly 
nowhere without 
proper PPE

Source: https://www.thinknsa.com/power-generation-safety-ppe



What questions would you ask?



The Knowns
• Neither the SCADA control center nor the local team issued a START 

command for the gas turbines

• At the time the turbines were started (and a few days before) there 

were no incoming connections logged by the local firewall

• CCTV footage did not reveal anyone walking up to the door of the 

control shed

• Initial forensic triage of the HMI that controls the turbines did not 

reveal any unauthorized access. Actually no access at all. 

• But right around the startup of the turbines, some applications were 

launched, including the one that starts the turbines



The Unknowns
• Are there other remote connections into the local network?

• Might there be another way into the control shed not monitored by 

CCTV?

• Might malware have been planted on the HMI some time ago

• There might be an insider threat

• There might be a root cause entirely unrelated to „cyber“



The Unknown Unknowns
Your guess is as good as mine !!

Remember: every investigation requires the right combination of thoroughness, process, and an open mind.



• While examining the control 
shed, the responder notes it is 
very cold in there


• Moisture has condensed on the 
HMI



Hypothesis: moisture might have caused 
„ghost input“ on the HMI’s touch screen



How do you verify this 
hypothesis?



Meet an unexpected built-in 
Windows forensics tool 

• Usually you are not allowed 
to install any software on 
ICS/OT systems


• Sometimes even running 
forensics tools from 
removable media is an issue, 
depending on regulations


• No forensic tool can help 
you determine a broken 
touch panel



Investigation Result
• It was determined a faulty touch 

screen on the HMI registered 
ghost input due to overpressure


• In ICS/OT Root Cause Analysis, 
it is important to understand the 
industrial processes involved, 
potential environmental effects, 
and overall context


• Remember:  
 
ICS/OT = IT + Physics



Active Cyber Defense Cycle

Threat Intelligence Consumption

Visibility

Threat DetectionIncident Response

Threat & Environment 

Manipulation



Threat Intelligence ConsumptionThreat Intelligence Consumption



The ICS Cyber Kill Chain

• High confidence attacks with the aim 
of process manipulation or physical 
damage require deep ICS knowledge


• This results in significantly longer dwell 
time of the adversary in a target 
environment


• An adversary might inadvertently 
disrupt the ICS during their „research“


• All of this presents more opportunities 
to detect the adversary „left of boom“



ICS TI Reports
• Consume reports focused on your


• Industrial vertical(s)


• Region


• Favor TTPs over IOCs


• Ensure you provide actionable intelligence 
internally, i.e. recommendations & guidance


• Understand your organization’s


• Threat Landscape


• Information Attack Surface


• ICS/OT Threat Intel providers


• ISACs


• CERTs


• Commercial



„Actionable Threat Intel“

• Good Threat Intelligence provides 
immediate value to defenders


• Common questions it should 
answer


• What do I need to focus on?


• What adversaries might be 
targeting my organization and 
what are their TTPs?


• What TTPs are they using along 
the Kill Chain?



Current Threat Landscape



VisibilityVisibility



OT = IT + Physics, remember?
IT



OT = IT + Physics, remember?
Physics



Visibility
! You cannot defend what you don’t 

know you have

! Visibility & monitoring solutions in 
industrial environments need to be 
aware of ICS protocols & context

! Whatever solution you choose, 
ensure it has su%cient protocol 
coverage for your ICS 
environment 

! You will need to at least 
conceptually map industrial 
process to network



How to Create an Asset Inventory

Passive Tra#c Analysis Active Scanning/Querying

Site Walkthrough Configuration Analysis



How to Create an Asset Inventory

Passive Tra#c Analysis Active Scanning/Querying

Site Walkthrough Configuration Analysis

Lowest risk/best results in 
combination

High risk of interfering with 
normal operations

Requires a high amount of 
subject matter expertise over 

various technology stacks, but 
good way to supplement other 

approaches

{





Threat DetectionThreat Detection



Threat Detection
The 4 Types of Detection

Environment Threat

Modeling Threat Behaviors

Configuration Analysis Indicators



Threat Detection
Configuration Analysis

Environment Threat

Modeling Threat Behaviors

Configuration Analysis Indicators

! Aka Whitelisting

! Great for investigations when 
baselines exist, especially for 
any host systems

! Usually generates too many 
(false) alerts for initial detection



Threat Detection
Modeling

Environment Threat

Modeling Threat Behaviors

Configuration Analysis Indicators

! Aka „Machine Learning“ or (even worse) 
„AI Based Detection“

! Statistical/Threshold Based Modeling to 
allow for some variance until an event is 
triggered

! Great for enhancing analysis and 
investigations, not only on network 
activity, but also for alerting on variance in 
industrial processes that cross a threshold

! Mostly not e#ective for initial detection as 
the vendor’s model is certainly not based 
on your ICS environment



Threat Detection
Indicators

Environment Threat

Modeling Threat Behaviors

Configuration Analysis Indicators

! Indicators of Compromise (IOCs) are 
the most common method for detection

! We are dealing with highly 
sophisticated adversaries in ICS/OT, 
they do use di#erent infrastructure for 
di#erent targets, thus often (even more) 
ine#ective for initial detection than in IT

! IOCs gathered during DFIR 
investigations are highly e!ective for 
scoping the extent of a breach, 
especially when enhanced/extended 
through Threat Intel consumption 



Threat Detection
Threat Behaviors

Environment Threat

Modeling Threat Behaviors

Configuration Analysis Indicators

! Threat Behaviors aka TTPs are the most 
e#ective for of detecting potentially 
malicious behavior

! It is hard for humans (think training, 
habits, budgets) to change behavior. 
Adversaries are humans, too !
habits, budgets) to change behavior. 

!
habits, budgets) to change behavior. 

!

! Sometimes di%cult to encode into 
detections in your (often IOC biased) 
defense toolkit

! If you are good at detecting typical 
adversary behavior, you will detect 
activity even if they are using 0-days



Mitre ICS Att&ck Matrix

Source: https://collaborate.mitre.org/attackics/index.php/Main_Page



Mapping Threat Groups & ICS Att&ck
XENOTIME



XENOTIME in Depth
Detect more than one technique per Kill Chain Phase



XENOTIME in Breadth
Detections over multiple Kill Chain phases



Coverage and Gap Analysis
Red and Yellow = Your Security Monitoring Program Roadmap



IT/OT SOC Workflow Recommendations
Remember the 2 stages of the ICS Cyber Kill Chain. It starts in IT!



Incident Response



Different Mission, Different Requirements
And a lot of different challenges…

Considerations 
• Regulations

• Compliance

• Laws

• Safety & Reliability

• Unions

• Governments

• Vendors

• Legacy/Unique Systems

• Data Collection



PICERL Differences
Preparation  

Identification 

Containment 

Eradication 

Recovery 

Lessons Learned



PICERL Differences
Preparation  

Identification 

Containment 

Eradication 

Recovery 

Lessons Learned

Industrial Incident Responders need prepare a lot more than IT IR



Preparation
Things to consider
• PPE. If you’re not wearing the proper gear, no entry

• Safety Certifications. Think NERC CIP, BOSIET, etc.

• Connectors, cables, and SW tools to connect to old/legacy 

equipment

• Out-of-band comms. Some plants are large and don’t have 

good mobile phone coverage. Verify the comms meet the 
local safety requirements!


• How to obtain forensic data from ICS systems

• Where to analyze the data. Are you allowed to remove data 

from the plant? The country? 




PICERL Differences
Preparation  

Identification 

Containment 

Eradication 

Recovery 

Lessons Learned

Industrial Incident Responders need prepare a lot more than IT IR

Identification ideally performed by OT SOC, but often IR does this



Forensic Data Sets
You need to map cyber to physical process
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PICERL Differences
Preparation  

Identification 

Containment 

Eradication 

Recovery 

Lessons Learned

Industrial Incident Responders need prepare a lot more than IT IR

Identification ideally performed by OT SOC, but often IR does this

IR advises, but OT Operations team 
performs containment, eradication, 
and recovery}



PICERL Differences
Preparation  

Identification 

Containment 

Eradication 

Recovery 

Lessons Learned

Industrial Incident Responders need prepare a lot more than IT IR

Identification ideally performed by OT SOC, but often IR does this

IR advises, but OT Operations team 
performs containment, eradication, 
and recovery}
IR supports lessons learned, implementation is a cross team e#ort



Collection Management 
Frameworks

Collection Management 
Frameworks



Collection Management Framework (CMF)
What: 
• A “Collection Management Framework” is 

a process for identifying and documenting 
data sources which could answer 
important business-related questions or 
investigations


Why: 
• Locating resources preemptively reduces 

a team’s response time to an incident

• Conducting a CMF will identify gaps in 

visibility and enable defenders to fill them 
before the data is needed




Process
The 5 Steps of a CMF

1. Develop requirements

2. Develop a collection plan

3. Enhance the collection plan

4. Test the plan

5. Update the plan



Develop Requirements
What: 
! Achieving business objectives requires 

information. “Requirements” are questions 
which seek that necessary information

Why: 
! A list of requirements (questions) enables 

defenders to search for data sources and 
decide which  are relevant, which exist, and 
which do not.

How: 
! Initial requirements for a CMF generally 

address the safety of mission-critical systems.
! Other requirements can be drawn from 

activities like table-top exercises, Crown 
Jewels Analysis, vulnerability analysis, etc

Example
What were the most 

critical items in our last 
vulnerability scan of 

Refinery A?

How could an adversary 
exploit these?

What activity-groups 
target our industry?



Develop a Collection Plan
What: 

The Collection Plan is the product – it can 
take whatever form is useful to the analyst. 
A Collection Plan for incident responders 
may be an excel sheet of assets and log 
repositories while one about vulnerability 
analysis might be a list of links to 
documents such as an asset inventory and 
system update policies.

How: 
Break down requirements into specific 
questions which can be answered by data 
sources. Identify if the data sources exist and 
add them to a CP.

Example
An activity group which 

targets your industry has 
started a new spear 

phishing campaign. How 
could you tell if an 
employee clicked a 

malicious link?

! Firewall logs
! DNS logs
! IDS alerts…



Enhance the Collection Plan

What:
In this phase, an organization should 
enhance existing data sources (e.g. 
retention period of logs), create data 
sources where they do not exist but 
should, and create new policies and 
procedures to streamline access to data 
sources.

Why:
As the team investigates its data sources, 
it will recognize gaps and points of tension 
which will unacceptably inhibit responses.

Example 

! Windows logs on the IT 
network are forwarded to 
a central server, but not 
on the OT network – fix it!

! The current procedure 
means it takes an analyst 
at least a day to retrieve 
firewall logs – consider 
making an emergency 
procedure to shorten that 
time, at a minimum.



Test the Plan
What: 
! Implement the collection plan and 

observe for strengths and 
weaknesses.

Why: 
! Changing the way assets log or 

various policies and procedures may 
create new issues.

How: 
! Develop and act on training scenarios 

requiring the use of the collection 
plans

Example 

A system may have greater logging 
capacity than was previously utilized. 
Turning on these new logs may 
reduce retention of all logs below an 
acceptable level, requiring further 
tuning.



Update the Plan
What: 
! In addition to making any changes 

made apparent by testing, the entire 
system must be continually assessed 
and modified. 

Why: 
! Over time, requirements will change, 

and data sources will cease to exist 
or new ones will be added. Without 
editing, it will not provide useful or 
accurate information.

Example 

Your company has sold off a 
business line whose infrastructure 
included your Windows logging hub. 
Build a new hub and update the CMF 
accordingly.



Example CMF



Threat & Environment 
Manipulation
Threat & Environment 
Manipulation



Environment
How to Prepare

• Think in scenarios, e.g. 
ransomware, worms, attacks 
against crown jewels


• Prepare for segmentation ahead 
of time, i.e. logical network 
separation through firewall rules


• Ask yourself, how long the 
process can sustain separation


• Have a plan & exercise it



Threat
Understand the Threat

• Leverage good Threat Intel


• Who are you dealing with?


• What might be their objectives


• Understand their TTPs and tools


• Identify weaknesses in your 
environment and their TTPs and tools


• Leverage your knowledge for 
defense, buying your team time to 
eradicate and recover



Threat HuntingThreat Hunting
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! +,-<#.$%.-(0/)=,'$/-("

! 1#+2-"3(4"%55,'(+-(6-&+"-$$#".
! 7,.+-",%&(8..#+.



!"##$%&'"()*+(+,$-$(&)./+-$0"/1

!"#"$%&'()* !*+",-."#-&.$/(&)*++

!"#$%&''()*+, -(.&/,

!#$$'&01$(23$#&4"*0, 56(.&/,

!#$$)&01$ 70+"0$$#"0+ 56(.&/,

!8''(9$4%*#:(;&348#$ <(.&/,

=#*1$,,(>",4*#"&0( ?6(.&/,

;*04#*''$#, 9*0$(@A&"'&B'$



!"#$%&'()*+,'-&'.,+/#01,'233/1*4$/5

! !"#$%$"$&"'(
! !"#$%&
! '(#$%&

! !))*(%
! )**&%+",
! -(./%01+.12"#"&34

! !+$"%



!"#$%&'()'*

! !"#$%&'()%*+#,#*%-%..
! /'"%-"0#(+0..1%.+,0"&+#2&0%30-4+
51*5'.%+.122%..
! 6-7+#("%*#"0'-.



!"#$%&#

! !"#$%&'()%#"#"$)($")*+,)+*#$
%+-)"$./)%$*#0#12-)$32)2$"(+*,#"
! 4/",+""/(-"$./)%$5+67#,)$82))#*$
9:'#*)"$(-$.%2)$/"$;-(*<20=
! >+-)$)($?/-3$.%2)$3(#"$-()$?/)$
)%#$#:'#,)#3$-(*<20
! @6"#*1260#"$(?$A-(.-$231#*"2*&$
6#%21/(*



!"#$%&'()(*+,
! !""#$%&'()#'&)*&+&'#,-.,)/'&&*#.$&)01&'#"-2.)3&."&')*2,-.)-.42'5#"-2.)
"2)62)'&$2..#-((#.$&)2.)6&(#*-.#"-2.)1'2$&((7

! !"#"$%&'()*
! !"##$%&'#()*#"%+,-&(.#&+#"

! !"#$%&'()(*+
! ,*-*(.*&/+"$+
! 0#1"+2314+&%/$#*)&*(*5.($-#*)&
6(/$+

! ,*5+/77"++8/'&'()(*&322"142+&#*&
6#)6&8$"9/"*7:&3*%&;('/1"

! !"#"$%&'()*
! /#+0-"1(.%*+2"#

! 0#1"+2314+&%/$#*)&*(*5
.($-#*)&6(/$+

! ,*-*(.*&3%%$"++#*)&+437"
! <73**#*)&372#;#2:
! =>8#'2$32#(*&(8&%323&



!"#$%&'()(*+,
! !""#$%&'()#'&)(&*+,*-).#/,$,01()$0..#*+()"0)!2)3445)#*+)!2)6445)
$0*"'0//&'()"0).#*,71/#"&)+&(#/,*#",0*)7'0$&((8

! 5'&&/#*$&)97&'#",0*)2&*"&'
! !"#$%&'$()*+,+
! -."/()&.0#"(1,.$+&(+&2(+#),$#
! 34#$1&).5+
! 6+#"&'718#$1,9(1,.$

! !"#$%&'()*+#,&"
! 20*"'0//&')20..#*+)
:&(70*(&(
! 20*"'0//&');"#"1(

! -&"".*/0"(1/23/""&3/2
! !"#$%&'("#)"*+,-+./0+
1,"-)*2%('),"+-)3$&

! 4'('$-23+("(35&)&

! 4&%0"55(635#%&3*/
! !/#'.)<=&*"(
! >'&*+)!*#/?(,(



!"#$%&#'()#*+,&
! !"##$%&'()'$**')+,-+,./
! 0&1(234/+/'5(,)+%#$2+(,'(%'
)$*/+)+5$2+(,
! 64224%'",-4%/2$,-+,.'()'
4,7+%(,#4,2'
! 8/2$9*+/3'9$/4*+,4'()'(14%$2+(,/'
)(%')(**(:'(,'3",2/':+23',4:'
/5(14/



!""#$%&'
! !"#$%&'!"#$%"%&'"()*"+*,$+("+*-*./*01

! ()%$'!"2$$"3+$&0"$+"4&++$%1"5$66$%"$4"
)74('1

! *+",$!"8&(&"'$7+-*'1"2*&9":;,*+.*4-*1

! !-./01'2,'3!"<4="36&(&4(".''7*'"9.''*01

! *4')"5'!"8.0"%*",+$/*"$+"0.',+$/*"
)=,$()*'.'"%.()"-$4>.0*4-*1



Threat Hunting Summary

! !"#$%&"'(&)*)&+",-.$/0"1)02'//+3"'/4'+,",&'5&"4)&-"6..0"-+7.&-2,2,"
62%25'&).%8".&-254),28"-$%&25,"4.$/0"92"65.7)%6")%"&-2"0'5:8"/..:)%6"
;.5"<,.=2&-)%6<"4)&-.$&"'"(/2'5"&'562&"'%0",(.72>"
! ?-252"),"'",$9,&'%&)'/"0);;252%(2"92&422%
! !"#$%#&'%#'(#)*+'(,#'#)$,(-.
! !"#$%#&'/(-'$0-)1$+'%#'+(2)(#)')3+)*+')#4%-(#2)#$'1#56(-'/-(2'$0)'("$+%5)7



Threat Hunting - Hypotheses

! !"#"$%&'#()(**+),-.*&/"0"0
! !"#$%&'()"*+,-#.

! !"#"$%&'$()($*+,-)&./$)01+./)&0$2&&3$2)3,4
! /-,0%1)(,+'-2-,3%-.%$-.4

! 5,,($1&$6&7,$.*$')1%$%8*&1%,/,/$1%91$',$30&'$',$690$1,/1$:-92)(91,;)0-92)(91,<$#)-,0$1%,$
(919$',$%9-,"$

! =06,$922$1%,$*+,-)&./$+,/,9+6%$%9/$>,,0$6&7*2,1,(?$%.01,+/$/%&.2($#,0,+91,$:&+$()/69+(<$
%8*&1%,/,/$>9/,($&0$'%91$1,6%0)692$(919;1,2,7,1+8$)/$91$1%,)+$()/*&/92@$9$%8*&1%,/)/$A&+$
'%)6%$1%,$(919$1&$*+&-,;()/*+&-,$)1$)/$0&1$:&+$7&/128$0&1<$9-9)29>2,?$)1$)/$0&1$9$#&&($
%8*&1%,/)/"



Threat Hunting - Hypotheses

! !"#$%&'#$()*"+$(&$,&"-*.#'$/#0&'#$-('1,(1'*"+$()#$2,(*3*(45$*(6-$7)2($
(48#$&0$9288'&2,)9$&"#$*-$+&*"+$0&':
! !"#$"%&'()$*"#
! +(#,)-.-/0&'()$*"#
! 123(*45*0&'()$*"#
! 6-#"-78-."$"#5.&'()$*"#
! ($#9



Thank you for your time! Questions? 

Twitter: @kaithomsen


Email: kthomsen@dragos.com

That’s all folks! And remember: defense is doable!




