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Who am I

• Cyber Threat Intelligence Specialist, EclecticIQ

• Previously responsible for designing extensions for the EclecticIQ
Intelligence Centre

• Now doing threat research for EclecticIQ's Intelligence & Research group



Aim of the Talk

• Convey lessons learned from designing extensions for a threat intelligence 
platform

• Define requirements needed to start building structured intelligence 
extensions

• Detail the key goals of an extension
• Help analysts / engineers create extensions that work for them



Key Concepts



What is a TIP?

A centralised platform to ingest, normalise, correlate and 
analyze threat data from various sources to help support 

defensive operations



What is Structured Threat Data?

Structured Threat Data is information about cyber security 
threats that is consistent and machine readable. This is to 

improve system-to-system sharing, threat analysis and 
automation.



What are Extensions?

An extension is an add on to the TIP that allows for the ingestion of data from an 
external source or platform into the TIP; e.g. an incoming feed or an enricher.

Extensions exist to transform incoming data into a single consistent model and to 
provide flexibility for the TIP. 



• How do you want to represent 
threat data?

• What are the limitations of the 
platform you use?

• Can get inspirations from open 
source standards (STIX)

Define Your Data Model



The Data Life Cycle



Ingestion



Source Data Including IDs



Source Data Without IDs



How to Fix - Source Data Without IDs



Targeted Collection



In-Platform



Making Assumptions on Data



How to Fix - Making Assumptions on Data

1. Create Logic

2. Flatten



Leverage Platform Automation Capabilities



Too Much Related Data



How to Fix - Too Much Related Data



Consistent Classification

Classification Number
Unknown N/A

None 0

Low 1-33

Medium 34-66

High 67-100



Dissemination



Extension Tips for Dissemination

• The bulk of dissemination is automated

• Exact process will be platform dependent
• All platforms will use some kind of filtering
• This stage is reliant on good design decisions in the earlier stages



Enrichers



Granular Enrichers

What is the 
infrastructure used to 

download this file?



Enricher in Use



Key Goals & Tips



Goals & Tips

Tips to takeaway
• Keep it simple

• If the platform can do it, let it

• Avoid assumptions on data

• The extension is only as strong as its weakest 
link

• Extensions are about making the correct 
trade-offs between all stakeholders

Key Goals
• Ingestion of data within a reasonable 

timeframe

• Normalisation of data into a single model

• Correct classification of data

• Enrichment is granular



Any 
Questions?
blog.eclecticiq.com


