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Problem with existing CTI and OSINT

• The bread and butter of CTI and 
OSINT Reporting 

• Blogs and Social Media posts

• A ton of screenshots

• Dissecting how a malware, 
dropper, or campaign worked

• “Hey, look at all the cool things I 
can do. I am awesome, right?”



Problem with existing CTI and OSINT

• There’s a huge lack of transparency, 
argumentation, and logic!

• Just…. “Trust us!”

I need your source & information 
evaluation so I can assess whether to 

trust your reporting!

Source: Ramon Martinez, FOR578 Cybercrime student



Problem with existing CTI and OSINT

• Demonstrate to the reader WHAT you are 
basing your assessments on

• Assessments are built on data, information 
AND source & information evaluation

• Show us the trust you put in the sources you 
used and the data and information the 
sources provide

• More importantly, this is how we decide to 
trust your reporting, or not



Why we need the Admiralty System

Source: The  Clarion Ledger, Cartoonist Marshall Ramsey



Why we need the Admiralty System

Source: Screenshot, The Atlantic
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Why we need the Admiralty System

Source: Screenshot



• First to make a claim ➔dictates narrative

• Regardless of truth

• Tactic to 

• Bolster their reputation

• Gain credibility within underground 
communities

• Simply drive attention to their 
services.

Why we need the Admiralty System



Why we need the Admiralty System







• Unverified claims spread rapidly

• Amplified by the media and security 
researchers

• Eager to break news before conducting 
thorough verification

• Speculation turns into accepted facts

• Harder to separate legitimate intelligence from 
opportunistic noise

• One word: BIAS

Why we need the Admiralty System



Instead, intelligence teams should 

• Emphasize critical thinking & structured analysis

• Applying rigor, SATs, and frameworks like the 
Admiralty System 

• Assess both the reliability of sources and the 
credibility of claims before making public 
assertions

• If urgency demands preliminary reporting, it should 
be accompanied by clear disclaimers: 

• "We assess this to be... based on available 
information, with the following limitations..."

Why we need the Admiralty System



Introducing the 
Admiralty System
• Admiralty in the British Royal Navy (hence 

the name ‘Admiralty System’) 

• Naval intelligence in the early 20th century

• Information and intelligence received were 
uniform and standardized

• Compare the various pieces of information, 
often received weeks or months apart, about 
the same observation



Introducing the 
Admiralty System

• Adopted by intelligence communities worldwide

• Sort of ‘BS detector’ for intelligence

• Figuring out if your sources are credible and if 
the information is genuine, or just hot air and 
lies.



• Assessing two distinct components

• Source Reliability

• Information Credibility

• Separated to ensure a clear and unbiased data 
assessment

• It uses alphanumeric codes to rate these two 
crucial aspects

• A1 -> F6

NATO Standard AJP-2.1

The Admiralty System Rating Scale

Source Reliability Information Credibility

A Completely Reliable 1 Completely Credible & Confirmed

B Usually Reliable 2 Probably True

C Fairly Reliable 3 Possibly True

D Not Usually Reliable 4 Doubtful

E Unreliable 5 Improbable

F Reliability Cannot be Judged 6 Truth Cannot be Judged



Source Reliability Information Credibility

A Completely Reliable 1 Completely Credible & Confirmed

B Usually Reliable 2 Probably True

C Fairly Reliable 3 Possibly True

D Not Usually Reliable 4 Doubtful

E Unreliable 5 Improbable

F Reliability Cannot be Judged 6 Truth Cannot be Judged

Source Reliability

• Rated from 

• A (Completely reliable) to 

• F (Cannot be judged)

• Refers to the trustworthiness of the origin of the 
information

• Evaluating the source independently of the data 
itself, analysts can assess whether a particular 
piece of intelligence is likely to be accurate based 
on the source’s history, skills, knowledge of the 
subject, how close they were to the incident, and 
many other attributes.

The Admiralty System Rating Scale

NATO Standard AJP-2.1



Source Reliability Information Credibility

A Completely Reliable 1 Completely Credible & Confirmed

B Usually Reliable 2 Probably True

C Fairly Reliable 3 Possibly True

D Not Usually Reliable 4 Doubtful

E Unreliable 5 Improbable

F Reliability Cannot be Judged 6 Truth Cannot be Judged

Information Credibility

• Rated from 1 (Confirmed by other sources) to 6 
(Truth cannot be judged)

• Refers to the trustworthiness of the data and 
information provided, regardless of the source

• This is important!

• Considers whether the information makes sense, 
is consistent with other known facts, and has been 
corroborated by other independent sources.

The Admiralty System Rating Scale

NATO Standard AJP-2.1



The Reliable Threat Report

You receive a report from a top-tier cybersecurity firm.

The source has consistently provided accurate and 
timely information in the past.

• How would you rate the source?

Their report claims that a new zero-day vulnerability 
in widely used software is being actively exploited.

This claim is backed up by multiple independent and 
trusted sources.

• How would you rate the information?

Source

A 
Information

1
Completely 

Reliable
Confirmed by 
Other Sources



The Dubious Social Media Claim

You see an account on X claiming that a major 
financial institution has been hacked.

The account usually posts about topics proven to be 
untrue and has no previous track record of posting 
this kind of information.

• How would you rate the source?

No other credible sources have confirmed the claim

• How would you rate the information?

Source

E 
Information

4
Unreliable 

Source
Improbable 
Information



The New Kid on the Block

You come across a post on a Dark Web forum about a 
breach they allegedly have data from.

The source is not a known forum user, but the post is 
supported by an admin and another trusted user.

The users’ identity and true motivations are unclear.

• How would you rate the source?

Information on the breach is gaining traction by other 
researchers.

You are still trying to get independent verification or 
concrete evidence.

• How would you rate the information?

Source

D 
Information

6
Not Usually 

Reliable
Truth Cannot 

be Judged



Case Study: The Ticketmaster and Snowflake breach

May 26, 2024, at 22:38 UTC: SpidermanData

"SpidermanData" offers data from Ticketmaster 
for $500,000



Case Name Live Nation/Ticketmaster Breach

Forum Name Exploit[.]in

Post Content SpidermanData offers user data for $500,000 including names, addresses, 
emails, phone numbers, partial credit card details, and ticket order 
information.

Date of Post May 26, 2024, 22:38 UTC

Author SpidermanData

Communication Identifiers Spiderman@xmpp[.]cn

Associated With Likely linked to “ellyel8”

Forum Section [Other] - everything else

Post Link hxxps://forum[.]exploit[.]in/topic/242659

Author First Seen May 26, 2024

Author Involved in Other Cases No known cases at the time of the post

Author Forum Reputation Low Reputation, Limited History

Author Observed in Other Forums No known observations at time of original post

Source Reliability F – Reliability cannot be judged

Information Credibility 6 – Truth cannot be judged



May 28, 2024, at 14:41 UTC: ShinyHunters

“ShinyHunters” mirrors Ticketmaster breach post 
on BreachForums



Case Name Live Nation/Ticketmaster Breach

Forum Name BreachForums

Post Content
ShinyHunters advertises Ticketmaster data for $500,000 including names, addresses, 
emails, phone numbers, event details, order information, and partial credit card details.

Date of Post May 28, 2024, 14:41 UTC

Author ShinyHunters

Communication Identifiers Fs0c131y, whysodank, shinyhunters@xmpp[.]jp, shinyhunters@xmpp[.]cx, @sh_corp
@Wearelegionnn, @shinycorp

Associated With Breach Forums Administrator and possible connection to SpidermanData

Forum Section Sellers Place

Post Link hxxps://breachforums[.]st/Thread-SELLING-Live-Nation-Ticketmaster-560M-Users-Card-
Details-1-3TB

Author First Seen April, 18, 2020

Author Involved in Other Cases Known involvement in multiple breaches, such as, Tokopedia, AT&T and Santander Bank

Author Forum Reputation Administrator, High Reputation Score (1,087)

Author Observed in Other Forums Active in multiple forums and marketplaces

Source Reliability B – Usually Reliable

Information Credibility 3 – Possibly True



June 20, 2024: Sp1d3r

Sp1d3r leaks data of 1 million Ticketmaster users 
for free



Case Name Live Nation/Ticketmaster Breach

Forum Name BreachForums

Post Content Sp1d3r offers a free leak of 1 million Ticketmaster user records, including names, addresses, 
IP addresses, dates of birth, and partial credit card details. This sample is part of a larger 
dataset of 680 million users.

Date of Post June 20, 2024

Author Sp1d3r

Communication Identifiers sp1d3r@nigg[.]ir

Associated With Possible connection to SpidermanData and Shinyhunters

Forum Section Databases

Post Link hxxps://breachforums[.]st/Thread-TicketMaster-Live-Nation-1M-users-LEAK

Author First Seen May 2024

Author Involved in Other Cases QuoteWizard, Advance Auto Parts, Cylance, Truist, Santander Groupo Bank, LAUSD, 
Edgenuity and Jollibee

Author Forum Reputation MVP Designated user, Reputation Score: 31

Author Observed in Other Forums XSS (previously DamageLab)

Source Reliability C – Fairly Reliable

Information Credibility 3 – Possibly True



July 8, 2024: Sp1d3rHunters

Sp1d3rHunters leaks over 30,000 TicketMaster 
TicketFast barcodes



Case Name Live Nation/Ticketmaster Breach

Forum Name BreachForums

Post Content
Sp1d3rHunters leaked over 30,000 TicketMaster TicketFast barcodes, provided a guide for 
generating fraudulent tickets, and demanded a $2 million ransom to prevent further leaks.

Date of Post July 8, 2024

Author Sp1d3rHunters (aka Sp1d3r)

Communication Identifiers sp1d3r@nigg[.]ir

Associated With Sp1d3r, andSp1d3r, Sp1d3rHunters. Possible connection to ShinyHunters, and 
Spidermandata

Forum Section Leaks Market

Post Link hxxps://breachforums[.]st/Thread-REPOST-Celebrity-Leak-Week-1-170k-Taylor-Swift-Event-
Barcodes-Ticketmaster

Author First Seen May 2024

Author Involved in Other Cases QuoteWizard, Advance Auto Parts, Cylance, Truist, Santander Groupo Bank, LAUSD, 
Edgenuity, Jollibee and Neiman Marcus

Author Forum Reputation MVP Designation, Reputation Score: 61

Author Observed in Other Forums XSS (previously DamageLab) as Sp1d3r

Source Reliability B – Usually Reliable

Information Credibility 2 – Probably True



How do we determine the reliability 
and credibility of the claims made by 
various sources?

SAT: Timeline

Aims to counter the impact of cognitive 
biases including accepting data as 
true without assessing its 
credibility…

Structured Analytic Technique (SAT)





Conclusion and Key Takeaways 

• Use the Admiralty System to analyze claims by sources

• Look for alternative explanations to avoid confirmation bias

• Externalise your thinking using SATs

• Assess source, THEN information to quickly sift through and eliminate the noise

• The Admiralty System can help CTI teams navigate the claims my by threat actors, other 
researchers, and vendors with greater confidence



QnA
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