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WHO IS CHIS CLOWN?!

CRob, n, adj, and v
Pronunciation: US. (K-robe)

Over 20 years of Enterprise-class Architecture, Engineering,
Operations, and Security experience
Ambassador of Red Hat Product Security
Participant in the FIRST PSIRT SIG, VulnCoord SIG, and others
Co-Author FIRST PSIRT Services Framework
Pirate-enthusiast & hat-owner




“This is a quote. Words full of wisdom that
someone important said and can make the
reader get inspired.”
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TaBLe OF
concencs /

INGropuccion

Why OSS is important

presencacion
The stuff about the title that draw you
to sit here and listen

concLusion
Reflections on the amazing revelations

you have witnessed
during the hour
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OSS Won!
(yay?)




0SS IS KIND OF
A BIG DEAL “FOSS constitutes 80-90% of any

given piece of modern software, and

software is an increasingly vital resource in

nearly all industries. This heavy reliance

on FOSS is common in both the public and private sectors, and among tech and non-tech
companies alike. Therefore, ensuring the health and

security of FOSS is critical to the future of nearly all
industries in the modern economy.” - Linux Foundation’s “Vulnerabilities in the Core” report - Feb2020

https://www.coreinfrastructure.org/wp-content/uploads/sites/6/2020/02/census ii_vulnerabilities in_the core.pdf



https://www.coreinfrastructure.org/wp-content/uploads/sites/6/2020/02/census_ii_vulnerabilities_in_the_core.pdf
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A PICCUre aLwavys reinForces tHe

# of Active Webservers on the Intertubes -


https://news.netcraft.com/archives/category/web-server-survey/

S

# OF PeopLe
CONCriBuUGING

40+Mil Gitlab users
over 10Mil new in 2019 alone

&

0SS CVe #8?

Searching for “the Linux”
in NVD tells me there were

17,311

OSS CVEs in 2019

SOme QuiCK 0SS 3tats

&

WHO IS USING 088?

2.9+Mil organizations use
public or private git repos



https://octoverse.github.com/
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OSS YEAR-IN-REVIEW &
TRENDY TRENDS!




Ffed Hat Inc - a small enterprlse software company usmg an
. open source deveIopment model
25+ yearsin the indust.ry _
Community leadershipin . = °
-« o LinuxKernel :
-~ o Kubernetes :
~ o Apache Foundation R ‘ i
.o OpenSSL e _
. o RDO | I
o ..and SO many more S = S

Every year we compite a Risk Report, Wthh is the source of a lot of the
following data point, aug_nted with co.mmumty facts ®
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Free FISH aren'c Free SUPPLY CHaln

Your customers are transferring
THEIR software risks to YOU, their
supplier, and are expecting YOU to

conduct reasonable due

We’ve talked about this before, just
because the code is free doesn’t
mean you want it.

diligence/management of the bits
you give THEM

WHERE Y0OU GEC vour open

SQUrCe MATTERS



https://www.first.org/resources/papers/hillsboro2019/Free-Fish-Aren-t-Free.pdf
https://www.first.org/resources/papers/hillsboro2019/Free-Fish-Aren-t-Free.pdf
https://www.first.org/resources/papers/hillsboro2019/Free-Fish-Aren-t-Free.pdf
https://www.linuxfoundation.org/wp-content/uploads/2020/02/oss_supply_chain_security.pdf
https://www.linuxfoundation.org/wp-content/uploads/2020/02/oss_supply_chain_security.pdf
https://www.linuxfoundation.org/wp-content/uploads/2020/02/oss_supply_chain_security.pdf

REINFOrce tHeE Concerc UsInG
GraPHS dND CHArcs!

FLAWS rePOrcen CVES FIXED
Total CVES, RHSAs & Flaws By Year Some years are busier Certainly not out busiest year
a RHSAS == CVES REPORTED FLAWS than others, but (/e shakes fist at 2016) we
overall our Incoming fixed more vulnerabilities than
4000 must sift through A the last several years
LOT of reports
3000 | TPEND 0BSErvacions
: More vulns are found every year,
ADVISOries ISSUED our customers want more patches
2000 . This is a result of more more quickly to “make the
50 products and more scanner pain go way” <--more on
- 1051*995/1336—1'342\1_1’3_2____1,2.7.2——1(-)36183 longer-life sgpport THIS in a bit!
766—75'7/ — u— streams. This is new
309 4pg—561——550——0607 603—668 work for product
5 engineering and our

2011 2012 2013 2014 2015 2016 2017 2018 2019  customerstoaddress
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# OF PaCKaGes
Red Hat Enterprise Linux 8.1 - default w/GUI 1348 RPMs
Red Hat Enterprise Linux 8.1 minimal 405 RPMs
Red Hat Enterprise Linux 8.1 - full 2321RPMs [525 (Base OS) + 1796 (AppStream)]
Red Hat Enterprise Linux 7.7 - default 343 RPMs
Red Hat Enterprise Linux 7.7 - full 2319 RPMs
Red Hat OpenStack Platform 15 736 RPMs + underlying OS

Red Hat OpenShift Container Platform 4.2

200 components + underlying OS

Red Hat JBoss Enterprise Application Platform 7.2.4

530 jars + underlying OS



Red Hat Portfolio View - CVEs Fixed by Year

1250 == Red Hat Enterprise
Linux

Middleware

1000 Developer Products
== OpenShift Container
Platform
750

== OpensStack Platform

« Red Hat Virtualization
500

Storage
Management
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CVEs Fixed By Severity - All Products 2013 2014 2015 2016 207 2018 2019
1500 181—198 508 281 B Low product
, 545 57;7 183 B MODERATE
293 159 = % s I Sée
1000 R 537 IMPORTANT
T 707 B wialion VULNERABILITIES
320 ~66 22685 /19 Overall, we're seeing fewer
123 CRITICAL issues, but are slowly
500 101 143RSRAEE PR 74 TR B340 being flooded by MODERATES




Component

# of CVE's (this includes
multiple affected version
numbers of a product)

Uncontrolled Resource Consumtlon

CWE counts (included if 15+ for top 5)

), cwe-400(22), .
cwe-284(20), cwe-416(16)

jackson-databind

AN |
Deserializtn of Untrusted Data

cwe-502(93), cwe-SOZXQ:we-ZQO(w)

kernel-rt

(]
cwe-200(13), cwe-3\85->cwe-203(13 cwe-416(13)

mysql:8.0/mysql

rh-mysql80-mysql

java-1.8.0-ibm \69
N, N\
gemu-kvm-rhev J 59 o cwg-122(13), cwe-203->cwe-385(24)

gemu-kvm

libvirt

®
° 22 cwe-203->cwe-385(32
Covert Timing Channel 0\\ (32)
39 | cwe-203->cwe-385(32)




028
THIS IS @ Greadt

Trendy Trends that are
trendily trending!




Interesting Issues of 2019

CVE-2014-6271

CVE-2019-11477

CVE-2019-14287

CVE-2018-5743

CVE-2018-15473

CVE-2019-5736

CVE-2019-0211

CVE-2019-11478

CVE-2019-11479

CVE-2019-11815

mote denial of service

runc: Execution of malicious containers al

container escape and

httpd: privilege escalation from modules scripts

Kernel: tcp: excessive resource consumption whil ACK blocks

consumption for TCP connex

kernel: race condition in rds_tcp_kill_sock in net/rdsftcp.c leading to use-after-free

50000 75000 100000

CVE INEINE Severity

1 runc malicious container
CVE-2019-5763 escape IMPORTANT

2 CVE-2018-12130,
CVE-2Q18-12126, MDS - ° °
CVE-2018-12127 & Microarchitectural Data [IMPORTANT /
CVE-2019-1091 Sampling MODERATE

3 |cVE-2019-11477, ‘ :
CVE-2019-11478, & IMPORTANT / o
CVE-2109-11479 TCP SACK MODERATE

4 |CVE-2019-1016], Y
CVE-2019-10166, o . \
CVE-2019-10167, & libvirt privilege
CVE-2019-10168 escalation e |IMPORTANT

5 Spectre SWAPGS
CVE-2019-1125 gadget vulnerabllity MODERAPE

6 VHOST-NET
CVE-2019-14835 Guest-to-Host Escapey |IMPORTANT

7 ° sudo: Privilege
CVE-2019-14287 escalgtion via 'Runas’  [IMRORTANT

8 MachinéCheck Error on o
CVE-2018-12207 Page Size Change IMPORTANT

9 . Ttransactional *

Synchronization
Extensions (TSX)

CVE-2019-11135 ynchronous Abort MODERATE

10 |CVE-2019-0155 & * IMPORTANT /
CVE-2019-0154 i915 Graphic Driver MODERATE



https://access.redhat.com/security/cve/cve-2019-5736
https://access.redhat.com/security/cve/cve-2019-5736

SCANNER.VENDORS--

package version# != RISK



https://www.redhat.com/en/blog/why-cvss-does-not-equal-risk-how-think-about-risk-your-environment

THE DEATH OF THE BRANDED FLAW ?

While I'm not putting out the “Mission Accomplished”
banner just yet....

2019 saw a BIG drop in nonsense around branding of
flaws, with only a few passing our desks that tried to set
the hype to 11.

Our customers were not impressed by the marketing this
time around. Ideally this trend continues into 2020 and
BEYOND!




NOT ONE CPU FLAW OR BRANDED ISSUE WAS
BEHIND ANY REPORTED 2013 BREACHES

Our pals at Verizon ¢
execs are TWELVE ti
a target of social atta

ail is STILL the
Dr. Ransomware
hose campaigns.

C-level folks don’t have
important, right?

Cloud is great for
Cool story, bro...it

Attackers are using DevOps practices to scale up/scale down their

attacks to be more cost-effective as well as probing this “new AS A DISCIPLINE/INDUSTRY,
datacenter” for open vulnerabilities INFORMATION SECURITY IS

FOCUSING ON THE

https://enterprise.verizon.com/resources/reports/dbir/ THREATS'



https://enterprise.verizon.com/resources/reports/dbir/

|
NOW, @ MOre SOBErING COPIC

| DON'T KNOW HOW TO PUT THIS

N\

BUTI'M KIND OF A'BIG DEAL



|
RIPPED FROM THE HEQDLINES!

-------
oooooooooo

-------
oooooooo
ooooooo

“According to the Github discussion .... the longtime ¥
event-stream developer no longer had time to provide updates.
So several months ago, he accepted the help of an unknown
developer. The new developer took care to keep the backdoor
from being discovered. Besides being gradually implemented in
stages, it also narrowly targeted only the Copay wallet app. The
malicious code was also hard to spot because the

flatmap-stream module was encrypted.” - Ars Technica
11/26/2018

APIIL 2018 DeC 2018 | |
webmin - web-based admin tool - unknown cloudhopper - supply chain attack targeting
attacker changes password_change.cgi - HPE & IBM to exploit THEIR customers

downloaded over 491,000 times
NOV 2018

event-stream - popular 0ss library (over 2mil users)-
malicious code inserted targeting Copay bitcoin wallets



|
KEEPING AN EYE ON THE SUPPLY

In a 2019 report, Symantec observed
supply chain attacks rose 78% in 2018.

TO DATE these attacks seem to be very
targeted, most seeking to embed I'm “eagerly” waiting for this year’s iteration of
cryptocurrency miners or to redistribute that research.

malware to execute 2nd-stage attacks/move
laterally post-compromise.

My PERSONAL favourite being DORKBOT, an IRC-based
worm that seeks to scrape sensitive info and conduct
DDoS attacks IRC.4EVA,YO!

https://www.mhlnews.com/global-supply-chain/article/220557 12/supply-chain-facing-increased-cyb
httne -/’ mvvww microenft com/cectiritvy/bloa/2010/10/1A/aniardina-aaainet-cirinnhv-chain-attacke-nart-



https://www.mhlnews.com/global-supply-chain/article/22055712/supply-chain-facing-increased-cyber-attacks
https://www.microsoft.com/security/blog/2019/10/16/guarding-against-supply-chain-attacks-part-1-big-picture/
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Conclusions, Advice,'and
shoulders to cry upon




Only
download
software from
KNOWN good
sources

Dedicate
resources

(people, tools,

infra) to the
projects that
matter to you

&

Conduct your
own
scans/assess
ments to
ensure code
meets your
quality
standards

Partner with
an OSS
vendor you
can hold
accountable

WHERE
YOU GEet vour SoFtware Maccers

What can you do to protect
yourself and your customers?




ZAhat matters )

most in e

are quotes and
stuff that tell you

what

.+ :

...Enhance your calm = .

L
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. ~ . i
. ’ o
o
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1s really’about.

- . keep breathlng it’ll all
beOK

Sy

And here’s a picture of a tree.




Somecimes, reviewine Concercs
IS @ 600D IDed

KNOW THYSELF

If you do not

0SS COMMUNITIES
ARE THRIVING

understand what .
Dozens of new projects
makes up your

products, how can
you protect them?

come online daily

SUPPLY CHaIn
YOU get to hold your
customers’ oss-cyber

risk (yay youl).

YOU ARE NOT ALONE

Not only are
OSS-communities
welcoming, so are orgs

Inspect where your 3
like FIRST!

code comes from and
how it changes




Q-
THANKS!

Does anyone have any questions?

crob_at redhat_dot_com
@RedHatCRob
the interwebs

MEMEFUL.COM




HUH? T ALWAYS THOUGHT THE | HOW? YOURE ON | | SHOULD THE CORD BE
CLOUD" whs A HUGE, AMORPHOUS | A CPBLE MODEM. | | STRECHED ACRDSS
NETWORK. OF SERVERS SOMEWHERE. THE ROOM LIKE THIS?

OF COURSE. IT
YEPH, BUT EVERYONE BXYS |2/ THERES A LOT HPS TO REACH

SERVER TIME FROM EVERDNE. | THE SERVER,
EISE. INTHE END, THEYRE AND THE SERVER

WHAT IF SOMEONE TRIPS ON IT7

( WHO WOULD WANT To DO THAT?
IT SOUNDS UNPLERSANT.
UH. SOMETIMES PEORLE (
DO STUFF BY ACCIDENT.
T DONT THINK
T KNOW ANYBODY
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