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Strategy



SES-SETSI Agreement

Digital Agenda for Spain

National Cybersecurity Strategy

(15/02/2013)

General 
Objectives

6 Objectives
Objetctive 4. Strenghten trust in the digital enviroment

4.2. Strengthen capabilities to digital trust

9 Action Plans

(5/12/2013) 

(04/10/2012 - 21/10/2015 - )

Other action Lines: 
• National and international organization and coordination. 
• Cyberterrorism and cybercrime investigation capacities
• Public-private Partnership
• Generation and management of talent, promotion of 

innovation and competitiveness 
• Cybersecurity culture

• Reflect the Government’s strategy in the digital and telecom field

•Compliance with the objectives of the Digital Agenda for Europe

INCIBE involvement

3rd Action Line:

• CIP Regulation implementation
• Capabilities and collaboration
• Cyberexercises with the private

sector
• Simulation models in CII

Combating cybercrime
and cyberterrorism

Critical infrastructure
Protecion

Dissemination, awareness, 
education and training

Plan to improve Trust in the Digital Field 

National Institute for CyberSecurity
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STRATEGIC SECTORS

ISPs and other IS providers
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Spanish Cybersecurity Strategy

Cybersecurity capacity for…

National CSIRT (CERTSI – Security and Industry CERT)



4.153
Academic Network 

(RedIRIS)

45.689
The public and 

companies

134
Critical 

Infrastructure

49.976Incidents handled

in 2015

Incidents by constituency



Other

Viruses, trojans, 

worms, spyware

Fraud

16.054 Unauthorised access

15.177

13.410

2.905

1.275

794

335

26

Spam

Denial of service

Network scans

Information theft

Types of incidents 2015



89,53%

10,47%

Detected by

CERTSI

Notified by

injured parties

Incidents by detection source 2015



Intelligence model



Correlation

C&C

SPAM

Sample

Fast
Flux

Exposed
services

Threat

URLs

Bots
DETECTION 

TOOLS

ANALYSIS 
TOOLS

3rd 
PARTIES

CERT 
SERVICES

Intell model



Spamtraps



SMB

SSH

SMB

FTP

RDP

Telnet

VNC

HTTP

Honeypots



.NET

.NAME

.COM

… hosted in Spain

Skanna



Jennings 2



Fast-flux



Third party information



The Challenge



Spanish approach



Information Sharing with
Strategic companies and 

National CERT/CSIRT



ICARO goals

Share knowledge with strategic companies

Increase detection capabilities on private sector

Define a neutral Spanish hub

Increase automation in early warning



ICARO goals

Real and active threats (no takedowns)

Useful for a sector or more

Examples:

 Malware targeting Spanish companies

 Botnet/Trojan infection campaigns

 Information about DDoS extortion groups

 Ransomware campaigns

 APT



Malware Information Sharing Platform

http://www.misp-project.org/



User 1 User 2

User N

Company

IOC without victim
information

Web access without misp

Threat Intelligence

Federation with strategic
company misp

Incident affecting
strategic company

Model

CERTSI



Arquitecture

CERTSI  MAIN MISP

MISP CERT A MISP CERT B

CERTSI  STRATEGIC 

COMPANIES HUB

MISP COMPANY
GROUP I

CERTSI MISP 

INTERNATIONAL 

HUB

…
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Examples



Examples



Information Sharing with ISP 
to involve SME and citizens



The objetive of the Antibotnet Service is the mitigation of botnets from the point of view of

the disinfection of the users’ devices infected: bots. Also the service is way to inform and aware users
about this problems.

This service is a result of the work developed day to day by INCIBE in collaboration with other national
and international entities in fighting against botnets:

• An average of 5,2 million evidences of botnet connections from Spain daily.

• An average of 59.500 unique IPs affected daily in Spain.

• Data from close to 900 sinkholes, which correspond approximately with 129 families of botnets.

Spain is pioneer in this kind of initiative alongside countries such Germany, Japan or Sweden.

AntiBotnet service



Antibotnet Service is offered to end-users through five different ways:

• Online Service: End-users can check online if their public IP is involved in botnet activity.

• Plugin Service: Plugin available for Google Chrome, Firefox and Internet Explorer to check the IP
periodically and automatically, in order to alert the end-user in case of a positive is detected.

• CONAN Mobile: Application for Android devices, which helps to check the level of security of
mobile devices developed by INCIBE. This app integrates the functionality of the Antibotnet
Service, giving botnet alerts in case a positive is detected on wifi networks.

• ISP Notification: The Spanish ISP Telefónica collaborates with us notifying end-users by email
about botnet related incidents that affect their internet connection. INCIBE gives to Telefónica
every day a feed containing bot evidences related to their ASNs. With this information, Telefónica
can identify end-user lines affected and therefore notify.

• API for companies: API that allows IT personal to integrate the service in their network monitoring
systems. This service is oriented to companies

AntiBotnet service



Analysis and 
information 
processing

End-user 
identification 

and notifications 
generation

Feed (bots)

CyberSecurity Intelligence Engine 

BOTNET EVIDENCES 
DATABASE

TRUSTED 
SOURCES

DETECTION

Analysis of 
Threats

Metrics

END USER

ANTIBOTNET SERVICE 
URL 

+ Botnet Ticket

Threat Information and 
disinfection Tools

Awareness and 
Prevention

AntiBotnet service



 Clearly define the aim of the service

 Define the obligations by the ISP

 People accessing the information

 Avoid commercial use

 Ensure confidentiality

 Inform back with issues and indicators

 Duration and termination

 Policy of use

 Protection of privacy

 Set the technical terms

 AS numbers of the ISP

 IP address for accessing

Step 1: Sign an agreement



 IP restricted WebDAV

 CSV file

 Every 24 hours

FIELD TYPE

Timestamp yyyy-mm-dd hh:mm:ss

Source IP Address IPv4 Address

Source port Integer

Destination IP Address IPv4 Address

Ticket number Alphanumeric

Malware String

ASN Source IP Address Long

Destination URL String

http referer String

Protocol String

Step 2: Access method and taxonomy



Presentation

Technical data
Disinfection procedure

Initiative information

Step 3: Notification end user



Step 4: Malware information



Step 5: Disinfection









 Since the beginning of the Antibotnet Service, in June 2014, the service has 
received more than 255.000 visits. 

 Since the beginning of the collaboration with Telefónica, in November 2014, 
INCIBE has notified to Telefónica 17.286.277 unique IPs as bot evidences.

 Telefónica has sent 278.895 notifications to 22.590 different end-users.

 Each month 765 new customers on average are notified by Telefónica.

 More than 19.600 tickets have been consulted on our website.

 More than 24.400 downloads of the plugins.

 After 5 weeks since the last notification, evidences have stopped to appear in 
the 45,73% of notified end-users, whom could be determined to have been 
disinfected.

Statistics



Thank you!

Javier Berciano
javier.berciano@incibe.es


