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Several critical security business issues resonate consistently across senior 
management, and have become the top security focus issues
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Vulnerabilities increase with emergence of new business models, 
new technologies and Big Data

Mobility

Employees, 
customers, 
contractors, 
outsourcers 

Bring your 
own IT

Social business

Cloud and virtualization

1 trillion connected 
objects (cars, 

appliances, cameras)

30 billion RFID1

tags (products, 
passports, 

buildings and 
animals)

1 billion 
workers will 
be remote 
or mobile 

� 1 billion mobile 
Internet users

� 30 percent 
growth of 3G 
devices

33 percent of all new business 
software spending will be 

Software as a Service

Source: IBM X-Force® Trend and Risk Report, 2012

Exponentially growing and interconnected
digital universe

Adopting new business models and 
embracing new technologies and data

Cloud and virtualization Big Data
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With targeted Attacks Shaking Businesses and Governments

IBM Security X-Force® 2011 Trend and Risk Report March 2012
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IBM has tracked a massive rise in advanced and other attacks

2012 Sampling of Security Incidents by Attack Type, Time and Impact
Conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses
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….there is no sign of the trend getting any better YTD 2013

Source: IBM X-Force®Research 2013 Trend and Risk Report

2013 1H Sampling of Security Incidents by Attack Type, Time and Impact
Conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

September 20136
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The Average E&U Company Faces Per Week

1,414,538
Security Attacks

IBM Cybersecurity Intelligence Index: Energy and Utilities, September 2013

The Average E&U Company Faces Per Week

2.33
Security Incidents
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Most organizations have outdated incident response capabilities; 
increasingly sophisticated attacks require CISOs to revisit their processes.

Corporate Executive Board, Information Risk Executive Council Study, 2013 Security Outlook November 2012

One of the 10 Security Imperatives in 2013: Upgrade Incident 
Response Capabilities to Prepare for Advanced Threats
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81% of chief information security officer functions are re-organizing or 
have been re-organized within the last six months. 

Corporate Executive Board, Information Risk Executive Council Study, July 2012

are unable to 
find people with 

the right skills

complain of the 
inability to measure 

the effectiveness  
of their current 
security efforts

struggle with    
an understaffed      

IT team

Security skills are hard to attract and retain
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Threats & Vulnerabilities Research
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IBM’s approach to Cyber Security is based upon what we learn 
protecting our own multi-national enterprise and that of thousands of 
customers around the world

Major employee sites

Customer fulfillment

Manufacturing 

Employee Service Centers

IBM Research Centers

IBM Internal Data Centers

� 2,000-plus major sites

� 170-plus countries

� 400,000-plus employees

� About 200,000-plus 
contractors

IBM has one of the largest, most complex internal IT infrastructures in the world

� 800,000-plus traditional endpoints

� About 50 percent of employees 
are mobile
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IBM 
Research

Security Operations Centers

Security Research Centers

Security Solution Development Centers

Institute for Advanced Security Branches

10B analyzed Web pages & images

150M intrusion attempts daily

40M span & phishing attacks

70K documented vulnerabilities

Millions of unique malware samples

� 20,000+ devices under contract

� 3,300 GTS service delivery experts

� 3,700+ MSS clients worldwide

� 13B+ events managed per day

� 1,000+ security patents

� 133 monitored countries (MSS)

World Wide Managed 
Security Services Coverage

IBM provides unmatched global coverage and security awareness. 
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• Most comprehensive 
Vulnerability Database in the 
world 

– Over 70,000 unique vulnerabilities cataloged

– Entries date back to the 1990’s

• Updated daily by a dedicated 
research team

• The X-Force currently monitors 
over...

– 8,000 Vendors

– 17,000 Products

– 40,000 Versions

– 4,0000+ Clients

– 13+ Billion events daily

We analyze them all… 



© 2013 IBM Corporation



© 2013 IBM Corporation

MAC malware

� Flashback

– discovered September 2011 has seen the 

most activity in the Mac malware world. 

– Uses Java Exploit

� APT

– Tibet malware (March 2012); Java and Word 

Document exploits

– SabPub backdoor (April 2012); Java exploit

� Crisis/Morcut (July 24, 2012)

– Anti-reversing + Rootkit capabilities

– Cross platform (Windows, OSX, VMWare?)

– Not found in the wild (yet)

� Expect to see continued increase in number of 

Mac based malware with improved functionality
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Social Networking – no longer a fringe pastime

Social Networks allow attackers 

to learn:

� Who works there? 

� What are their titles?

� Create index cards with names 

and titles

� Who are their colleagues?

� Start to build an org chart

� What is their reporting 

structure?

� Who are their friends?

� What are they interested in?

� What are their work/personal 

email addresses?
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Vulnerability disclosures up in 2012 and continuing to grow…

� 4,100 number of vulnerabilities (1H13)

� Total number of vulnerabilities is over 70,000 and growing!
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Vulnerabilities in Web Platforms, CMS and Plug-Ins
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Public Exploit Disclosures    

Mobile Exploits ~ 30%
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Zero Day Timeline

IBM Security X-Force® 2012 Trend and Risk Report March 2013

� IE, Java and Adobe

� Evolving from Spear Phishing to the Watering Hole
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CVE-2012-0507 Timeline

IBM Security X-Force® 2012 Trend and Risk Report March 2013

� Logical flaw in the handling of an array

� AtomicReferenceArray vulnerability
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CVE-2012-1723 Timeline

IBM Security X-Force® 2012 Trend and Risk Report March 2013

� Type-Confusion vulnerability in JRE
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CVE-2012-4681 Timeline

IBM Security X-Force® 2012 Trend and Risk Report March 2013

� Gondvv sploit

� Privilege escalation and bypass
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How they do it
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Operational sophistication is increasing…
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SQL Injection Attack Tools

* Automatic page-rank verification
* Search engine integration for finding 
“vulnerable” sites
* Prioritization of results based on 
probability for successful injection
* Reverse domain name resolution
* etc.
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Forbes 2012 Vulnerability Price List

Source: http://www.forbes.com/sites/andygreenberg/2012/03/23/shopping-for-zero-days-an-price-list-for-

hackers-secret-software-exploits/
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Blackhole Crimeware

Blackhole Exploit Kit

•First appeared in August 2007
•Advertised as a “Systems for Network
Testing”
•Protects itself with blacklists and integrated
antivirus
•Comes in Russian or English
•Currently the most purchased exploit pack

Flexible Pricing Plan
•Purchase

• $1500/annual
• $1000/semi-annual
• $700/quarterly

•Lease
• $50/24 hours
• $200/1 week
• $300/2 weeks
• $400/3 weeks
• $500/month

*($35 domain name change fee if necessary)
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Trojan Creator Kits

●Constructor/Turkojan
●V.4 New features

● Remote Desktop
● Webcam Streaming
● Audio Streaming
● Remote passwords

● MSN Sniffer
● Remote Shell
● Advanced File Manager
● Online & Offline keylogger
● Information about remote computer
● Etc..
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It’s just 
business…
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Who is doing it
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Cybercrime is a $12.5 
billion global market

Source: http://group-ib.com
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What’s different about Advanced Persistent Threats?

Advanced
� Exploiting unreported (zero-day) vulnerabilities

� Advanced, custom malware is not detected by antivirus products

� Coordinated, well researched attacks using multiple vectors

Persistent
� Attacks last for months or years (average: 1 year; longest: 4.8 years)1

� Attackers are dedicated to the target – they will get in

� 210 day average from breach to detection2

Threat
� Targeted at specific individuals and groups within an 

organization; aimed at compromising confidential information

� 1 in 5 employees will open a suspicious email and fail to inform IT3

� Not random attacks – they are “out to get you”

1) Source: http://intelreport.mandiant.com/Mandiant_APT1_Report.pdf

2) Source:  2013 Trustwave Global Security Report

3) Source: Courion Research, October 13, 2013
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Today’s News: NY Times publishes detailed account on state-
sponsored attacks

Source: http://www.nytimes.com/2013/02/19/technology/chinas-army-is-seen-as-tied-

to-hacking-against-us.html

A growing body of digital 
evidence leaves little doubt 
that an overwhelming 
percentage of the attacks on 
American corporations, 
organizations and government 
agencies originate in and 
around [one location]. ”

“
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Famous APT Events…

� Operation Ababil - Iz Ad-Din al-Qassam cyber fighters

� Three separate DDoS attackers

� Targeting Major US Banks including J.P. Morgan Chase, Bank of America, US 

Bancorp, and PNC

� Moonlight Maze (1998-2001)

– 3-year long campaign targeted against government systems

� Titan Rain (2003)

– Targeted US Government and US Government contractors

� Ghostnet (2009)

– Discovered in a 10 month investigation

� Operation Aurora

– Targeted Fortune 100 companies

– Moved APT to a marketing tool

� Night Dragon (2009-2010)

– Targeted global energy

� StuxNet (Flame, Duqu, Gauss, Mini-Flame…)
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Attacks on Aramco

• Highly sophisticated
• Likely government sponsored
• Infilitrated 30,000+ computers 
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Hacktivists

� Definition:

– Hacktivist = Hacker Activist

– The use of legal and/or illegal digital tools 
in pursuit of political ends

� Realities:

– Membership amongst hacktivist groups 

has grown rapidly over the past few years

– Participation has become simplified via 
freely downloadable tools

(UGNazi Hacktivist Group Logo)
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How to minimize the risk?

© 2012 IBM Corporation



© 2013 IBM Corporation

E&U Focus Areas

IBM Cybersecurity Intelligence Index: Energy and Utilities, September 2013
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Create a holistic security program of essential practices

Proactive
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Reactive

Maturity based approach
7. Address new complexity 

of cloud and virtualization 

6. Control network access 
and assure resilience

1. Build a risk aware culture 
and management system

2. Manage security incidents 
with intelligence

3. Defend the mobile and 
social workplace

5. Automate security 
“hygiene” 

4. Secure services, 
by design

10. Manage the identity 
lifecycle

9. Secure data and 
protect privacy

8. Manage third party 
security compliance

Essential Practices
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Move to an optimized state across all security domains.

Optimized

Security Intelligence:
Flow analytics / predictive analytics

Security information and event management
Log management

Identity governance

Fine-grained 
entitlements

Privileged user 
management

Data governance

Encryption key 
management

Fraud detection

Hybrid scanning 
and correlation

Multi-faceted network 
protection

Anomaly detection

Hardened systems

Proficient

User provisioning

Access 
management

Strong 
authentication

Data masking / 
redaction

Database activity 
monitoring

Data loss 
prevention

Web application 
protection

Source code 
scanning

Virtualization security

Asset management

Endpoint / network 
security management

Basic
Directory 

management

Encryption

Database access 
control

Application 
scanning

Perimeter security

Host security

Anti-virus

People Data Applications Infrastructure

Security
Intelligence

1
2

-0
1
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Extend Security Intelligence with complementary Big Data solutions

There is a growing need to identify and 

protect against these threats by 

building insights from broader data sets

Logs

Events Alerts

Configuration 
information

System 
audit trails 

External threat 
intelligence feeds

Network flows 
and anomalies

Identity 
context

Web page
text

Full packet and 
DNS captures

E-mail and
social activity

Business 
process data

Customer
transactions 

Traditional Security 
Operations and 
Technology

Big Data 
Analytics

1. Analyze a variety of non-traditional 

and unstructured datasets to 

improve security

2. Significantly increase the volume of 

data stored for forensics and 

historical security analysis

3. Visualize and query data in new 

ways

4. Integrate Big Data analysis with 

existing security operations
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Connect with IBM X-Force research & development

Follow us at @ibmsecurity 
and @ibmxforce

Download X-Force 
security trend & risk 

reports

http://www.ibm.com/security/xforce

Subscribe to the security 
channel for latest security 

videos 
www.youtube.com/ibmsecuritysolutions

Attend in-person 
events

http://www.ibm.com/events/cale

ndar/

Subscribe to X-Force alerts at

http://iss.net/rss.php or 

Frequency X at 

http://blogs.iss.net/rss.php

Join the Institute for 
Advanced Security

www.instituteforadvancedsecurity.com



Thank You!
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Why IBM?

© 2012 IBM Corporation
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Security is a top priority for IBM and significant investments have 
been made to enable us to continue leading in this space

IBM President and Chief Executive Officer Ginny 

Rometty, joined by Chairman Sam Palmisano, met with 

US President Barack Obama at the White House in early 

March, 2012. Rometty discussed issues including 

cybersecurity policy, and the global economic situation 

with President Obama and his senior economic team. 

“Looking ahead, we continue to invest to 
deliver innovations for the enterprise in 

key areas such as big data, mobile 

solutions, social business and security”
Ginny Rometty, CEO IBM, Jan 2013

• Over 100 researchers, representing 6 majors 

research centers worldwide. Areas of research 

include:

• Trusted platforms

• Secure co-processors

• Next-generation security analytics

• Mobile computing

• Biometrics 

• Security for cloud computing 

• Homomorphic encryption

• IBM has launched a Cybersecurity Initiative to 

build security skills

• Working closely with over 80 universities 
worldwide

• Supporting research efforts

• Educating faculty members 

• Providing guest lectures and internships 
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IBM has made significant investments, while leveraging our own 

global presence and experience, to help clients accomplish their 

business objectives and reach a more optimized security state

Basic
Organizations 

employ perimeter 

protection, which 

regulates access and 

feeds manual 

reporting

Proficient
Security is layered 

into the IT fabric and 

business 

operations

Manage costs

Manage risk

Enable business

Client Business Objectives
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IBM can provide unmatched global coverage and security awareness

Security Operations Centers

Security Research Centers

Security Solution Development Centers

Institute for Advanced Security Branches

IBM X-Force Expertise
10

Security operations centers

10 
Security research centers 

14 
Security development labs

400
Security operations analysts

650 
Field security specialists

1,200
Professional services security 

consultants 

4,300 
Strategic outsourcing security 

delivery resources

� 150M intrusion attempts daily

� 46,000 documented vulnerabilities

� 40M unique phishing / spam attacks

� Millions of unique malware samples

� Billions of analyzed web pages

� 1000+ security patents

� 20,000+ devices under contract

� 3,700+ MSS clients worldwide

� 15B+ events managed per day

� 133 monitored countries (MSS)

� Unique research and reports

Managed Services Excellence
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Hunter TeamAdvanced Threat Analysis Center

Security Operations Center

Security Governance

• Penetration testing
• Infrastructure
• Application
• Social
• Phishing

• Awareness
• Attack modeling
• Assessments 
• Ad-hoc projects

• Security Monitoring

• Incident Escalation and Response

• SIEM Intelligence Platform Administration

• Threat Intelligence Gathering

• Event and Vulnerability Analysis

• Impact Analysis 

• Incident Management

• Investigations

• Enforcement Optimization

• Risk Assessments, Briefings, and Advisories

• Application & Device Management

• Configuration Management

• Policy Management

Security Intelligence Platform

• Aggregate security event, log and flow data • Correlation, rules and feeds

Clients are asking IBM to expand the role we play with a their 
security program
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X-Force Mission: To protect our customers from security threats on the Internet by developing 

a comprehensive knowledge of vulnerabilities and attack methodologies and applying that 

knowledge through effective protection technologies. 

• Support content streams

• Expand current capabilities in research to 

provide industry knowledge to the greater IBM

• Support content stream needs 

and capabilities

• Support requirements for 

engine enhancement

• Maintenance and tool development

• Continue third party testing Dominance

• Execute to deliver new content streams 

for new engines

Research

Engine Content Delivery

Industry/Customer Deliverables

• Blog, Marketing and Industry 

Speaking Engagements 

• X-Force Database 

Vulnerability Tracking

• Trend Analysis and Security Analytics

IBM X-Force Research and Development

The world’s leading enterprise 
security R&D organization

Global security operations center 
(infrastructure monitoring)

IBM’s X-Force organization is a unique capability that benefits 
our clients and is unmatched in the industry
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� Breadth of offerings
� Broadest security solution portfolio in the industry
� Professional and managed security services

� Integrated solutions and services
� Families and bundles of integrated solutions
� Leveraging of services and data

� Flexible options
� Solutions are standardized to provide economies of scale, but can 

be customized to meet unique requirements
� Remote delivery and on-premise delivery

� Detailed threat and business analytics
� Latest threat and business analytics 
� Integrated IBM X-Force® Security intelligence
� Work flow, ticketing, emergency response and forensics, and 

comprehensive reporting 

� Global delivery excellence
� Uniform delivery in hundreds of countries 
� Global network of skilled consultants
� Certified delivery expertise around the world
� Standards-based delivery processes

IBM Security Services Key Differentiators

Enable business

Manage costs

Support compliance

Reduce Risk

Aligned to address our typical

client challenges: 
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Our clients tell us the power of IBM as a partner is realized when we 
leverage our security services, technology and research into an 
integrated IBM solution

Services Technology

Security Operations
�Application Management

�Incident Management

�Vulnerability Scanning

�Audit & Optimization

�Consulting and Security Systems 

Integration Integrated

IBM

Solution
Research
�Threat Research

�Vulnerability Database

�Countermeasures Development

�Trending & Predictive Analysis

�Security Innovations

Analytics and Forensics
�Threat Assessment & Research

�Data Analysis

�Attack Modeling

�Policy Review & Countermeasures

�Incident Response Support

�Security Solution Development

Security Intelligence
�Real-time data correlation

�Anomaly detection

�Event and flow normalization

�Security context & enrichment

�Scalable, big-data architecture
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The IBM Security Framework can help you with the challenges of 
cost, complexity and compliance

Designed to help:

� Enable innovation through security-
rich, 
end-to-end infrastructure, platforms 
and services

� Reduce number and complexity 
of required security controls

� Reduce redundant security 
expenses

� Improve organizational and 
operational agility and resiliency

� Leverage industry expertise to help 
unify policy management

� Deliver needed visibility, control, 
security intelligence and 
automation
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Capability: End-to-end security coverage 
Bringing Products and Services together to deliver Solutions

Partner

Programs

(3rd party)

Partner

Programs

(3rd party)

Security 

Ecosystem

Standards
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Source: Forrester Research Inc. “Forrester WaveTM”: Information Security Consulting Services, Q1 2013”. And Forester Wave: Managed Security Services providers 
Q1, 2012.  Full report can be accessed at http://www.ibm.com

And this experience has resulted in recognition from the 

marketplace

Security Consulting Managed Security Services

“IBM has the largest client base of the participants... Clients praised the flexibility, knowledge, and 
responsiveness …while also noting the company’s excellent documentation. Organizations looking for 

a high-quality vendor that can do it all and manage it afterwards should consider IBM.”
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There is the need to address the full security intelligence timeline

Prediction & Prevention Reaction & Remediation

SIEM  Log Management 
Incident Response
Network Anomaly Detection  Packet Forensics 
Database Activity Monitoring
Data Loss Prevention 

Risk Management  Vulnerability Management
Configuration Monitoring
IBM X-Force® Threat Intelligence 
Compliance Management
Reporting and Scorecards

What are the external 
and internal threats?

Are we configured
to protect against 
these threats?

What is 
happening 
right now?

What was the 
impact?
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The security environment continues to be increasingly challenging 
with ever greater impact of incidents

Threat Profile Type Share of Incidents Attack Type

Advanced 
threat / 
mercenary

� National governments

� Terrorist cells

� Crime Cartels

23%

� Espionage

� Intellectual property theft

� Systems disruption

� Financial Crime

Insiders
� Insiders - employees, 

contractors, 
outsourcers

15%

� Financial Crime

� Intellectual Property Theft

� Unauthorized Access/

Hacktivist � Social Activists 7%

� Systems disruption 

� Web defacement

� Information Disclosure

Opportunist

� Worm and virus 
writers

� “Script Kiddies”

49%

� Malware propagation

� Unauthorized Access

� Web defacement
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The total number of attacks logged in the first eight months of 2012 by IBM’s Cyber 

intelligence & Response Team is 40% higher than attacks reported in all of 2011.

Source: Government Accountability Office, Department of Homeland Security's Role in Critical Infrastructure 
Protection Cybersecurity, GAO-05-434; IBM CyberSecurity Intelligence & Response Team, September 2012
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ibm.com/security
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