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Security Intelligence.
Think Integrated.

Trends in the Threat Landscape

Thad Mann, CISM, CISSP, CeH, PMP
Cybersecurity Black Belt
tmann@us.ibm.com, 336-339-7206, October 2013
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Several critical security business issues resonate consistently across senior
management, and have beoome the top security focus issues
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Vulnerabilities increase with emergence of new business models,

new technologies and Big Data

Adopting new business models and

embracing new technologies and data

Exponentially growing and interconnected
digital universe
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buildings and or mobile
animals) D
! ; Qe - 1 billion mobile
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Social business objects (cars, e = 30 percent
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33 percent of all new business
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Source: IBM X-Force® Trend and Risk Report, 2012
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With targeted Attacks Shaking Businesses and Governments

2011 Sampling of Security Incidents by Attack Type, Time and Impact

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses
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IBM has tracked a massive rise in advanced and other attacks

2012 Sampling of Security Incidents by Attack Type, Time and Impact

Conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses
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....there is no sign of the trend getting any better YTD 2013

2013 1H Sampling of Security Incidents by Attack Type, Time and Impact

Physical Access

Denotes Attack Online
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Size of circle estimates relative impact
of incident in terms of cost to business

Conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses
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Source: IBM X-Force®Research 2013 Trend and Risk Report
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The Average E&U Company Faces Per Week

1,414,538

Security Attacks

The Average E&U Company Faces Per Week

Security Incidents

IBM Cybersecurity Intelligence Index: Energy and Utilities, September 2013
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One of the 10 Security Imperatives in 2013: Upgrade Incident
Response Capabilities to Prepare for Advanced Threats

ICS-CERT Incident Response Trends
Number of Attacks Reported and Requiring Onsite
Help by US Critical Infrastructure Companies

198

B 'ncident
Response
Tickets

B Incident
Response
Onsites

2009 2010 201

Source: ICS-CERT Incident Response Summary Report, 2011

Relative Maturity of IREC Members’ Incident
Response Processes

Percentage of Survey Respondents at Various
Maturity Levels
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Source: IREC Controls Maturity Benchmarking Service, 2009.

Most organizations have outdated incident response capabilities;

increasingly sophisticated attacks require CISOs to revisit their processes.

Corporate Executive Board, Information Risk Executive Council Study, 2013 Security Outlook November 2012
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Security skills are hard to attract and retain

are unable to complain of the struggle with
find people with inability to measure an understaffed
the right skills the effectiveness IT team

of their current

security efforts FORRESTER®

81% of chief information security officer functions are re-organizing or

have been re-organized within the last six months.

Corporate Executive Board, Information Risk Executive Council Study, July 2012

© 2013 IBM Corporation
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IBM’s approach to Cyber Security is based upon what we learn
protecting our own multi-national enterprise and that of thousands of
customers around the world

IBM has one of the largest, most complex internal IT infrastructures in the worid

= 2,000-plus major sites = 400,000-plus employees = 800,000-plus traditional endpoints

» 170-plus countries = About 200,000-plus = About 50 percent of employees
contractors are mobile
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IBM provides unmatched global coverage and security awareness.

-l
e Ll
rs ,
)
4&?‘
Ottawa, CA - - @ Herzllya IL

\ v\ =X TJ Watson, US
Almaden, US
m «J,

Haifa, IL
m 5 S — B

Allanla us

[:] Security Operations Centers
. Security Research Centers
: Security Solution Development Centers
m Institute for Advanced Security Branches

= 10B analyzed Web pages & images World Wide Managed

45\ Research 150M intrusion attempts daily Security Services Coverage

40M span & phishing attacks = 20,000+ devices under contract

» 3,300 GTS service delivery experts
» 3,700+ MSS clients worldwide

70K documented vulnerabilities

IBM Institute for Millions of uniqgue malware samples

Advanced Security
Enabling cybersecurity innovation and collaboration : = 13B+ events managed per day

= 1,000+ security patents

‘1%!3 » 133 monitored countries (MSS)
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We analyze them all...

Most comprehensive
Vulnerability Database in the
world

— Over 70,000 unique vulnerabilities cataloged
— Entries date back to the 1990’s

Updated daily by a dedicated
research team

The X-Force currently monitors

over...
— 8,000 Vendors
— 17,000 Products
— 40,000 Versions
— 4,0000+ Clients
— 13+ Billion events daily

. —

PUBLIC PRIVATE
RESEARCH RESEARCH

ADVISORIES PRODUCT HELP

© 2013 IBM Corporation



Top MSS High Volume Signatures and Trend Line - SQL_Injection
2011
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Vendor Patch Timeline
2011
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MAC malware

= Flashback

— discovered September 2011 has seen the
most activity in the Mac malware world.

— Uses Java Exploit

 APT

— Tibet malware (March 2012); Java and Word
Document exploits

— SabPub backdoor (April 2012); Java exploit

Source: IBM X-Force® Research and Development

= Crisis/Morcut (July 24, 2012)
— Anti-reversing + Rootkit capabilities
— Cross platform (Windows, OSX, VMWare?)
— Not found in the wild (yet)

= Expect to see continued increase in number of | — L ———

Last Scan Date: 4

Mac based malware with improved functionality | et RSO

Source: IBM X-Force® Research and Development
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Social Networking — no longer a fringe pastime

Social Networks allow attackers i .
] Internet Penetration of Social Networks
to learn: December 2012

120%
= Who works there?
= What are their titles?
= Create index cards with name 4y,

and titles
= Who are their colleagues? a0
= Start to build an org chart
= What is their reporting o I I
structure? p—
= Who are their friends?
I

= What are they interested in?
Top 10 Top 100 Top 1,000 Top 10,000 Top 100,000 Top 1,000,000 All

™ What are the|r Work/personal domains domains domains domains domains domains domains
email addresses?

100%

Source: IBM X-Force® Research and Development
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Vulnerability disclosures up in 2012 and continuing to grow...

10,000
9,000
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= 4,100 number of vulnerabilities (1H13)
= Total number of vulnerabilities is over 70,000 and growing!
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Source: IBM X-Force® Research and Development
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Vulnerabilities in Web Platforms, CMS and Plug-Ins

Web Application Vulnerabilities by Attack Technique
2009-2013 H1

° 2009 2010 20E11 2012 2013
M Cross-Site Scripting B SQL Injection [ Other ! File Include
CMS Core Vulnerabilities CMS Plug-in Vulnerabilities
2013 H1 Source: IBM X-Force® Research and Development 2013 H1
Patched: Unpatched: Patched: Unpatched:

54 percent 46 percent

78 percent 22 percent

Source: IBM X-Force® Research and Development
Source: IBM X-Force® Research and Development
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Public Exploit Disclosures

True Exploit Disclosures Total Mobile Vunerabilities
2006 to 2012 2009-2013 H1
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Source: IBM X-Force® Research and Development

Source: IBM X-Force® Research and Development
2006 | 2007 | 2008 | 2009 | 2010 | 2011 | 2012

408 1067 1033 1061 1297 826 864

True
Exploits

Zf'%et;t 7.2% 16.3% 13.4% 15.7% 14.9% 10.56%|10.6% —— QT[] o Y 4 o] [ 1 UK 153

Source: IBM X-Force® Research and Development
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Zero Day Timeline

» |E, Java and Adobe
= Evolving from Spear Phishing to the Watering Hole

2013-0207 @ O @
Adobe Flash eVl 5022 e o o
2012-12-27 9 CVE-2013-0633 Adobe Flash

MS Internet Explorer U EN T CVE-2013-0643

Vulnerable on Microsoft Windows e

Vulnerable on Apple OSX o

2013-05-01 @ Vulnerable on Linux o

MS Internet Explorer
CVE-2013-1347

CVE-2012-4792 CVE-2013-0648
January 2013 February March April May June |
1 1 A 1 1 1
| | 1 1 1 1 l
Oracle Java Oracle Java MS Office
ol CVE-2013-1493 CVE-2013-1331
CVE-2013-0422 P

2013-01-10 @o 0 CVE-2013-0640 2013-02-28 eoo

CVE-2013-0641

20130213 QO @

2013-06-11 @ O

2013 H1 Zero-Day Timeline

(point in time when zero-day attack became publicly known)

Source: IBM X-Force® Research and Development

IBM Security X-Force® 2012 Trend and Risk Report March 2013
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CVE-2012-0507 Timeline

» Logical flaw in the handling of an array
» AtomicReferenceArray vulnerability

Feb 2012 Mar 2012 May 2012
Vulnerability Patched Blackhole RedKit
® [ ]
Feb 2012
Vulnerability Details pr 2012
Published Phoenix
| i ‘
Feb 2012 Mar 2012 Apr 2012 May 2012 Jun 2012 Jul 2012 Aug 2012 Sep 2012 Oct 2012 Nov 2012 Dec 2012
Jan 2012 Dec 2012

Source: IBM X-Force® Research and Development

IBM Security X-Force® 2012 Trend and Risk Report March 2013 © 2013 IBM Corporation



CVE-2012-1723 Timeline

» Type-Confusion vulnerability in JRE

Jun 2012 Sep 2012
Vulnerability Jul 2012 Neosploit,
Patched Blackhole Nuclear
[ ] ® [ ]
Jun 2012
Vulnerability Details Aug 2012 Oct 2012
Rublished Kein Cool
\
| _ _ |
Feb 2012 Mar 2012 Apr 2012 May 2012 Jun 2012 Jul 2012 Aug 2012 Sep 2012 Oct 2012 Nov 2012 Dec 2012
Jan 2012 Dec 2012

Source: IBM X-Force® Research and Development

IBM Security X-Force® 2012 Trend and Risk Report March 2013 © 2013 IBM Corporation



CVE-2012-4681 Timeline

= Gondvv sploit
» Privilege escalation and bypass

Aug 2012
Vulnerability Patched

= Aug 2012

Sakura, RedKit,
Aug 2012 Sweet Orange
Blackhole
Sep 2012
Neosploit
Aug 2012 Sep 2012 Oct 2012
Zero-day Reports CrimeBoss Cool
| | | | | |
Feb 2012 Mar 2012 Apr 2012 May 2012 Jun 2012 Jul 2012 Aug 2012 Sep 2012 Oct 2012 Nov 2012 Dec 2012
Jan 2012 Dec 2012

Source: IBM X-Force® Research and Development

IBM Security X-Force® 2012 Trend and Risk Report March 2013 © 2013 IBM Corporation
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$ $ -@
‘S . profile organizations
$ using public data/
$ social media
$ sg $ $
target key
organized and POI’s via spear
well funded /\ phishing
operational '

sophistication

Red
t

B

coordinated attacks
distract big, strike
precisely

“watering hole”
target groups on
trusted sites

¢t

leverage tried and true
techniques like SQLi, DDoS & XSS

Source: IBM X-Force® Research and Development
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SQL Injection Attack Tools

Hidilk: (http://www. google. cn/search?as_q=inur1¥3A. aspX3Fid¥3D+andtinti t1eX3ARESYBSNACKESNEFXBBAcomp]l et e=18h]=rh-CHnewwi ndow=14run=1C v | ﬁﬁ][ﬁﬂﬁﬂ?ﬂféﬁ& it |
MR EA A i W% BE ES v B ~ ER |
bOU le R - 19EEEh | Gooc
C school_show. asp?1d=3290 A
( ; any/ show. asp?1d=T628
ne; showfcﬁrx._ a:p?i 2=593&21};-:_1;3§135 sname=
— BEUTLBOFA  [inur 100 it I rore homchainto. anptid
mE o BRER SO inur S | o
BEUTHRTE | * Automatic page-rank verification
8 —‘_ o * H H 1 H H
MER: BEEA—ATHIFH | ) Search erlg|.ne integration for finding
et i : vulnerable” sites
BESr wo n cg F m = * Prigritization of results based on
ZHEEEeEE RPN FELEFIFM: EeBLEY. Z2BHE = gﬁ:}ﬁ: . . i
el BEEMELEES. RLRESHEEE. SeRRENFE. £ m o probability for successful injection
7, 2%, . . 8. B LM * Reverse domain name resolution
wwnw. c0160. com/usenweb/company. asp?id=55442 - 22k - ) PRtk
PURRER - EAUM T m & elc.
< 7
= [ [ o i o ¢ o o
I | IS | o B |
=2 Rz Bisis |
SERURL UIRZRSE] AR WEREARD AR AR EE RIS HEIRIER
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http:/fwww. sbertech. com/ProductShow. « 6796 s aND 8=8 + alND 8=3  AND HFH RN PRREIEAFRAT
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Forbes 2012 Vulnerability Price List

ADOBE READER

MAC OSX

ANDROID

FLASH OR JAVA BROWSER PLUG-INS
MICROSOFT WORD

WINDOWS

FIREFOX OR SAFARI

CHROME OR INTERNET EXPLORER
10S

$5,000-$30,000
$20,000-%$50,000
$30,000-%$60,000
$40,000-$100,000
$50,000-$100,000
$60,000-$120,000
$60,000-$150,000
$80,000-$200,000
$100,000-$250,000

Source: http://www.forbes.com/sites/andygreenberg/2012/03/23/shopping-for-zero-days-an-price-list-for-

hackers-secret-software-exploits/

© 2013 IBM Corporation
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Blackhole Crimeware

O Blackhole? CTATHCTHKA NOTOKH OATNbI BESONACHOCTD  HACTPOFKN
Blackhole Exploit Kit T T
*First appeared in August 2007 . S e
o -Advertised as a “Systems for Network g e
R sl Testing” : s
e -Protects itself with blacklists and integrated e — -
:LE':?‘::VSL antivirus 1247 091 1w 10.19 @
s -Comes in Russian or English S
S Jed -Currently the most purchased exploit pack v 9 3 =me
—— =
LECBR M Flexible Pricing Plan ST =
ety ‘Purchase CE e
— $1500/annual S
e $1000/semi-annual : M N N
] $700/quarterly e u e om
@ 050 ¥ MDAC v o B p—

e $50/24 hours
$200/1 week
$300/2 weeks
$400/3 weeks
$500/month
*($35 domain name change fee if necessary)

© 2013 IBM Corporation



Trojan Creator Kits

eConstructor/Turkojan
oV.4 New features

Remote Desktop

Webcam Streaming

Audio Streaming

Remote passwords

MSN Sniffer

Remote Shell

Advanced File Manager

Online & Offline keylogger
Information about remote computer
Etc..

[ &ktif PC :deneme |

Turkojan Client v4.0

[+] I,‘-“ Editor

| English

| . Settings

£ passwords

£, accessories
5 remote desktop
a4, webcam streaming
W audio streaming

i | settings manager

-] manage keyboard

|+% extra

24 communication
manage files

;aw commands

o8 server propeties

@ system information

< fun manager

2 contact us

“ local tools

TURKOJAN

Copyright CigiCigi Online

1997 - 2008 All rights reserved.

Made in Turkey

Connection ID :
3 deneme

IP Address :

Computer Name : 0s:
forns oS e G e e e R i e v s o

WinxP

l Ready

Status : Passive I

© 2013 IBM Corporation



It’s just
business...

0OJAN

TURK

4

D

x

..ng‘ﬁll\

SILVER

Bronze Edition

Price : 249% (United State Dollar)

S (you can
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Total Cybercrime Market

IN U.S. DOLLARS

RUSSIAN
CYBERCRIME MARKET

'billion

RUSSIAN SPEAKING
CYBERCRIME MARKET

Breakdown of Russian

Cybercriminal Activities

DDoS

$130.Million
Other 2
$168 Mi

C2C Cybercrime to Cybercrime
$230 Million

Cybercrime is a $12.5
billion global market

Source: http://group-ib.com

© 2013 IBM Corporation



]|
KA
2

What’s different about Advanced Persistent Threats?

Advanced

= Exploiting unreported (zero-day) vulnerabilities
» Advanced, custom malware is not detected by antivirus products
= Coordinated, well researched attacks using multiple vectors

Persistent

= Attacks last for months or years (average: 1 year; longest: 4.8 years)’
= Attackers are dedicated to the target — they will get in
= 210 day average from breach to detection?

Threat

» Targeted at specific individuals and groups within an
organization; aimed at compromising confidential information

= 1in 5 employees will open a suspicious email and fail to inform IT3
= Not random attacks — they are “out to get you”

1) Source: http:/intelreport. mandiant.com/Mandiant APT1_Report.pdf
2) Source: 2013 Trustwave Global Security Report
3) Source: Courion Research, October 13, 2013

© 2013 IBM Corporation
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Today’s News: NY Times publishes detailed account on state-

sponsored attacks

€he New Nork Eimes

Industries Targeted by the Hackers

S T T
e * | k& Agrowing body of digital
Somment oo agnees 1 ) ol evidence leaves little doubt
Moo & = that an overwhelming
VO A 0 percentage of the attacks on
r—— T American corporations,
o i organizations and government
PP I I B W agencies originate in and
e NG NI around [one location]. ))
Me‘a'”:::::: z LA Source: http://www.nytimes.com/2013/02/19/technology/chinas-army-is-seen-as-tied-
Education 1 . to-hacking-against-us.html

© 2013 IBM Corporation



= Operation Ababil - 1z Ad-Din al-Qassam cyber fighters
= Three separate DDoS attackers

= Targeting Major US Banks including J.P. Morgan Chase, Bank of America, US
Bancorp, and PNC

= Moonlight Maze (1998-2001)

— 3-year long campaign targeted against government systems
= Titan Rain (2003)

—Targeted US Government and US Government contractors
= Ghostnet (2009)

—Discovered in a 10 month investigation
= Operation Aurora

—Targeted Fortune 100 companies

—Moved APT to a marketing tool
= Night Dragon (2009-2010)

—Targeted global energy
= StuxNet (Flame, Duqu, Gauss, Mini-Flame...)

© 2013 IBM Corporation



Attacks on Aramco

« Highly sophisticated
 Likely government sponsored
* Infilitrated 30,000+ computers

4| > e untitled text + 3.

We, behalf of an anti-oppression hacker group that have been fed up of crimes
and atrocities taking place in various countries around the world, especially in
the neighboring countries such as Syria, Bahrain, Yemen, Lebanon, Egypt and ...,
and also of dual approach of the world community to these nations, want to hit
the main supporters of these disasters by this action.

One of the main supporters of this disasters is Al-Saud corrupt regime that
sponsors such oppressive measures by using Muslims oil resources. Al-Saud is a
partner in committing these crimes. It's hands are infected with the blood of
innocent children and people.

In the first step, an action was performed against Aramco company, as the
largest financial source for Al-Saud regime. In this step, we penetrated a
system of Aramco company by using the hacked systems in several countries and
then sended a malicious virus to destroy thirty thousand computers networked in
this company. The destruction operations began on Wednesday, Aug 15, 2012 at
11:08 AM (Local time in Saudi Arabia) and will be completed within a few hours.
This is a warning to the tyrants of this country and other countries that
support such criminal disasters with injustice and oppression. We invite all
anti-tyranny hacker groups all over the world to join this movement. We want
them to support this movement by designing and performing such operations, if
they are against tyranny and oppression.

© 2013 IBM Corporation



Hacktivists

= Definition:
— Hacktivist = Hacker Activist

—The use of legal and/or illegal digital tools
in pursuit of political ends

= Realities:

—Membership amongst hacktivist groups
has grown rapidly over the past few years

— Participation has become simplified via
freely downloadable tools

)
)

(UGNazi Hacktivist Group Logo)
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How to minimize the risk?
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E&U Focus Areas

How breaches occur

Misconfigured
system or application

End-user error

Undetermined - 17%
Vulnerable code . 5%
Targeted attack, . -

exploited S

IBM Cybersecurity Intelligence Index: Energy and Ultilities, September 2013

Attacker motivation

Industrial espionage,
financial crime,
terrorism, data theft

Lt

Opportunistic

49%

Dissatisfaction
with employer/ job

15%

Social activisn‘.

civil disobedience Other

7% 6%
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Create a holistic security program of essential practices

Essential Practices

Q 1. Build a risk aware culture
0 and management system

6. Control network access

L
[
and assure resilience ‘—:—.

with intelligence

2. Manage security incidents

3. Defend the mobile and
social workplace

9 |z

4. Secure services,
by design

©

Maturity based approach
7. Address new complexity

of cloud and virtualization "

T
2
©
5
E 8. Manage third party =R
security compliance U_l
S
2
= 9. Secure data and Q
/ protect privacy
Reactive Proactive

10 @ 5. Automate security
?IICC))I‘IOO\ “hygiene”

10. Manage the identity
lifecycle Q
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Move to an optimized state across all security domains.

Security Intelligence:

Security Flow analytics / predictive analytics
ntelligence Security information and event management
Log management

Data masking /

Optimized

User provisioning

redaction Web application Virtualization security
Access Database activity protection Asset management
management monitorin
Strong 9 Source code Endpoint / network
authentication Data loss scanning security management
prevention
, Encryption o Perimeter security
Director Application :
managem}ént Database access se:%nning Host security

control Anti-virus

© 2013 IBM Corporation
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Extend Security Intelligence with complementary Big Data solutions

Traditional Security There is a growing need to identify and
Operations and Logs protect against these threats by
Technology Events Alerts building insights from broader data sets

Configuration

formation 1. Analyze a variety of non-traditional

and unstructured datasets to
System |dentity improve security
audit trails context

2. Significantly increase the volume of

Network flows data stored for forensics and
and anomalies historical security analysis
External threat Full packet and : : ,
intelligence feeds DNg captures 3. Visualize and query data in new
ways
Web page Business _ o
text process data 4. Integrate Big Data analysis with

existing security operations
Big Data E-mail and Customer

Analytics social activity transactions
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Connect with IBM X-Force research & development

Follow us at @ibmsecurity Download X-Force  gSybscribe to X-Force alerts at
and @ibmxforce security trend & risk http:/iss.net/rss.php or
reports Frequency X at

http://www.ibm.com/security/xforce http://blogs.iss.net/rss.php

Attend in-person Join the Institute for Subscribe to the security
events Advanced Security channel for latest security
http://www.ibm.com/events/cale .
ndar/ www.instituteforadvancedsecurity.com videos

www.youtube.com/ibmsecuritysolutions
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Security Intelligence.
Think Integrated.

Thank You!




Why IBM?
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Security is a top priority for IBM and significant investments have
been made to enable us to continue leading in this space

46

Over 100 researchers, representing 6 majors
research centers worldwide. Areas of research
include:

Trusted platforms

Secure Co-processors
Next-generation security analytics
Mobile computing

Biometrics

Security for cloud computing
Homomorphic encryption

IBM has launched a Cybersecurity Initiative to
build security skills

Working closely with over 80 universities

worldwide

Supporting research efforts
Educating faculty members
Providing guest lectures and internships

“Looking ahead, we continue to invest to
deliver innovations for the enterprise in
key areas such as big data, mobile

solutions, social business and security ”
Ginny Rometty, CEO IBM, Jan 2013

IBM President and Chief Executive Officer Ginny
Rometty, joined by Chairman Sam Palmisano, met with
US President Barack Obama at the White House in early
March, 2012. Rometty discussed issues including
cybersecurity policy, and the global economic situation
with President Obama and his senior economic team.
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IBM has made significant investments, while leveraging our own
global presence and experience, to help clients accomplish their
business objectives and reach a more optimized security state

Client Business Objectives

~ _
n Manage risk

Automated

A Optimized
Organizations use
‘_ 4 predictive and
- automated security
analytics to drive toward
security intelligence

3 Enable business

Manual

Proficient
Security is layered
into the IT fabric and
business
operations

/ Reactive

Proactive

Basic
Organizations
employ perimeter
protection, which
regulates access and
feeds manual
reporting

i Manage costs
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IBM can provide unmatched global coverage and security awareness

4,300

. . . Security Solution Development Centers i i
Strateglc outsourcing security ™ y p B Security Operations Centers
delivery resources m Institute for Advanced Security Branches @ Security Research Centers

Zas Wi @ (' “
] B

Ottawa, CA m -@E Herzlya It
- " -

650 ‘F:_- X TJ Watson, US
Field security specialists m* \ "

1,200
Professional services security
consultants

Halla L
h\ ‘
Atlanta, US m r

mr

>

400

Security operations analysts

10
Security research centers K=

10 IBM X-Force Expertise Managed Services Excellence

: : = 150M intrusion attempts daily = 20,000+ devices under contract
Security operations centers . _ _
» 46,000 documented vulnerabilities = 3,700+ MSS clients worldwide

14 = 40M unique phishing / spam attacks = 15B+ events managed per day
Security development labs = Millions of unique malware samples = 133 monitored countries (MSS)
IBM Institute for = Billions of analyzed web pages = Unique research and reports
Advanced Security » 1000+ security patents

FO\C E
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Clients are asking IBM to expand the role we play with a their
security program

Global Threat Operations Center

Security Governance
Advanced Threat Analysis Center

« Threat Intelligence Gathering AL * Penetration testing
o . WA * Infrastructure

» Event and Vulnerability Analysis Z20N\a D « Application

« Impact Analysis a0 . gﬁ?iﬁ!

. - N S W T * Phishing

Inmdept Management 2 « Awareness

* Investigations « Attack modeling

» Enforcement Optimization S » Assessments

« Risk Assessments, Briefings, and Advisories * Ad-hoc projects

Security Operations Center

+ Security Monitoring * Application & Device Management af“ I‘?‘ B 'f
* Incident Escalation and Response + Configuration Management @”Q“!i@
» SIEM Intelligence Platform Administration < Policy Management l ‘-“f,—»g

Security Intelligence Platform

» Aggregate security event, log and flow data « Correlation, rules and feeds
Radar

© 2013 IBM Corporation



IBM’ s X-Force organization is a unique capability that benefits
our clients and is unmatched in the industry

IBM X-Force Research and Development

The world’s leading enterprise
security R&D organization

Global security operations center
(infrastructure monitoring)

Content Delivery

» Support content stream needs
and capabilities

 Continue third party testing Dominance

» Execute to deliver new content streams
» Support requirements for for new engines

engine enhancement Research Content
Delivery

» Maintenance and tool development Industry/Customer Deliverables

* Blog, Marketing and Industry
Speaking Engagements

Research

» X-Force Database
Vulnerability Tracking

« Support content streams

« Expand current capabilities in research to Industry/Customer
provide industry knowledge to the greater IBM Deliverables « Trend Analysis and Security Analytics

X-Force Mission: To protect our customers from security threats on the Internet by developing

a comprehensive knowledge of vulnerabilities and attack methodologies and applying that
knowledge through effective protection technologies.
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IBM Security Services Key Differentiators

Breadth of offerings
= Broadest security solution portfolio in the industry

= Professional and managed security services

Integrated solutions and services Aligned to address our typical
* Families and bundles of integrated solutions client challenges:

." Manage costs

= Leveraging of services and data

= Solutions are standardized to provide economies of scale, but can
be customized to meet unique requirements
= Remote delivery and on-premise delivery

[
KB Reduce Risk

Detailed threat and business analytics
» Latest threat and business analytics
» Integrated IBM X-Force® Security intelligence
= Work flow, ticketing, emergency response and forensics, and
comprehensive reporting

= Global delivery excellence a Support compliance

:_' = Uniform delivery in hundreds of countries
a Global network of skilled consultants
Certified delivery expertise around the world
Standards-based delivery processes

E Flexible options

& Enable business
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Our clients tell us the power of IBM as a partner is realized when we

leverage our security services, technology and research into an
integrated IBM solution

Services Technology

=Application Management
=|Incident Management
=\ulnerability Scanning

=Event and flow normalization
*Audit & Optimization =Security context & enrichment
=Consulting and Security Systems

Integration I ntegrated =Scalable, big-data architecture
. IBM
Solution

=Real-time data correlation
=Anomaly detection

=sThreat Assessment & Research
=Data Analysis

=Attack Modeling
=Policy Review & Countermeasures
=Incident Response Support
=Security Solution Development

=Threat Research
=\/ulnerability Database

=Countermeasures Development
=Trending & Predictive Analysis
=Security Innovations

© 2013 IBM Corporation



The IBM Security Framework can help you with the challenges of
cost, complexity and compliance

Strategy, Risk and Compliance e e,

Cybersecurity Designed to help:
Assessment and
Response

» Enable innovation through security-
rich,
end-to-end infrastructure, platforms
and services

Security Intelligence
and Analytics

» Reduce number and complexity
of required security controls

» Reduce redundant security
expenses

» |[mprove organizational and
operational agility and resiliency

» Leverage industry expertise to help
unify policy management

» Deliver needed visibility, control,

Cloud and_ security intelligence and
Managed Services " automation

© 2013 IBM Corporation



Capability: End-to-end security coverage

Bringing Products and Services together to deliver Solutions

Security
Ecosystem

Partner
Programs
(3" party)

Standards

GRC Platform (OpenPages)

Enterprise Governance, Risk and Compliance Management

Risk Analytics (Algorithmics)

Investigation Management (i2)

. 2

Identity and Access
Management Suite

Federated
Identity Manager

Enterprise
Single Sign-On

Authentication and
Deployment Services

Identity Hosting
Services

Guardium
Database Security

InfoSphere Optim
Data Masking

Key Lifecycle
Manager

Encryption and DLP
Deployment Services

Hosted Web and
Email Security

8
IBM Security Portfolio

AppScan Enterprise,
Standard and Source

DataPower
Security Gateway

Security
Policy Manager

Dynamic and Static
Application Security
Assessments

Application Security
Mgmt - Saa$S

3

Security Intelligence, Analytics, and Governance, Risk,and Compliance

QRadar SIEM QRadar Log Manager QRadar Risk Manager
Risk and Compliance Services Privacy and Audit Services Managed and Cloud-based SIEM

Network
Intrusion Prevention

SiteProtector
Management System

QRadar
Anomaly Detection

Managed Firewall,

Intrusion Prevention,
UTM Services

Vulnerability Mgmt

Endpoint
Manager (BigFix)

Virtualization and
Server Security

Mainframe Security
(zSecure, RACF)

Infrastructure Testing

and Incident
Response

Mobile Device
Security Mgmt

Security
Consulting

Managed
and Cloud

Services

X-Force
and IBM
Research

v12-10

Products Services
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And this experience has resulted in recognition from the
marketplace

Security Consulting Managed Security Services
- Risk St
'g:g Contenders % Leaders BI:tz Contenders Perfcr)?r'\"\gers Leaders
Strong
A
Current Current
offering offering
Market presence Market presence
R i
OO@O OO @ Full vendor participation
Weak Strategy —————— Strong Weak Strateav » Stronn

Source: Forrester Research Inc. “Forrester Wave™”: Information Security Consulting Services, Q1 2013”. And Forester Wave: Managed Security Services providers

Q1, 2012. Full report can be accessed at http://www.ibm.com
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There is the need to address the full security intelligence timeline

Are we configured What is
to protect against happening
these threats? right now?

What was the
impact?

What are the external

and internal threats?

Vulnerability PREDICTION / PREVENTION PHASE Exploit REACTION / REMEDIATION PHASE Remediation
O g ‘ > @
! * y
Pre-Exploit Post-Exploit
Prediction & Prevention Reaction & Remediation
Risk Management Vulnerability Management SIEM Log Management
Configuration Monitoring Incident Response
IBM X-Force® Threat Intelligence Network Anomaly Detection Packet Forensics
Compliance Management Database Activity Monitoring

| Reporting and Scorecards Data Loss Prevention |

fe A& & e Q@
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& Response Team is 40% higher than attacks reported in all of 2011.

The total number of attacks logged in the first eight months of 2012 by IBM’s Cyber

intelligence

The secur
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= Espionage

Attack Type
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Profile Type
= National governments

Threat

——a Advanced

<

= |ntellectual property theft
Financial Crime

= Systems disruption

= Terrorist cells
= Crime Cartels

mercenary
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Government Accountability Off

Protection Cybersecurity, GAO-05-434
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ibm.com/security
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