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T'hree questions

e What 1s the threat?

e How real 1s the threat?

e What can we do about 1t?
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Quantum Computers

No physicists were permanently
damaged in the creation of these
following slides!

e Not an evolution of classical computers

e Based on the quantum properties of Superposition and Entanglement

e Built with Qubits and Gates

e | will be talking about Universal Quantum Computers, not other
variants like Adiabatic Quantum Computers
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== Classical Computing: the circuit
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= Hnter quantum mechanics
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Hall of fame (1incomplete

Erwin Schrodinger

Paul Benioff

Peter Shor

David Deutsch

Paul Dirac
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= Quantum Computing: Qubits
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Question

Is this coin
heads or tails?




Superposition
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each qubit, In superposition,
can be in infinite states
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Measurement
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Superposition
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States for (qu)bits

n bits — 2n states

n qubits — 2" states




linkedin.com/in/mswimmer

Entanglement
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Quantum gates

Hadamard

NOT

Controlled NOT

and many more

;
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Measurement

resulting in a classical bit
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Quantum Programming
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Breaking RSA
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Disclaimer

BUT, there will be math
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Breaking RSA

T'his means factoring large integers

sXt=N

N is shared, s and f are secret

The attacker's goal: find s or ¢

22
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= Factoring 1s hard: Naive approach

def calculate_primes_up_to(n): def naive_factor(N, primes):
primes = set() for i in primes:
for a in range(2, int(n/2)+1): for j in [p for p in primes if p < 1i]:
if not any(a % b == @ for b in primes): if 1 % j == N:
primes.add(a) return i, j

return sorted(primes)

Factor a 38 bit integer: 249976000567

N = 249976000567/

primes = calculate primes_up_to(N)
s, t = naive_factor(N, primes)
print(s, t, s x t)

Never completed on my machine. A 25 bit key solved in over 5 hours.

RSA challenges solved up to 829 bits
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(Guess and check

(g7 +1)X (g2—=1)=mXxN

falled
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1. Guess g = 3
2. gcd(15, 3) ==
3. Found factors: 3, 5
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1. Guess g = 7

2. No common divisor

3. Let's improve our guess with g% — 1
4. Trying p=2

5. New guess 77—1=7-1=6

6. gcd(15, 6) ==

7. Found factors: 3, 5
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ERIAS N=15

. Guess g = 2

. No common divisor

. Let's improve our guess with g% — 1

. ITrying p=2
new guess: 27— 1=2—-1=1
. 1 1s a trivial divisor and 1is rejected
. Let's use g% + 1 instead
. NeW guess: 2%+ 1=24+1=3
. gcd(15, 3) =
10. Found factors: 5, 3

QOOO\]O30'||-|>OOI\DI—*
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p 1s the problem

e For large values of N, it becomes hard to find the right p

e Reflecting on this method
e We have (g%+ l)X(g%— l)=mXN
e Multiplying our two guess candidates we get some multiple of our N

e Multiply this out
e g =mXN+1
e Special case of g/ =m XN+ r
e Meaning g¥ is some multiple of N plus a remainder
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gr=mXN+r

7'=1=0x15+1

TN =7=0x15+7

72 =49 =3x%x15+4

7° =343 =22 % 15+ 13

74 =2401 = 160 x 15 + 1

7° = 16807 = 1120 x 15+ 7

70 = 117649 = 7843 x 15 + 4

77 = 823543 = 54902 x 15 + 13

7% = 5764801 = 384320 x 15 + 1
7° = 40353607 = 2690240 x 15 + 7

linkedin.com/in/mswimmer
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gr=mXN+r

N =7=0x15+7
72 =49 =3x%x15+4
7° =343 =22 % 15 + 13

7° = 16807 = 1120 X 15 + 7
7 = 117649 = 7843 x 15 + 4
77 = 823543 = 54902 x 15 + 13

77 = 40353607 = 2690240 X 15 + 7
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OTREND! N — 15, g — 7

7' =7=0x15+7

72 =49 =3x%x15+4

7° =343 =22 % 15+ 13

7° = 16807 = 1120 x 15+ 7

70 = 117649 = 7843 x 15 + 4
77 = 823543 = 54902 X 15 + 13

77 = 40353607 = 2690240 X 15 + 7

There Is a pattern to the remainders
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N =15 ¢

M =7=0x15+7
72 =49 =3x%x15+4
7° =343 =22 % 15 + 13

7° = 16807 = 1120 X 15 + 7
7 = 117649 = 7843 x 15 + 4
77 = 823543 = 54902 x 15 + 13

77 = 40353607 = 2690240 X 15 + 7
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14

10.5

0
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Can we use a Fourier Transform?
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=  Not so fast Fourier Transforms

e Fourier Transforms can help us find the
composite wave functions

e And therefore the dominant wave

e BUT, 'Fast' Fourier Transforms are not fast
enough for large N

e Hnter the Quantum Fourier Transform

By Lucas V. Barbosa - Own work, Public Domain,
hittps: //commons.wikimedia.org/w/index.php ?
curid=24830373
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QFT

calculate

remainders
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= Guess and check with QFT

P P
8 (g2+ 1) X (g2—1)=mXN
Start witha ™ i Improve this
guess ENS
K_ If this fails, J
. try again
eiled & ]—I—

AR

}

Found a factor : calculate
‘ remainders
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Conclusions

e We can break RSA

e By reducing the problem to period finding

e Which we can do quickly with a quantum computer
e This allows for the Harvesting Attack
e Discrete logarithmic problems 'reducible' to integer factorization

e so, DHE and ECDHE are also be broken

e But it needs a sh*t-ton of qubits and gates
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Interlude: Symmetric cryptography and hashing

e AES __‘
e Normally, search space of AES-128 is 2!

e Grover's algorithm speeds this up to 2%

e Therefore, why worry? Use AES-256 and be happy! For now
e Hashing

e Also attackable by Grover's

e But doubling the hash size will protect you for a generation
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How real 1s the threat?
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= Quantum Computers are not there yet

~ IBM Quantum

e Three criteria: Qubit count, gate count, gate performance

CONDOR
1121 QUBITS
SCALE | YIELD

e |IBM's Condor QPU 1s 1121 qubits with the maybe >1000 gates

e IBM Heron has better gate performance but only 133 qubits
e These are noisy qubits

e Noise mitigation requires 10-100x number of qubits!

e Google's Willow showed that surface codes for error correction work

e Horizontal scaleout will need a rethink of algorithms
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ow close are we”?

-vsy /.

, 960%-vSY 7 _

7 8%0¢

" 4 N
Ny N Yy N

“Useful” quantum chemistry | N 2\
without error correction [N\ 2

Logical qubits
can be classically
simulated

Juantinuum

Surface codes
work

_ e QuEra
1072 < We are here

nnsbruck @

1071 ) 11 : 4 5 \7
10 10 )* 10 10° 10° 10°

Number of Qubits

43 https://sam-jaques.appspot.com/quantum landscape 2024



£ 1<

O TREND: The | ifl q

e 5 years from usable machines for special purposes

e Specific algorithms on specific machines for specific
problems

e 10-15 years away from breaking RSA with Shor's

e But there could be scientific and engineering
breakthroughs
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Meet the new crypto!

B
Algorithm Standard OREHEE HAe Intension Approach
ML-KEM FIPS 203 Crystals Kyber KEM Lattice, MLWE
ML-DSA FIPS 204 Crystals Dilithium IDNY:N Lattice, MLWE
SLH-DSA FIPS 205 SPHINCS+ IDNY: (Hash)
7 7 FALCON IDNY: FF'T, NTRU Lattice
XMSS RFC 8391 IDNY: Hash
Leighton-Micalii RFC 8554 IDNY: Hash
linkedin.com/in/mswimmer 16 1;’ ‘
w
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In the pipeline

Classic McEliece KEM Code Round 4
BIKE KEM Code Round 4
HQC KEM Code Round 4
SHCE: KEM Isegentes Retracted

linkedin.com/in/mswimmer 47



£ 1<

Others

e FALCON selected but not yet standardized

e SIKE vulnerability demonstrates risk

e Follow German BWSI advise: go hybrid

e What's up with FrodoKEM?
e BSI and ANSSI recommend FrodoKEM-976 and FrodoKEM-1344

e NIST probably objects to its high overhead

linkedin.com/in/mswimmer 48
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Support

e TLS 1.3 allows for PQC
e Open Quantum Safe, BoringSSL, WolfSSL
e But OpenSSL doesn't not implement any PQC

e OpenSSH from 9.9 onwards

e uses the hybrid approach: ML-KEM and ECDH

e AWS, Cloudflare, Chrome, Signal, 1Message, ...

49
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Considerations

PQC key sizes are may times larger
Performance profiles are different
e not always worse though

Some algorithms still young

CycloneDX now support a CBOM
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But should you care”

e Yes if,
e you need your network traffic to stay secret > 10 years

e Have very bandwidth, memory or CPU constrained devices

e If not then sit back and relax :-)
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Main takeaway IMHO

e Threat to asymmetric cryptography is still theoretical
« We have 10 years, (error: +never, -5 years)
e If you have strict requirements start planning now

e Otherwise, wait until vendors do the work for you
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