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® \\Vhat?
® Characteristics
® How?
® General concept
® CERT.at's implementation
® Screenshots
B \What-For?
® Example evaluations
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What?
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“CRl. Characteristics

B Cheap (mostly free software)
B Autonomic

B Runs on a standard desktop
B Target-OS freely chooseable
B Fasy to set up

B Ready for use within a day

B Fully customizable

B Fasily evaluateable
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LR Characteristics

B Runtime-unpacked/-decrypted samples
must not be a hurdle

B Data/Analysis/Samples/... kept
confidential
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How?
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| ; ERT Fundamental Approach

S—

Manual steps to behavorial analyse one
sample:

(1) preconfigure proband
(2) throw in sample
___________..(3) start monitori ng-tmls_\_’
’$ (4) execute sample >

o) K\- —_—______..-—"""
-\ (5) get out logs

(6) interpret logs

pro E'J El't'l(.{

A
W
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Fundamental Approach

Manual steps to behavorial analyse

more than one sample:

-

-

(A) preconfigure proband

C:

-y

LOOP

__.,.---""'"""__-

(1) fetch (next) sample

—_

N

‘\_(4) execute bdmplt:—

(2) throw 1n sample
(3) start monitoring=tools — '

(5) get out logs

=

\\ (6) disinfect pmbdnd proband
N
(B) interpret logs
>%
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CCRI. |dentifying Components
= ,

® Two scopes

® Researcher
® Proband

® Virtual machines come in handy
® Researcher (= native machine)
® Proband (= virtual machine)
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ldentifying Components

%
$

proband

native machine
(host)

virtual machine
(guest)
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ldentifying Components

We need some controller processes:

- native machine
g cpr (host)
researcher
@ —yr—— virtual machine
cpp (guest)
proband

13




CERT. Identifying Components

. e

Communications over FTP:

<
&

proband

14
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ldentifying Components

We need two collections:

Q Samplesg == o=
logs 9 P ftpd

&

proband
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L-itl Defining Communications

Big picture with communication flow:

ﬂamplesg-s—h- --- * -S+ - - = natve |”le_|“|1'~:
- ftpd (host)

cpr
researcher 10%59 -<+l- l-
v virtual machine

@ o - ad =
manage I |, [ achis
Cpp 1::|.|l_\1:|
+S_-

proband
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R Problems Of Automation
= ,

B Synchronization
® Two processes, different machines
® FTP again
® Timing
® Deadlocks
® Timeouts

B Timeouts
® Best values? — It depends!

17



Big Picture For Each Sample

Q | researcher - native machine (host) ‘

ftp-root

9\:,7 fipd

copy samp] e s

start proband

wait until
ready-file
exists
(timeoput_cpr)

@-{ proband — vm (guest) }7

wait until sample exists

=GET sample={g

ol

start monitoring,
execute sample

wailt for
sample-exit/
(timeout cpp)

=delete sample=—_-

sstoptrevert proband

°
o
-

PUT logs

PUT ready-hile

18



&Rt iesuone

Theory => Practice
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(CERT. Controlling The Proband
B VirtualBox (VBox)
® Commandline tool VBoxManage ...
o ... list vms

= Find out your uuid

o ... startvm uuid
= Startup virtual machine

o ... controlvm uuid poweroff
= Pull out power cable

o ... snapshot uuid discardcurrent -state
- Restore to last saved state

20
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CERT.at's Implementation



(CCiTl o CERTatsimplementaton

B Hardware
® Dell OPTIPLEX 745
® |ntel Core 2 Duo 6400
® 2 Gigs of RAM
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CERI. CERT.at's Implementation
= !

B Researcher's software
® Ubuntu-Linux
® SUN'’s VirtualBox
® Proftpd
®zip
® minibis-cpr (home-grown)
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CERI. CERT.at's Implementation
= !

® Proband's software
® Microsoft Windows XP SP3
® ProcessMonitor (from Sysinternals)
® minibis-cpp (home-grown)

24
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LCR. CERT.at's Implementation
= ,

B Features

® Monitoring activities using ProcessMonitor
(Procmon from Sysinternals)

® Making screenshot on exit
® PML-files
® CSV-files

® Compress (ZIP) the returned .PML-files and
binaries

25
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Big Picture For CERT.at's Imp

= Xubuntu Hardy (researcher)

D-ﬂ read
minibis-cpr

minibis.pref

\
[y E—

samples

start
slop

revert

read

Zip

next sample.
results

Wrile———

pro anI

VBOX — VBOX — VBOX — VBOX — VBOX — VBOX — VBOX - VBOX —VBOX

= Windows XP SP3 (proband)

sample

T st

stop

minibis-cpp

read

wrile

procmaon

fip
user minibis

VBOX — VBOX — VBOX - VBOX — VBOX — VBOX — VBOX — VBOX — VBOX

ementation
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Screenshots
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Screenshots

Yt b | N

Proband (Ready to rumble - really!) [Wiederherstellen] - VirtualBox 0 _ || 0 | x |

Maschine Gerate Hilfe

(I FroEA: REstor g %)

Restoring virtual machine

| a1

The virtual machine
(proband) is being
started.

3] Strg Rechts

i | chrisu@secuwolab2: ~ [=a]f]
Datei Bearbeiten Ansicht Termminal Hilfe

(C) 2095-2009 Sun Microsystems, Inc. Al
All rights reserved.

Waiting for the remote session to open...
Remote session has been successfully opened.
Waiting for result



Screenshots

File Edit Ewent Fiker Tools Opbions  Help

CEEDITE | v=m | .88  ProcessMonitor from

Time.. | Process Mame HD  Operaion i .
1810 ™ lsass.exe 552 #EReo0penkey  HRLWHNSECURITY\Police - -

18I0 Tlrassexe 52 @ER=00penkey  HRLMASECURITY \Polizp Secdest yS I n te rn a S aS J u St
1810 jltas& BB BA2 ﬁHegDuem‘-"alue HELWNSECLRIT YW Paliopt SecDeceh [

1810 Tleaszene 552 @ Raglloeekey  HELAMMSECURITY\Paliopt Secliese ) - -
1910 Tleaszene G52 @ Roglpenkey  HELMMSECURITY\PalicptSecDass . .

1810, Tlsass oxe 552 @% Raglueralue  HELMASECURITY \Palics Sechesc (I ee n S a r e -
1810, Tlassexe 552 @AR=gClosekey  HELMNSECURITYAFolicptSecliesc

1810 Slsam e 552 @ZReaChsekey  HRLMNSECURITYAPolice

1810 lsazs exe 52 @ER=00penkey  HRLMASECLIRITYPalicy
1810 —lsass exe Ra2 EHequenKe_u HELMMSECURIT Y APolicpiSeclese
— ) e ial Ll WA ~ ™

anan LA e e T A=

£ i ¥

Showwing 12,186 of 30,102 events (40%) Backed by cifabed.log FHL

sbumerks und 5,

=5 chrisu@secuwolab2: ~ [=lla]ix]
Datei Bearbeiten Ansicht Terminal Hilfe
(C) 2885-2009 Sun Microsystems, Inc. [=]

ALl rights reserved.

Remote session has been successfully opened.

Wziting for the remote session to open...
Waiting For mesulll [iiy il ireiia o T R R [] l;‘ 29




Maschine Gerate Hilfe

S a

5

: |@EI «'iﬁnl;

Time...  Process Hame
T8I0 Tleaszene
1810 T lraseme
1910 T |lraszexe [ aK J [ Gaitsl ] esch([
1010 T lsass ene = =5t
180 Sleasm exe LE0u oy f=du = XA | | W 0 )~ =
1810 lsass exe 557 @8 Rapluentalie HELMYSECURITY \PolisphSecDescil
1810 :]Izasx EXE B52 ﬂHegEhzeKe_u HELWNSECURIT YW Palicpt SecDiess
18:10:.. Tlease.cue 552 @%Ragllosekiey  HELAMNSECURITYLPalicp
18:10... Tlevchostens 958 A CieataFile C:MwIND O'wiSh Prefebzh W PROCIOM. B
1810, ~Javchostene 368 %Qucl}lﬁla‘dnrﬂ...D\WINDDWS'\F‘rchh:h\F‘FlDCMDH.[ v
— [} . A P~

anan

E2l i
Showing 14.617 of 31,608 events (+6%) Backed by cihabed.log FriL

e [T TR TRl S S R I

ki

-r,‘.' Start A = bok - 300, ® (nstaler Langu [E X,
B8PS @l @ 2)stgRechts

Datei Bearbeiten Ansicht Terminal Hilfe

(C) 2085-2003 Sun Hicrusysteﬂ.s, Inc.
All rights reserved.

[zl

Waiting for the remote session to open...
Remote session has been successfully opened. =
Walting Tor [ESEIE sodovoivensnsidbietirsive s nressstansas [

chrisu@secuwolab2: ~ |;[£]-i|‘

Screenshots

Just an example of
active malware.
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Screenshots

L
[ J |It": :1 f'h , J Sichen \:;_rif'Favnriben @ r_--::;' .;_. “,Hl 3
Ackpsss |aﬁj hizpes e Jockster reditoolbardinstal-confirm, sHtml ‘*l Wechsshau  Links
(Y. w  TES Search v EHuckPopupsl M ichinhe | @ ZoomIn o~

@ Die Seite kann nicht angezeigt werden.

[T IR e ST WPy Procese Monitor - Exporiing event data

sind technische Schwisrigkei

I'h ti
Browsersinstelungen tberpr] 5% -0:00 remaining £12.10,2009 13: 11:14) _ s e n a |Ve
P Monitor savi
Versuchen Siz Falgendes: = g
s khickan Sis au'f'.ﬂl-:t.lali:ieran ader wisderhalen Sie den

| e = format is being
. o converted to CSV.

r-J"-,,' étan e C{Dokomente und Ei.. a rnickk gefurde. . biE 1
F @@ & [Estrg Rechis
'@ chrisu@secuwolab2: ~ [=]la]i=]

Datei Bearbeiten Ansicht Terminal Hilfe

(C) 2085-2809 Sun Microsystems, Inc. |
All rights reserved.

[2]

Waiting for the remote session to open...

Remote session has been successfully opened. H
Waiting for result ©
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The virtual machine (proband) gets reverted.

chrisu@secuwolab?: —

Datei EBearbeiten Ansicht Terminal Hilte

Reverting VM
VirtualBox Conmand Line Management Interface Version 2.1.1 OSC

(C) Z083-20€% Sun Micrusyslens, Inc.
ALL rights reservad.

G, . TR, O 20%. . 30%. 0 40%. __50%. . (68%. . (T6%. HE%:I

L
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Screenshots

Malware caused our
proband to restart.
That's why we need the
outer emergency break.

Willlgommen

SOEF@D| @ &strg Rechts

= | chrisu@secuwolab2: ~ [=o]ix]
Datei Bearbeiten Ansicht Terminal Hilfe
(C)} 2085-2809 Sun Microsystems, Inc. [=

ALl rights reserved.

Waiting for the rempte session to open...
Remote session has been successfully opened. ‘i‘

Waitimg Tor resllt oo il v [
B 33
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Viewing results after a few samples.

minihi= « Datei-Arowser

Datei  Boarbeiten Ansicht Gehezu  Leseseichen Beiter  Hille

« .= . % B € | B B | K

War Hinaul Sheop Akiualisieren  Pessncher Ordner Compuies Suchen

Furick
@ |£] B 6i% & |Symbolarsicht v |
mv +—

a
> B 2 o W =
1 1
Dimle =l = |_| J .
o Ibup 61baSBdcTaZ 61baS8d-T43 Blba%8dc743  ElbaS8dcT43  GlcaB84673d 6lcadbaiiad BlcalfdBfid  BlcaZf46f3d
&= Datelsystem Bcbinzoafcan Bcbfozctfoan dcgfozchical  Rcbfozcdfcad  Sidededs7ios Sfric4ensTFoF SfdescdsTHIF  SfdedodsTiol
; Ratzaerk fo5hSadEh,.. . fosn5adeh... fosnSed6h.,. f¥5hSedBb.,. fS5asE3N53.... f5aB83Ibsd.... fSaE83b53.,.. 52683053,
& Vinssample.., &
SRS o i -0 o
& wil ] ™ ] s ] A
as DakumeEnte B1f0b2 3000 E1ibab232bh E1fbib233bh  E1fbOb233bh  E1Fch2G G B 1Fchd GeFate B1fch E1lichZacfiSe
o k bafiapnabad bfoapnabad bofoanndbid  bofomBOsb3d  1792clazmsg 1792cla2550 1792clazs550 1792c1lalss0
&8 Musi ddbofofaTL.,. cbOFarETL ., cbOfbiBT L, odbOfefarl.,  TH0CEAFAD... THCBAT, ., TH0CEAFR0,  THOCHO.... E
& Bilder
] = L 3 | -
R2c?02 Thidn BAr N7 Thidn RACTNZThIdR  A2r?F7Thidh  Afre7Sssash AFceT9==anh HKiceTapmaah  f7reTSseanh
IcTArd9IBE63 Acr3fdd93n6a3 3cTHdA05063  AcTAMdd93063 Oicfoiosaal Arcfciceaale Afcicicesale  Sfcfcicesadc
015dde?zd. O1sda=72d.. M5daeTad . 015da=73d.. . ashidafar dah7aafz7 . dabTaafzT.. . dabTaaf27.
r H r B o
I - o4 . |_J abd .
BaC?Rod Taof ERC2E0dTaet G0c2E0dTal  EDc2EMdTatf  BACSSSRaBNd FE55Ea80d S0c555EaE0d  E9CS5SRaB0d 1
2eESE% e 2cE569c0Bda 2085600088 JCESESCOfBda  dldcSeda¥oe dldcSa4a30 dlokS84a3%  dldc5Ed4aFac
feadedSTs . Teaded5ls fead@3ST5 . foeda?5]S  AlaPa0dlSd. 813504154 Alaoddl1sd. .. elafoodlsd. .
[ | ] [ B -
TSbf3sablea 7oaf3scblea 7ibfaschlea 70f350bles BIof3BefTaas 820f38eiTaad 82biz3ef7aa3 E2bFIBfTam3
I1edadatnid I1e3adannis 31e3ada0h3d  Iledadanbid 3243820459 13243820459 fIz4aBz045% 3242820459
eGASEICRr]... eERSECET]... eBESECCET]... e6ESEACRTL.. 27aalT523.. 2Taal?s2a... 2T3a17523.... 27aalT525..
= o
=0 0 o - 0
[ | L) ™ ] ]
[t L P B5adbisicd 086e9b35Mcd 085290354 DATheSdTba4 O Ve Saindd OB7beScibE4 06T beSdrbes
cEIIbAC 110 cBTALEC] 1o cBT3bEc11dd  cBTIbAEC11od 3241665303 Hr4166M503cT IALGEMSI3C]  IP41665T3C
1ES0ec=TE_.. 18%0eceTE. ... 16%0eceTs.... 16%0eceTE... 797123313 Mr1zIma.L. TFP1Z3513.... TFT123m13.
= 8 e B B c

D
# Oibjekte, Freier Speichemlatz: 63,5 GB
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What-For?



STl Example Evaluations

Some example evaluations on the basis
of 3902 .exe samples ...
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R Example Evaluations
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,Size DOES matter”

® Biggest sample: 16.448.512 bytes
® Smallest sample: 812 bytes

® Average sample: 391.688 bytes
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CCRI. Example Evaluations
= J

B Browser-History-Junkies®

® Historydata accessed: 1220 samples

o Historydata written: 3 samples
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,Cookie Monsters’

® Cookies accessed:
o Cookies read:

o Cookies written:

o Cookies created:

Example Evaluations

118 samples
58 samples
4 samples

3 samples
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LR Example Evaluations
= ,

B Security Center Kings”

® Service disabled: 2 samples
® \Warnings diabled: 3 samples
® Firewall disabled: 9 samples

® Autoupdates disabled: 1 sample

40



STl Example Evaluations

B Internet Settings”

® Read: 1.480 samples

® Changed: 1.236 samples
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STl Example Evaluations

B DNS-Kiddies”

® \etc\Host read: 9 samples

® \etc\Host written: 14 samples

42
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R Example Evaluations
= J

B Desktop Designers®

® Screensaver changed: 44 samples

® \Vallpaper changed: 46 samples
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R Example Evaluations
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B Reboot-Fetish”

® Pending renames scanned: 112 samples
® Pending renames added: 41 samples

® Pending renames deleted: [/ samples
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LR Example Evaluations
= ,

B Miscelaneous”

® Taskmanager disabled: 446 samples
® Other processes forked: 1.486 samples
® Multiple threads used: 2.255 samples

® ADS used: 3 samples
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R Example Evaluations
=

B Favorite Autstart Method"

1161 ... HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

0887 ... HKLM\System\CurrentControlSet\Services

0113 ... HKCU\Software\Microsoft\Windows\CurrentVersion\Run

0101 ... HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Userinit

0085 ... HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects
0063 ... HKLM\SOFTWARE\Microsoft\Active Setup\Installed Components

0061 ... HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Shell

0050 ... HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify

0030 ... \Programs\Startup\

0008 ... HKLM\Software\Microsoft\Windows\CurrentVersion\Shell Extensions\Approved

0007 ... HKCU\Software\Microsoft\Internet Explorer\UrISearchHooks

0004 ... HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShelllconOverlayldentifiers
0002 ... HKLM\Software\Microsoft\Windows NT\CurrentVersion\Drivers32

0001 ... HKLM\System\CurrentControlSet\Control\Session Manager\KnownDIIs

46
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\CCRI. CERT.at's Implementation
= |

B The underlying paper provides you with
® more details

® a step-by-step guide for building CERT.at's
implementation

® and links for downloading our binaries

So, please take a look at it!
Feedback is always appreciated.
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R Topical Background

Paper from October 14th, 2009

Mass Malware Analysis:
A Do-It-Yourself Kit

http://cert.at/downloads/papers/mass_malware analysis_en.html
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Thanks!

Christian Wojner
wojner@cert.at
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