CYBERCRIME IN KOSOVO
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===, Internet World Stats December 2014

High Penetration of Internet

e Kosovo 84.4% users




N = )

N~ 23P T ATE |

o b b ) A :
A AGAK

= SY s ity P—CBB
W* g “"‘ﬁccggé%%é{ 10N
C 7

3

N &
W " R en
0ll

O Can Stock Photo - csp11681816




A — Internet Penetration
s

Internet users by age

10-19 ----- 26.83 %
20-29 ----- 26.83 %
30-39 ----- 19.15 %
40-49 ----- 14.89 %
50-59 ----- 8.16 %
60-64 ----- 2.25 %
65 or more 1.89 %
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Law on Prevention and Fight against
egal Framework .
Cybercrime (2010 based on the Budapest

Convention)

Legal Framework

egal Framework ‘» Law on Electronic Communication (2012)
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National Cyber Security Strategy gin
Process with the help of ENCYSE
Project - 2015)
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v’ Cybercrime  Investigation  Sector is
established in June 2011 and became
operational in September 2011.

Structured within the Directorate for
Organized Crime Investigation - Kosovo
Police.




=="= International Cooperation
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CyberCrime@IPA Project - Council of Europe
(Regional cooperation against cybercrime);

TRAINING ASSISTANCE
PROGRAM (ICITAP)

Community Justice Program

in Lira, Uganda
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FBI Cooperation
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:‘\% Turkish National POLICE/ OSCE




w Fake news (through forged e-mail to the media);

> Computer mtraszon :

DDoS attacks,

A
r thshmg Password stealmg,
P

e
01101010 NAME ADRES. T
11101001010010101101001
11101010101010101OICER

(0100100t 010
1101 00101001010 g0 01001101




=="==_Cases (2/6)

‘-
Online purchase with stolen credit cards; )

b N
POS purchase with stolen credit cards (credit cards cloning); )
—

Drawing of cash money from ATM (forking system); )
e O

Fraud using fake e-mails (modification of bills and bank
account) - Man in the middle; (emkei.cz - fake mailer)

[x barS:/ emkel.cz

Date: |Mon, 19 Oct 2015 23:27.21 +0000 (UTC)

¢ Current

Delay sending to the specmed time (future only)
Charset: wi-é

PGP/GPG Encrypt: * No Yes ' Do not encrypt attachments

Receiver's Public
Key:

online fake mailer with attachments,
HTML edltor and advanced semngs

Content-Type:
Text:

text/plain text/ntml - Editor

From Name:
From E-mail:
To:
Subject:
Attachment:

Choose File | No file chosen
Attach another file
Advanced Settings

Reply-To:
Errors-To:
Ca
Beo:
Priority:
X-Mailer: -none -
Confirm delivery:
Confirm reading:
Add Header:
SMTP Server:

Captcha:

I'm not a robot

Sendii Clear
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B Apps

" Cases (4/6)

Name Number Duration Date
- Contacts

Address
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@ Blocked S

Blocked calls
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Computer Equipment
Touchpad 1o Server Sales and Support

SR

Need for National and International Cooperation
(Interpol Europol);
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THANK YOU FOR ATTENTION !

Sergeant Visar PACOLLI
Supervisor - Computer Intrusion UNIT
Cybercrime Investigation Sector
KOSOVO POLICE
E-mail: visar.pacolli@kosovopolice.com




