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ABOUT CYBERSECURITY MALAYSIA

1997 2001 2006 2007 2017

NATIONAL SECURITY COUNCIL

• A technical cyber security agency under 
the Ministry of Science, Technology & 
Innovation (MOSTI)
• Started operation as the Malaysia 

Computer Emergency Response Team 
(MyCERT) in year 1997 and later 
�rebranded� as CYBERSECURITY 
MALAYSIA  in 2007

30 Mar 2007
NISER was 
officially 
registered as 
CyberSecurity 
Malaysia (CSM)

20 Aug 2007
CSM was 
launched by 
YAB Prime 
Minister

11 Jan 2017
Cabinet meeting agreed 
that CSM national 
cybersecurity functions 
report directly to NACSA 
while CSM functions on 
industry development and 
R&D remain under the 
purview of MOSTI

21 Dec 2017
MOSTI & National Security 
Council signed 
Memorandum of 
Understanding
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CyberSecurity Malaysia - Services
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Cyber999™
Cyber Early Warning Services
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Cyber Early 
Warning

Technical 
Coordination 

Centre 

Malware 
Research 

Center

REFERENCE CENTRE FOR CYBER SECURITY TECHNICAL ASSISTANCE

Email us at: 
cyber999@cybersecurity.my

for all internet users, including home users and organizations

Incident 
Handling

mailto:cyber999@cybersecurity.org.my
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CNIIs: 
Assets, systems and functions that are vital to 
the nation that their incapacity or destruction 
would have a devastating impact on:

National Defence and Security 
National Economic Strength
National Image
Government Capabilities to Function
Public Health and Safety

PROTECTION OF CRITICAL NATIONAL 
INFORMATION INFRASTRUCTURE (CNII)
- Key To Malaysia's E-Sovereignty
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CNII IN MALAYSIA

DEFENCE & SECURITY

TRANSPORTATION

BANKING & FINANCE

HEALTH SERVICES

EMERGENCY 
SERVICES

VISION
‘Malaysia's Critical National Information Infrastructure shall be secure, resilient and self-reliant.  
Infused with a culture of security, it will promote stability, social well being and wealth creation’

CRITICAL NATIONAL 
INFORMATION 

INFRASTRUCTURE

ENERGY

INFORMATION & 
COMMUNICATIONS

GOVERNMENT

FOOD & AGRICULTURE

WATER
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ELECTRICITY

UTILITIES

THREATS TO CNII : INTERDEPENDENCY

SECTORS / SERVICES 
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SCADA = Supervisory Control 
& Data Acquisition

THREATS TO CNII : SCADA SYSTEMS

1

2

3

4
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THREATS TO CNII : THE USE OF ICT AND 
CYBERSPACE BY TERRORIST

Use of 
Internet 

By 
Terrorist

Psychological 
Warfare

Publicity and 
Propaganda

Data Mining

Fundraising

Recruitment 
and 

Mobilization

Social 
Networking

Sharing 
Information

Planning and 
Coordination
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Cyber Content Related ThreatsTechnology  Related Threats 

Hack Threat

Fraud

Denial of Service 
Attack

Intrusion

Malicious Code

Spam

Threats to National 
Security

Cyber Harassment

Child Porn

Fake News / 
Defamation

CYBER THREATS COME IN VARIOUS FORMS
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CYBER INCIDENTS BY SECTORS
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CYBER SECURITY INCIDENTS REPORTED TO 
CYBERSECURITY MALAYSIA

Top 3 incidents:
1. Fraud
2. Intrusion
3. Cyber Harassment

Incident 
Category
§ Intrusion
§ Intrusion Attempt
§ Spam
§ DOS
§ Cyber Harassment
§ Fraud
§ Content Related
§ Malicious Code
§Vulnerabilities  Report

12
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CYBER INCIDENTS BY SECTOR (2012-2017)

Source : w
w

w
.m

ycert.org.m
y

2012 2013 2014 2015 2016 2017 TOTAL
Banking & Finance 852 1476 1868 954 922 591 6663
Emergency services 0 1 0 0 0 0 1
Energy 21 12 17 11 19 6 86
Food & Agriculture 1 1 1 2 13 11 29
Government 170 74 92 110 164 92 702
Health 5 2 6 6 33 6 58
Information & Communication 882 592 213 40 172 581 2480
National Defense & Security 2 2 2 2 5 6 19
Transportation 1 6 6 14 39 14 80
Water 0 0 0 0 3 1 4

Total 1934 2166 2205 1139 1370 1308 10122
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CYBER INCIDENTS - MALAYSIA

On 19th Oct, lowyat.net, reported that personal data of 46.2M 
mobile subscribers are being compromised and being sell 
online. These included IC numbers, addresses, IMSI, IMEI and 
SIM numbers as well 

46.2M mobile subscribers at 
risk

Oct 2017 
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CYBER INCIDENTS - MALAYSIA

Aug 2017 

Flag blunder in Kuala Lumpur SEA Games souvenir booklet has triggered 
anger among the Indonesian. The situation escalated further to the cyber
world and Malaysia came under fire from a group of Indonesian hackers who 
infiltrated a large number of Malaysian websites. 

OPS Bendera
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Web defacement 
total of 411 websites 
were observed to have 
been defaced (281 were 
.my websites, 75 .com 
sites, 47 .gov.my
websites)

Confidential info 
leak
leaked and exposed on 
the publicly available 
Pastebin website. The 
types of information 
leaked were system 
vulnerabilities, 
usernames and 
passwords, and banking 
information.

Distributed Denial of 
Service (DDOS) 
attacked  

CYBER INCIDENTS - MALAYSIA

Type of cyber attack:
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CYBER INCIDENTS - MALAYSIA

Malaysia Airlines

Unauthorized modification were made to
the .MY (domain registry DNS (domain
name server) to redirect traffic to a
rogue site when users visited websites
such as Google Malaysia & Yahoo
Malaysia.

Some internet users see the affected page
for 24 hours due to DNS hijacking.

MYNIC Berhad
June 2015 

The home page of Malaysia Airllines
website was replaced by a photo of a
MAS Airbus A380, with the word �404-
Plane not found�.

A group calling itself �Cyber Caliphate�
has claimed responsible for the incident.

April 2015 
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CYBER LAWS IN MALAYSIA

• 1.COMPUTER CRIME ACT 1997

• 2.COMMUNICATIONS AND MULTIMEDIA ACT 1998 (CMA) 

• 3.MALAYSIAN COMMUNICATIONS AND MULTIMEDIA COMMISSION ACT 1998 

• 4.DIGITAL SIGNATURE ACT 1997 5.COPYRIGHT ACT (AMENDMENT) 1997 

• 6.TELEMEDICINE ACT 1997 7.OPTICAL DISC ACT 2000 8.ELECTRONIC TRANSACTIONS ACT 
2006

18
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ISSUES AND CHALLENGES

Cross border 
jurisdiction

Digital 
evidence 
quality

Anti forensics 
technology

Budget and 
funding

Syndicate / 
organized 

crime 
network

Internet of Things technology

Inter-working 
relationship

Identity / 
ownership

1) Legal challenges

Laws & 
Regulations

Anonymizer
technology 

2) Technical challenges 3) Governance challenges
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THE NATIONAL CYBER SECURITY POLICY

20
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THE NATIONAL CYBER SECURITY POLICY             
(POLICY THRUST)

21
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NATIONAL CYBER CRISIS MANAGEMENT PLAN
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X-MAYA 1:
24th July 2008

11 
participating 

agencies

X-MAYA 2:
10th Dec 2009

28 
participating 

agencies

X-MAYA 3:
4th Aug 2010

34 
participating 

agencies

X-MAYA 4:
15th Nov 2011

51 participating 
agencies

X-MAYA 5:
25th Nov 2013

96 
participating 

agencies

X-MAYA 6:
6th March 2017
96 participating 

agencies

Framework that outline the strategy for cyber attacks mitigation & response among 
malaysia’s CNII through public & private collaboration and coordination

Exercise objective:
1)Examine the effectiveness, identifying the gaps and 
improve Communication Procedures, Responses and 
Coordination of NCCMP
2)Familiarize CNII agencies on cyber incident handling 
mechanisms 
3) Familiarize communication between CNII agencies 
during cyber incidents.
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1. A 16.1.5 Response to 
information security incidents

2. A 16.1.6 Learning from 
information security incidents

3. A 16.1.7 Collection of evidence

This directive specifies the 
requirement for all government 
agencies to establish their own 

CSIRT as one of the initiatives to 
manage cyber incidents

REQUIREMENTS FOR CSIRT IN ORGANIZATION IN 
MALAYSIA

In 2013, the National Security 
Council of Malaysia (NSC) 

released the guideline �NSC 
Directive 24: National Cyber Crisis 

Management Mechanism.�

In 2013, the latest version of the 
ISMS standard (27001:2013(E)) 

contains three additional sub clauses 
under paragraph A16.1, which 

emphasize on response and 
assessment of information security 

incidents:

23
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CyberDEF

D
E
F

“detection of cyber threat”

“eradication of cyber threat”

“forensic analysis of cyber threat”

This stage is 
iterative, return to 

“D” or “E” to 
improve the 

technique further

24
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CyberDEF (cont…)

F
O
R
E
N
S
I
C

CyberDEF

Detection
Eradication

Typical CSIRT

Detection
Eradication

25



Copyright © 2018 CyberSecurity Malaysia

CyberDEF (cont…)

Identify any loopholes, 
vulnerabilities and existing 
threats

1. Sensors

2. Sandbox

3. Analytics

4. Visualization

Detection

Close loopholes, patch 
vulnerabilities and 
neutralize existing threats

Perform cyber threats 
exercise or drill to test the 
feasibility and resiliency of 
the new defense / 
prevention system

Eradication

1. E-Discovery

2. Root cause analysis

3. Investigation

4. Forensics readiness

5. Forensic compliance

Forensics

26
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Technical 
AssistanceEscalation

Analyze

27

TRADITIONAL SOC OPERATION

Triage
• Information 

Analysis
• Vulnerability 

Report

Incident 
Report

Resolution

Intrusion 
Detection 
Systems

Network 
Management 

Tools LIMITATION / CHALLENGES

1. Increase sophistication of cyber attacks
2. Technically challenging to operate and 

manage vast information/incidents
3. Require reliable, fast and accurate 

information for decision making and action
4. Training and tools expensive

PHILOSOPHY
• Reactive
• Responsive
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Incident Response 
Escalation: 

•Web Defacement 
System

•Ticketing system

Digital 
Forensics:
In-depth 

Threat Actor 
Analysis

Data Analyzing

Active Defense :
• Firewall

• IPS, IDS, WAF
• Spam Filter

Threat Intel 
Repository

Data Analysis 
and 

Classification
Process

IR
 E

sc
al

at
io

n

Threat Actor Analysis

• Predictive Signature

Trusted 
Automated 
eXchange of 

Indicator 
Information : 

TAXII

Security Feeds Honeynet Cyber999 
Incidents

International 
CERTs

Feeds and Raw Data

PROPOSED SOC OPERATION V2.0 

PHILOSOPHY
• Proactive
• Predictive • Threat Intel Report
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INTENDED OUTCOME SOC V2.0

To have better ways of addressing the 
broad category of cyber security 

threats
To improve current 

framework/system that can 
proactively provide early warning 
mechasim about cyber security 

threats in real-time
To enhance the service in terms of 
expertise and information sharing 

with relevant authorities and partners
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CyberDEF (cont…)

Why CyberDEF is unique?

Consists of 3 technical 
departments :
1.Secure Technology Services 
department (STS)
2.Digital Forensic department 
(DF)
3.Malaysia Computer 
Emergency Response Team 
(MyCERT)

Effective centralized 

governance because all of the 3 

involved departments report 

directly to Vice President of 

Cyber Security Responsive 

Services. 

Forensic element incorporated

in the services offered

Governance Element 
Technical 
Departments 3 Centralized Forensic 

30
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CSIRT MANAGEMENT WORKFLOW

Detect threats

Register case in OTRS

Constant monitoring

Analyze threats

Detect threats

Constant monitoring

Identify device

Process MyCERT STS DF C-Level

Conduct debrief to team members

Collect device

Inform Top
Management

Inform HoD of suspected device’s owner

Verify threat with actual device

Preserve memory dump

Evidence analysis

Preserve device

Produce root cause analysis 
report

Security analysis

Produce security analysis 
report

Eradicate the threats based on 
recommendations

Recover device

Return device

Report submission to Top 
Management

Detection

Verification

Containment

Preservation

Analysis

Eradication

Reporting

Response time =
0.5 hour

Response time =
3 hour

Response time =
1 hour

Response time =
16 hour

Response time =
5 days

Response time =
1 hour

Response time =
1 hour

31
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CASE STUDY: DETECTION

Appliance detected the victim is
accessing malicious website which
is “sl-reverse.com” and download
malicious executable files

32
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CASE STUDY: DETECTION (Cont…)

Affected 
device 

identified     

33
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CASE STUDY: ERADICATION

Eradicate 
the 

malware

34
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CASE STUDY: FORENSICS

Analys is
Extract metadata & registry 
info from malicious file and 
analyze it using available 
tools

Findings

35



Copyright © 2018 CyberSecurity Malaysia

CASE STUDY: FORENSICS (Cont…)

Findings

36
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CONCLUSION

• CSIRT Workflow Management should include elements of 
Detection, Eradication & Forensic

• It work for us!
– effective CSIRT implementation

– effective governance for managing incidents

• Communication, collaboration and information sharing are 
critical in CSIRT management

• If we can predict attacks, we can be well prepared and 
provided early alerts to computer users

37
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