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SURFnNet

SERVICES AND INNOVATIONS

SURFnet helps researchers, teachers and students work
together using ICT. See the complete overview of services.

SURFnet focusses on the following areas:

Network infrastructure

Have fast and secure internetvia the innovative
network of SURFnet =

SURFinternet / SURFlichipaden / SURFdomeinen /
SURFinternetpinnen / edurcam / more

o

Collaboration infrastructure

Online collaboration is getting easier. Information
sharing, conferencing, email, appointments and
more =

-— SURFconext/ SURFcontact / Unified
Communications / MediaMosa / more

SURF
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Global IP connectivity - October 2010
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DNSSEC

« ON Mumbsai: A Raging Success! Four IFvE Sessions Comung Up st IETF 85 in Atlanta »

Excellent whitepaper/tutorial fromm SURFnet on
deploying DNSSEC-validating DNS servers

How do you get started with depioving
DNSSEC-validating DINS servers on your
network? What kind of planning should vou
undertake? What are the steps vou need to
go through?

The team over at SURFnetin the Netherlands
recently released an excellent whitepaper that
goes into the importance of setting up
DNSSEC validation, the reguirements for
using validaticon, the planning process ycu
should use, eic.

As we note on cur resocurce page about the
whitepaper, the document then walks through
ithe specific steps for seiting up DNSSEC
validation in three ofthe common DNS resolvers:

= BIND 9.x
= Unbound
= Microsoft Windows Server 2012

Forus to get DNSSEC widely available we need io have DINS resolvers on networks
performing the aciual validation of DINS queries using DNSSEC. This guide is a great
way to get started.

Have vou enabled DINSSEC validation on yvour networik?




SURFcert IDS

INTRUSION DETECTION SYSTEM @

©)

Logged in as: wimbie Sunday 8 Jul 2012 19:33  Active sensors 8 of 26

Home SURFNET | Pretod:

From: 08-07-2012 17:33 Until: 08-07-2012 19:33

4|l Top 10 Malware Offered
IP address Filename Statistics
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SpamPot

Last 15-minutes snapshot: targ-NL-01

Period: 2012-09-17 (21h15) to 2012-09-17 (21h30) GMT eeruh[

| Country Codes | AS Mumbers | Protocols | Ports | Source 0Ss | Domains | = more details: CIDR blocks and IP addresses cm"mmm

Response Team - Brazil

Summary

Category Counter | Category Counter | Category Counter
nique Country Codes 15 | Emails received 28,269 Message size (max) 19542 kB
Unigue ASMs 30 | Recipients targetted 831,951 Message size (avg) 388 kB
Unigue CIDRs 53| Rcpt domains 1,053 | Connections 3,867
Unique IPs 183 | Rept domains / msg (max) 2| Protocols 4
Source 03 fingerprints 6 | Rcpt domains / msa (ava) 1.00] Destination ports 3

Graphics showing the number of emails & recipients over the last 24 hours (in chunks of 15 minutes).
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Packet love

4 N
SPAMHAUS (&> T+ sPamHAUS PROUECT
Home SBL XBL PBL DBL WHITELIST

Spamhaus Project Sponsors

These organizations maintain our C:;‘P
free Public DNSBL servers around Be"

the world, and/or provide free

BLACKNIGHT

$OLUTIONS

service and technical expertise to
millions of Internet users whose

email mailboxes are protected using

filter systems, owe 3 special thanks a’m o

to these organizations. e vodafone™

Spamhaus.
The Spamhaus Project, and the servercentral
Spamhaus's free public anti-spam




SNMP

Packets per Second

SURFnet Onweer - interface packets (1 minute average)

100L04H

HIHIL130 1801

19: 00 20: 00 21 :00 2200 23:00 co: oo
Avg In Max In Avg Out
O FMulticast: nan nan nan
O Unicast: 51 .68k B2 .29k -139 .18k
B Eroadcast: nan nan nan

created onm Wed Dec 21 02:40:05 2011

SURFnet, The HNetherlands

2l1:00 gz:00

Max Out
nan

-1.49M
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OPERATIONS SECURITY TRUST

Login Mission

OPSEC-Trust (or "ops-trust®) forum is a highly vetted community of secunty professionals focused on the operational robustness, integrity, and
security of the Internet. The community promotes responsible action against malicious behavior beyond just observation, analysis and research.
OPSEC-Trust carefully expands membership pulling talent from many other security forums looking for strong vetting with in three areas:

1. sphere of trust;
2. sphere of action;
3. the ability to maintain a "need to know" confidentiality.

OPSEC-Trust (or "ops-trust”) members are in a position to directly affect Internet security operations in some meaningful way. The community's
members span the breadth of the industry including service providers, equipment vendors, financial institutions, mail admins, DNS admins, DNS
reqistrars, content hosting providers, law enforcement organizations/agencies, CSIRT Teams, and third party organizations that provide security-
related services for public benefit (e.g. monitoring or filtering service providers). The breadth of membership, along with an action plus trust vetting
approach creates a community which would be in a position to apply focused attention on the malfeasant behaviors which threaten the Internet.

Members:

 will be privy to lists of infected IP addresses, compromised accounts, bot c&c lists and other data that should be acted upon.
« are expected to take appropriate action within their domain of control.
« are expected to contribute data as appropriate and in a fashion that does not violate any laws or corporate policies.

OPSEC-Trust does not accept applications for membership. New candidates are nominated by their peers who are actively working with them on
improving the operational robustness, integrity, and security of the Internet.

© OpSecTrust
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Partners in crime

amsix‘m

amsterdam internet exchange
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Very useful

Setiaraal (pber Secariny Catnm
4 Mk igheid s st

% Nadonaal Cyber Security Cenuum
Mistsrerte van Veslbwid en heizide

Home ) Aduesl ) Neiwshenciies ;) Fshicase Oytermmme

Pubicatie Cybercrime; van herkenning tot
aangifie

Fers | O1-f1-2312

Cybercrime
Van herkenning tot aangifte

Het Nabonzal Cyber Security Centrum (NCSC) heekt in januzri
2012 de handreiking ‘Cybercrime, van berkzming tot aangiite’
witgegeven. DR is ees handreiking vor overheden, bedrijfsleven,
cpspocingsamitenares en burgers om cybercrime te herkeanea
€n er aangiie vas te does. Met praktische voorzorgsmaatregelen
en e2n checklist voor bevediging.

Downkoad
+ Haadreiking Cybercrime odi

=5F, ik op dz e ore 2 spenen | 1,12 4B
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netflow
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Incidents | Constituencies Settings

Incidents (176/617) Import queue (8} Incident Archive  Statistics

Import queue

No. Type » Constituency IP Address Preferred Template Options

344004 Shadow: botnet drone:rc =~ W W EE oW

344035 Shadow: botnet drone:dirc om0 o Grnup with queue item
344004

244002 Shadow: botnet drone:irc

344063 Shadow: botnet drone:irc Group with queue item
344002

343996 Shadow: botnet drone:irc

344052 Shadow: botnet dronetirc Group with queue item
343996

With selected: | Accept ” Reject ” Refresh




Incidents

Infected
Probe
Spam
Content
Abusive
Denial
Vulnerable
TOTAAL

2531
36
2597
6

1
807
1285
7263

6373
41
1379
6

19
244
997
9059

T N
2010 2011 2012
(H1)

1948
9
360
6

4
106
510
2943




Good joDb!

Welcome to SiteVet ¥ SiteVet is in BETA development >
Search our database Backing from
Q |AS1103 search nominetirust
© AS number  Domain (coming soon)  IP address (coming soon) www.nominettrust.org.uk
AS1103 AS Name: SURFNET-NL SURFnet, The Netherlands History N
Historical Badness
CURRENTLY ONLINE IPs allocated: 8855808 3
HE Index: 13.7 © Blacklisted URLs: 1
HE Rank: 3559 © 251
Hosts... % 20
...malicious URLs? No @ - _
o S 15+
...badware? Yes ©@ w
Deiiciiload fuil vegion ...botnet C&C servers? No © 101
It's free! ...exploit servers? No @ sl
...Zeus botnet servers? No @ P
2010-07-05 2011-06-22 2012-0¢

...Current Events? Yes @
R Date

...phishing servers? No @

...spam servers? No @ (4 HE Index

...spam bots? No ©

...spam activity? Yes @




ASMMLPROB[EM GETS

ROBLEMGETSISMALLER

WET



Is that everything?
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Hlux/Kelihos Botnhet
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# unique IP addresses per hour
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Slow decline
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Abuse Information Exchange

Abuss Information Exchange takes on botnets
& October 2013
Inssnswve collsboration betwsen Dulch ISPy und SIDN o tackle bolnets

The Hague, 24 October 2012 ~ Seven Duich rrieme! service providers have linked up with
saounamwumum compulers snaned in botnets. Through the Abuse
hange the group's wmmmwmm
botnets cantraty. MWMMM 4 s00ner
and help made avaiable to clents at an eacler stage. Thnﬂ_l.nuldhtm
MWWWWMWMWNW Abuse
ge is d to be up and running by the start of 2013,

Up to 10% of all computers infected

Botrets are networks of compatans tat, unknown 1o el owners, have been rfecied wih
VIS OF Cthar Maware, aneing 5cmeons sfse to control tham, Botnets are widaly wsed
MMmmmwm-Mhmm botret software basely
Affects the ind GuEnTY, the Ov are often unaware that anything
i8 wrang. However, ummuw«am-udmmmm
others. Resaarch by Delft Uriversity of Tachnoiogy suggests that betwean 5 and 10 per
ceot of ak in e N s hurve been recruited by botnets. Abuse
Inflormation Exchange is determined % get that Nigure down,

Strength in numbers

Abuse information Exchange = & joint initisitve by $he infermet service pravicers KPN,
SOLCON, Tla, UPC, XS4ALL, Zeelandned and Ziagy, plus SIDN ~the compary betind
.rd domnain names ~ and ECP, the Platiorm for the Information Sodety. Abuse Information
Exchange wil cpemte a portal, via which pecpie can report botnet problems. The reporis
will shan be analysed and tha findings sant to the aMiiated service provders. The providers
with ien have an upto-date picture of rep I % (n thok i

data colection and analysis will anable ISPs to act more quickdy and manage cosis. Al the
moment, each indiidual ISP has o sngle-handedly gather, analyse and act on
Information about botnats.

Gart Wabeks, Chakman of Abuse Information Exchange, s3id, “The batnet protiem & 0o
big for ary ona provicier to make roads alone. Howaver, by working closely sogather, we
can achieve resuls.” S‘WNNWMW
Innovation endorse that view and are therek G the ini finrancially by coverng
the cost of surting up the informason system. SJDNMINMW
management of the project.

“This infative will mean less trouble from b for the busin ity arxd the
generl publc, and wil be a shot in the am far xrity,” C Masme
mmmdmmmmlm “W's very
Important for tha Dutch ecanomy that ICT Is secure and reflable to use.”

Abuse Information Exchange strijdt tegen botnets

xs Door: XS4ALL | Cepubbconsd: 24 ckisbar 2012

ng Nederlandsae ISP's an SIDN in bestrijding botnets
mwmwmu-—.«umamm«:mmm
computers van hun kiantan ta verminderen, Onder de naam Abusa information Exchange gaan de partijen Informatie

aver botnetbesmettingen contraal varzamelon an ver Door o o besmette
sneSer g on kunnan klanton beter an sneller g [

effect) n worgt de mmwmmmm
Exchange zal naar verwachting tidens het serste van 2013 ops
Tot 10% van alle computars basmet

n van e zondar VAN NN gég Desenat Zijn mat ean vius of andere
kwasdaandign software. Ze kunnan daardoor door Gerden wordan misbnuii. Botnats worden op grote schaal iIngeast voor hat
VATSILTEN VAN Speem an voor het VRN CyDarmaY De Zomt op de voor

wainig probieman; vask wordt de besmeting helemaal nist opgemens. Masr botnets kunnen grote cverast an schace
VOroorZakean aan Bnderan. Voigens onderzoek van da TU Deif heeft 5 101 10 % van consumantan |Saniks & maken met sen
botnatinfectio, Abuse Informaton Exchange vindl dat dal percentage omiaag moat.

Stagkracht door samenwerking

Abusa Information Exchange is sen intiabel van intermnatproviders KPN, SOLCON, TeleZ, UPC, XS4ALL. Zeslandnst en 2ggo,
van SIDN -hal bedril achiar ge ni-somainnamen- én van ECP, Platiom voor de Informatissamanieving, De onganisatie gaat
STINGEN OVEr BOMBIDEEMSIIgN V@ een Iokel varzamelen an SOMBMEN 6N SILUM 02 INOMMETS vervalgens Co0F NBar g8

Dap Kriigen 20 esn BclSel OVRrZIcH van gen over GEN in hun 7 Door
mmmmmmmmawm Momenteel moet ledens ISP atzonceriik
g informatie avee botnetbesmalingen verzamelen, analy N vercar

Gen Wabake, voorzitiar van Abuse Information Exchange: “Botnets vormen en probisem 08l 18 Groor i om door Inghiduels
providers 8angapak! 18 wordan, Dooe fensial Samen (& warken kunnen we een Kracige Vuist vormen tegen botmess!™ Het
Ministerks van Economee, Lanabouw e Innevitie en SIDN staan achise (62 Vs n onderstaunen het inltiahe? door, de
OpALartosten van het > 1en SIDN zal 0ok hat technisch baheer van Abuse IX ultvosren

“Deze 3anpak 20t voOr MINGEC OVeras! voor ONGBMEMENs 8n Durgers 60 vergroot de veligheid van Nemear” Saus minister
Verhagan van ELSL “Veilg én Detrouwbaar gebrulk van ICT is van groot balang voor ¢ Nedenancee sconomie”.

Ultbrekding
D smbise van Abuse Information Exchangs |8 het rasenet in Zowe! qua GaNg & qus
veiiger J maken. De verseiging wil daarom wibesicen en nadigh andere panisn 2oais reenebedeiven, mobisk oparatons &
hostingprovidens ull nch bij het initistef aan e slutan




2nd Hlux/Kelihos Botnet
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IP spoofing allowed?
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Warning by executable

e . N

Hederlands | English

Persbericht

Uw computer is besmet!

Als uw computer deze pagina automatisch heeft geopend, dan is het zeer waarschiinlik dat
uwy computer is geinfecteerd met malvwware en deel uit maakt van een botnetwerk.

Dit bericht wordt u aangeboden door het Team High Tech Crime van het Korps Landelijke
Politiediensten (Mationale Recherche), met als doel eigenaren van geinfecteerde computers te
wwaarschuwwen.

Hationale Recherche haalt berucht botnet neer

Het Team High Tech Crime (THTC) van de NMationale Recherche heeft maandagmiddag een
berucht botnet nesrgehaald, dat sinds juli 2009 wereldwvijid tenminste 30 miljoen
computerinfecties heeft veroorzaakt. Het gaast om het Bredolab netwerk, dat door
cybercriminelen wordt gebruikt om op grote schaal andere virussen te verspreiden en nieuwe
botnets aan te maken.

In nauvwe samenvverking met een MNederlandse hostingprovider, het MNederlands Forensisch
Instituut (MFID, het internet security bedriif Fox-IT en GOYWCERT, het computer emergency
response team van de MNederlandse overheid, ziin vandaag 143 computerservers afgesloten
wan het internet.

YWaar kunt u meer informatie vinden:

“oor meer informatie over de infectie en het verwijderen ervan:
https:iiwww.waarschuwingsdienst.nl/Risicos/Virussen+en+malware/Ontmanteling+Bredolab.htmil.

e
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Dertien universiteiten getroffen
door beveiligingslek

AMSTERDAM - Dertien universiteiten blijken kwetsbaar geweest
te zijn voor een datalek in de website. In sommige gevallen
waren persoonsgegevens toegankelijk.

Dat ontdekten de scholieren Daiman en
Olivier.

Tijdens het testen van de websites op
kwetsbaarheden troffen de scholieren er

tientallen aan. ledere keer bleek het om
eenzelfde type lek te gaan, een SQL-injectie.

Foto: Thinkstock

Dat betekent dat er een zwakheid in de website zit waardoor
gecommuniceerd kan worden met de database. Normaal is de
database volledig afgeschermd.

De getroffen instellingen zijn de Radboud Universiteit, Rijksuniversiteit
Groningen, TU Delft, Open Universiteit, Universiteit Twente en de
universiteiten van Tilburg, Utrecht, Rotterdam, Wageningen.
Amsterdam, Eindhoven, Maastricht en Leiden.

Ma melding bij MU _nl zijn het Mational Cyber Security Center en het
responseteam voor universiteiten SurfCERT ingeschakeld. Daarna
hebben de universiteiten de tijd gekregen de lekken te dichten.

Door. NU.nlBrenno de Winter /
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Sinowal

NRC Handelsblad verspreidde Banking Trojan
Vandaag, 12:02 door Redactie

(7] De malware die vanochtend via de websites van het NRC
Handelsblad werd verspreid blijkt een beruchte banking
N ¥4| Trojan te zijn. Het gaat om de Sinowal-malware, speciaal
ontwikkeld voor het stelen van geld van online
£| bankrekening, zo blijkt uit analyse van het Nederlandse
| beveiligingsbedrijf SurfRight. Aanvallers wisten
kwaadaardige advertenties met een exploit op de site te
krijgen. Het ging om een exploit voor een recent gepatcht

Java-lek.

Wie met een kwetsbare Java-installatie de website bezocht werd automatisch
geinfecteerd. Het gaat om kwetsbaarheid CVE-2012-5076, waarvoor onlangs nog
een exploit aan hackertool Metasploit werd toegevoegd.

Mark Loman van SurfRight laat tegenover Security.nl weten dat de pagina waar de
kwaadaardige advertenties gebruikers naar doorstuurde, de Blackhole Exploit-kit
2.0 bevatte. Dit is een populaire exploit-kit onder cybercriminelen en is
verantwoordelijk voor de meeste infecties via 'drive-by downloads’.

Scan

De advertenties zijn waarschijnlijk van de Belgische adverteerder genaamd Adhese
afkomstig. NRC Handelsblad adviseerde bezoekers die voor zeven uur 's ochtends
de websites nrc.nl en nrcnext.nl hadden bezocht om het systeem met een
virusscanner te scannen.

Uit cijfers van VirusTotal blijkt dat alleen Avast. G Data en Kaspersky Lab de
exploit detecteren. De malware zelf wordt door Avast, Sophos, AntiVir en G Data
herkend.

Er——|

[E Reported Attack Page!

® S

U www.nre.nl

Reported Attack Page!

This web page at www.nrc.nl has been reported
as an attack page and has been blocked based
on your security preferences.

Attack pages try to install programs that steal
private information, use your computer to attack
others, or damage your system,

Some attack pages intentionally distribute harmful
software, but many are compromised without the
knowledge or permission of their owners.

Why was this page blocked?

lgnore this warnin

462218113~




DNSSEC (again)

% DNSSEC Checker
Version 1.0.16
Live DNSSEC Checker Source archive

Results The DNSSEC checker has
executed the tests that you selected for the

“nrc.nl (SOA)

& NS WARNING: nameserver ns2.transip.eu. (2001:14a0:100:6::53) given domain. On the left you will find the
results. When you click on the results they
& NS WARNING: nameserver ns2.transip.eu. (217.115.203.194) will expand. If you click on the expanded result
o = it will collapse again. When you would like
NS WARNING: nameserver nsi.transip.ni. (80.69.69.69) some more information about a given line,
& NS WARNING: nameserver nst.transip.nl. (2a01:7c8:b::53) please click on'the questionmark.
CHAIN OK _ _ Check again Click here to do another
udp: nrc.nl has SOA record ns0.transip.net. hostmaster.transip.nl. 2012102303 14400 1800 DNSSEC check.

604800 86400 (secure)
tcp: nrc.nl has SOA record ns0.transip.net. hostmaster.transip.nl. 2012102303 14400 1800
604800 86400 (secure)

JEDNSO0 OK (2a01:7c8:b::53)
Smallest Buffer: 1067 bytes - Largest Buffer: 4096 bytes
NSEC3 OK

TTL WARNING
advice: use a SOA expiration timer (604800) that is between 1/4th (3952800) and 1/3rd
(5270400) the size of the signature validity period (15811200)

& NS WARNING: nameserver nsO.transip.net. (80.69.67.67)
& NS WARNING: nameserver nsO.transip.net. (2a01:7c8:a::53)
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TF-CSIRT

-

TERENA « networking the networkers »
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HOME » ACTIVITIES » TF-CSIRT

TF-CSIRT

Computer security incidents require fast and effective responses from the organisations
concerned. Computer Security Incident Response Teams (CSIRTs) are therefore
responsible for receiving and reviewing incident reports, and responding to them as
appropriate. TF-CSIRT is a task force that promotes collaboration and coordination
between CSIRTs in Europe and neigbouring regions, whilst liaising with relevant
organisations at the global level and in other regions.

Goals of the task force

TF-CSIRT provides a forum where members of the CSIRT community can exchange
experiences and knowledge in a trusted environment in order to improve cooperation and
coordination. It maintains a system for registering and accrediting CSIRTs, as well as
certifying service standards.

The task force also develops and provides services for CSIRTs, promotes the use of
commeon standards and procedures for handling security incidents, and coordinates joint
initiatives where appropriate. This includes the training of CSIRT staff, and assisting in the
establishment and development of new CSIRTs.

The task force further liaises with FIRST, ENISA, other regional CSIRT organisations, as
well as defence and law enforcement agencies.

Secretarial support for this task force is provided by TERENA with funding from the GN3
project.

Shortcuts

* Membership
Steering Committee
Meetings

Activities

Trusted Introducer
TRANSITS Training
Incident Handling Tools
CSIRT Starter Kit
Publications

Related Sites
Mailing List

Terms of Reference

Wow v W W W w W

wow oW

GEANT

Upcoming events

» FIRST/TF-CSIRT Technical
Collaquium
28-31 Jan 2013, Lisbon,
Portugal

* TF-CSIRT (provisional)
23-24 May 2013, Bucharest,
Romania

~

NET
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Trusted Introducer

TRUSTED

 Lists teams

* Accredits teams

+ Certifies teams
 Trusted security services.



Around the world
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.12 Invitation to join APCERT fison maling address (TF-CSIRT) 9

From APCERT Secretarat <apcert-secBapcertorg> |/
APCE R l Dt Thu, 01 Nov 2012 16:43:46 +0900
To jecquesschuuman@surfnet alL ', Me <im Biemolt@ournet ab>

Ava Nois; Coronmm [mwgancy Resecnse Tear ¢ NCHRT S <apctsecBapestons Ot Actions

ke hope this email finds you well. APCERT has created a new mailing
address (apcert-liaisonfiapcert.org) to pronote information sharing with
external organizations that APCERT has close collaborative relationships
with.

It is our great pleasure to invite TF-CSIRT to utilize our new address
whenever you wish to reach APCERT;
for sharing information on incident reports, security issues, events and
APCERT | » rence 201 confarences, projects/researches, and anything else that may be of our

: : nutual benefit or interest.

The address is 3 closed address, and messages sent to the list will be

delivered directly and only to APCERT Member Teams.

APCERT Member Teams

http://wei.apcert.org/sbout/structure/nenbers. himl A
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BANGKOK, THAILAND
16-21 JUNE 2013

INCIDENT RESPONSE:
SHARING TO WIN

BANGKOK, T

"1 |1 /N

SAVE THE DATE




-
—_

NoOoOvember 1 =215, =2Z=0O 1=






Clearing houses

@ shasdowEEREs

TEAM CYMRU



Conclusion







Wim.Biemolt[at]surfnet.nl

wimbie

www.surfnet.nl

+31 30 2 305 305

Creative Commons “Attribution” license: SURF
http://creativecommons.org/licenses/by/3.0/




