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My Organization 

● I work for III (Institute for Information Industry) 

 

● My department is Cyber Trust Technology Institute 

─ Information Security Service Center  



CVE & OSVDB  

● CVE (Common Vulnerabilities and Exposures ) 

– That is the most popular vulnerability database 

– It is good for searching, but the CVE number includes few 

information 

 

● OSVDB 

– That is open source vulnerability database, it focuses on open source 

software 

– The goal of the project is to provide accurate, detailed, current and 

unbiased technical information on security vulnerabilities. 

– It is good for searching, but the OSVDB number includes few 

information 



OSVDB 

 



Sometimes, It doesn’t work 



SCADA 

● What is SCADA ? 

(Supervisory Control and Data Acquisition) 

– It is a part of ICS (Industrial Control System) 

– If it could monitor system and extract the data 

then it is SCADA  

 

● In the different domain, it could have different 

functions It should has the basic unit 

– Human Machine Interface, HMI 

– Monitor System and Extract Data 

– Remote Terminal Unit, RTU 

– Programmable Logic Controller, PLC 

– Communication infrastructure 
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How does SCADA work? 

● SCADA could Control hard 

ware and extract data by 

Computer、PLC and User 

Interface 

– In powerhouse, SCADA needs 

to collect a lot of information. 

– Those information include 

voltage, temperature, humidity  

Etc. 

– To monitor those information 

and record those data. 

– According to the information, 

SACADA could  regulate 

voltage in the real time 

Ref.：http://en.wikipedia.org/wiki/SCADA 
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Why do we need that? 



Only in the powerhouse? 
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Where can find SCADA? 



Stuxnet & Duqu 

● Stuxne(2010) and Duqu Worm(2011) 

– All of them, the attack target is SCADA  

– Hacker infect USB device or malicious file spread other 

computer 

 

 

9 Ref. http://www.youtube.com/watch?v=LwCU0B6PMi0&feature=share 

Stuxne 



Our experience  

for revealing vulnerability 

● Notify the CERT about 36 
– Notify ICS-CERT：26 zero day 

– Notify JPCERT/CC：9 zero day 

– Notify CERT/CC：1 zero day 

 

● We get the 36 CVE identifier number 
– CVE-2011-1914、CVE-2011-3330、CVE-2011-3996、CVE-2011-4033、

CVE-2011-4034、CVE-2011-4035、CVE-2011-4036、CVE-2011-4043、
CVE-2011-4053、CVE-2011-4055、CVE-2011-4056、CVE-2011-4057、
CVE-2011-4521、CVE-2011-4522、CVE-2011-4523、CVE-2011-4524、
CVE-2011-4525、CVE-2011-4526、CVE-2011-4533、CVE-2011-4534、
CVE-2011-4870、CVE-2012-0223、CVE-2012-0224、CVE-2012-0309、
CVE-2012-0310、CVE-2012-1814、CVE-2012-1815、CVE-2012-1816、
CVE-2012-1817、CVE-2012-1818、CVE-2012-3010、CVE-2012-3021、
CVE-2012-3022、CVE-2012-3023、CVE-2012-3035、CVE-2012-3026 
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Kuang - Chun Hung (Morgan)  



Vendor 

● SIEMENS 

● Invensys 

● EMERSON 

● GE Intelligent Platforms 

● Schneider Electric 

● Citect (Schneider Electric) 

● 7-Technologies (Schneider Electric) 

● ARC Informatique 

● Beijer Electronics 

● Mitsubishi Electric 

● Advantech 

● ADLINK 

● … 
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Our experience  

for revealing vulnerability 
● We can be found some acknowledgment on the ICS-CERT 

webside  
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Our experience  

for revealing vulnerability 

 



That is CVE number 

● That is the CVE number 
– CVE-2011-1914、CVE-2011-3330、CVE-2011-3996、CVE-2011-4033、

CVE-2011-4034、CVE-2011-4035、CVE-2011-4036、CVE-2011-4043、
CVE-2011-4053、CVE-2011-4055、CVE-2011-4056、CVE-2011-4057、
CVE-2011-4521、CVE-2011-4522、CVE-2011-4523、CVE-2011-4524、
CVE-2011-4525、CVE-2011-4526、CVE-2011-4533、CVE-2011-4534、
CVE-2011-4870、CVE-2012-0223、CVE-2012-0224、CVE-2012-0309、
CVE-2012-0310、CVE-2012-1814、CVE-2012-1815、CVE-2012-1816、
CVE-2012-1817、CVE-2012-1818、CVE-2012-3010、CVE-2012-3021、
CVE-2012-3022、CVE-2012-3023、CVE-2012-3035、CVE-2012-3026 

● May I have a easier way to understand what it 

means? 



My propose 

● The idea of vulnerability numbering format  

– It is possible to have a easy way to know the meaning of the number 

◎ If it is possible, It should have the vulnerability’s OS、the attack type of 

POC and time 

– If it is possibe, base on the CVE and OSVDB is better 

◎ If we do that, all of vulnerability could be integrated  

 

● Any Cert in FiRST can reveal vulnerabilities 

– We may have ability to find the vulnerabilities, and we want to notify 

other organizations (It takes a lot of time) 



The Idea of  vulnerability 

numbering format  

 



The Idea of  vulnerability 

numbering format 

 



The Idea of  vulnerability 

numbering format 

 



The Idea of  vulnerability 

numbering format 

 



Any Cert in first can reveal 

vulnerabilities 

 



Any Cert in first can reveal 

vulnerabilities 

 



Conclusion 

● The SCADA issue is more and more important. 

– We will still use fuzzing technology to find more vulnerabilities in 

the future. 

● CVE and OSVDB are most popular vulnerability database, 

but the number is difficult to identify some information. 

● Using the new format, it could identify 

– Which kind of OS 

– Which attack type of POC 

– And, it  base on CVE and OSVDB number  

● At last, if any Cert reveal vulnerabilities to FiRST, It would 

shorten the time of notification 
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Thank you for your kind attention 



Q&A 


