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About IPA |PA

http://www.ipa.go.jp/index-e.html

e Information—technology Promotion Agency, Japan (IPA)
e A government-affiliated agency to promote IT

FFOFMATION -TECHROLNGY PROMOTION AGENCY, JAFAN




About IPA I pﬁ

http://www.ipa.go.jp/index-e.html
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Publications in IT Security field
http://www.ipa.go.jp/security/english/third.html

e |nformation Security White Paper Part 2,
"10 Major Security Threats*

= What threat strikes you most?

= What threat do you think has a
significant impact on the society?

® How to Secure Your Website

= A guideline for web site developers and
administrators to implement appropriate
security into their web site.

Copyright © IPA. 2012. All rights reserved.
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Vulnerability information handling framewaork in JapallpA

http://jvn.jp/en/

®Develop a
countermeasure

IPAY (JPCERT (U@

Discover )
Coordination

a vulnerability
Receipt body

AN
\ .
: PForward

' . ’ JUN Japan Yulnerability Notes

®Announce

B |PA and JPCERT/CC operate the vulnerability information handling
framework. (Early Warning Partnership)

B JVN is a portal DB to announce security countermeasure to public.
B We aim to promote security countermeasure through this scheme.



Number and Handling Status of Reports: lpA

= We handle two types of vulnerability - Website and Software
Products.

= Over 6,000 websites were reported with vulnerability, and about
4,000 websites were fixed.
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Features of reported website vulnerability IPA

— Cross-site Scripting accounts for 50% of total.

8%

2% B Cross-site Scripting
2% (2%)
2% (2%)

B Lamed DNS zone

B SQL Injection
13% ® [nadvisability HTTPS handle
(13%)

B Unintended file disclosure
52%

(51%) B HTTP Response Splitting

O Misc.

21%(22%)

Handling of Vulnerability-related Information on Websites

—The most reported types of website was corporate website. Next is
Japanese local government website.
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States of registered vulnerability in JVN IpA

[ ’ ’ JVN  Japan Vulnerability Notes

= JVN was launched in 2004 at the same time as the vulnerability
reporting scheme.

= Approximately 1,500 cases have been registered in 8 years.
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Types of Software registered in JVN

IPA

= Web Application (like a httpd server etc) is the most-reported
software type for having vulnerabilities.

10%

40%
(41%)

11%
(11%)

Categolized in Software Products

B Web Application

B Web Browser

B Development/Runtime
8 Groupware

B Routers

B Mail Client Software

B File Sharing Software
B System Adm. Software
B80S

B Web Server

B Anti-Virus Software

B Word-processing software
O Peripheral Device

O Misc.
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Open source? or Commercial software ? IpA

= Open source software accounts for one-third of total vulnerabilities.
— Recently, the percentage of open source software is increasing a

little bit.
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OOpen Source Software 45Cases
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JVN iPedia lpA

http://jvndb.jvn.jp/en/

JVN iPedia Vulnerability Countermeasure Information Database

e JVN iPedia
= JVN iPedia (aka. Vulnerability Archiving DB) focuses on ) /j—’
regional vulnerabilities (which depend on IT market) in Smmueon
Japan. s> CPE.
= The Vulnerability Archiving DB stores summary and '
countermeasure information on vulnerabilities in C\/SS

Japanese software and other products posted on JVN. CM

Copyright © IPA. 2012. All rights reserved. 14



Quarterly changes in number of
vulnerabilities registered

— Quarterly changes in the count of vulnerabilities

IPA

The vulnerability countermeasure information registered from April 25,
2007 to the 3rd Quarter of 2012 (July 1, 2011 to Sep 30, 2012) to the

Japanese version of JVN iPedia.

= Now, JVN iPedia covers the NVD data of past 3 year (from 2010 to 2012).
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Quarterly changes in number of lpA
vulnerabilities registered

e JVN iPedia (Vulnerability Archiving DB)
JVN iPedia focuses on regional vulnerabilities (which depends on IT
market) in Japan.

= The number of registered cases in JVN iPedia surpasses

30,000

‘ Source ‘ 2012 4Q ‘ Total
Domestic Developers 2 135
Japanese |JVN 171 2,179
Version | NVD 7,736| 28,529
Total 7,909| 30,843
| Domestic Developers 2 135
52%':22 JVN 28 682
Total 30 817

Copyright © IPA. 2012. All rights reserved. 16



JVN iPedia

Vulnerability data is imported from NVD translated English to
Japanese

e JVNiPedia (Vulnerability Archiving DB)
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Translated into

Japanese

Now, we try to synchronize JVN iPedia with NVD.
JVN iPedia plans to increase its contents to 35,000 cases by

December.
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Feature of vuln
Smartphones

e JVN iPedia (Vulnerability Archiving DB)

erability

IPA

— Android Platform vulnerabilities (mostly Android applications) are
Increasing this year.
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Feature of vulnerability IpA
Control System

e Status of Control System Registration

® The number of control system vulnerabilities is increasing in the past
2 years.

® The percentage of critical vulnerabilities is high.
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Number and Severity of Vulnerabilities in Industrial Control System Software
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