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vulnerability identifier.

® How many vulnerability identifiers are there in our
cyberspace ?

® Database

® Regional/national vulnerability databases
NVD, JVN, CNVD etc.

® Non-government vulnerability databases
Secunia, SecurityFocus, OSVDB, Cisco Security
Intelligence Operations, IBM ISS X-Force etc.

® Vendor Advisories
® Microsoft, Oracle, Cisco, Adobe etc.
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vulnerability identifier.
http://nvd.nist.gov/

® NVD (National Vulnerability Database)
® ID(4 + 4 digits): CVE-2012-1234
® Lang: English
® CVE mapping: one-to-one

® URL: http://web.nvd.nist. gov/wew/vuIn/detall?vulnld CVE-2012-1234

VYulnerability Database {HVD) National Vulnerability Database (CVE-2012-12

§ Sponsored by d ‘\ * ./

# DHS National Cyber Security Division/US-CERT /. ’

atlcmal Vulnar*atnht? Database

automating vulnerability manage e ity measdrement, and compllance checkmg
Vulnerabilities Checklists BOD-53/B800-53A | Product Dictionary | Impact Metri Data Feeds Statistic:
SCAP validated Tools |SCAP Events |Ahout | Contact |\rendor Comments

L= e s National Cyber-Alert System
D= 008 OIS ulnerability Summary for CVE-2012-1234

government repository of
standards based Original release date: 02/21/2012

wvulnerability management = .

data. This data enables Last revised: 02/23/2012

automation of Source: US-CERT/NIST

vulnerability

management, security -

measurement, and Overview

compliance (e.g. FISMA). 5o injection vulnerability in Advantech/BroadWin WebAccess 7.0 allows remote
authenticated users to execute arbitrary SQL commands via a malformed URL.

NOTE: this vulnerability exists because of an incomplete fix for CVE-2012-0234.
NVD contains: -
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vulnerability identifier.
http://jvn.jp/

¢ JVN(Japan Vuilnerability Database)
® ID(8 digits): JVN#12345678
® Lang: Japanese/English
® CVE mapping: one-to-one
® URL: http://jvn.jp/ip/IVN12345678

fjhllp://ivn.ip/ — JYN#75492883: Pebble vulnerability where entries may become unview. =12 x|

b j

Published:2012/11/02 Last Updated:2012/11/02

JVN#H75492883
Pebble vulnerability where entries may become unviewable

HOME
Vhat is TVN
Overview Instructions
Vulnerabili
Pebble contains a vulnerability where blog entries may become unviewable due to a Report
specially crafted comment being posted. VN_IP
TRnotes
VN iPedia
Products Affected MyIVN
JVNIS/RSS
+ Pebble versions prior to 2.6.4 Vendor List
List of unreachabl
developers

Thncanintinm Contact =l
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vulnerability identifier.
http://jvndb.jvn.jp/

® JVN iPedia
® ID(4 + 6 digits): JVNDB-2012-123456
® Lang: Japanese/English
® CVE mapping: one-to-one

® URL: http://jvndb.jvn.jp/jvndb/IVNDB-2012-123456

/2 http:=/ Fivndb jvn_jp/ — JYNDB-2012-000096 — JYN iPedia - Windows Internet Explorer

JVN iPedia Vulnerability Countermeasure Information Database

[Japanese ]
JVNDB-2012-000096
MosP kintai kanri fails to restrict access permissions
Overview
MosP kintai kanri contains an issue wl here access permissions are not restricted.

Masako Ohno reported this vulnerability to [PA.
JPCERT/CC coordinated with the developer under Information Security Early Warning P

(|

HOME
What is JVN ?
Instructions

What is JVN iPedia?
How to Use?

MyJVN -
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vulnerability identifier.
http://www.cnvd.org.cn/

® CNVD(China National Vulnerability Database)
® ID(4 + 5 digits): CNVD-2012-12345
® Lang: Chinese
® CVE mapping: one-to-one

® URL: http://www.cnvd.org.cn/sites/main/preview/ldgg_preview.htm?tid=61059

CEHFEBEEHFARET

EN\/D) EXEERLBELEFE

CHINA NATIONAL VULNERABILITY DATABASE

=Rl A RER MTER o s ZitEin

B TIFmRk A TIFoI8R

@mas | &8

5 5 P 5 TPkl (2012-11-05 — 2012-11-11)
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vulnerability identifier.
http://secunia.com/

® Secunia
® ID(5 digits): SA12345
® Lang: English
® CVE mapping: one-to-many
® URL: http://secunia.com/advisories/12345

/2 Security Alerts - Se

=10l

Secqﬂ.la

PRODUCTS =~ SOLUTIONS =~ CUSTOMERS PARTMER ~ RESOURCES  COMPANY = CAREERS
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vulnerability identifier.
http://www.securityfocus.com/

® SecurityFocus
® |D(variable digits): 12345 (aka. bid12345)

ANANAN current longest id is 5 digits

® Lang: English
® CVE mapping: one-to-many

OSecurityFocus"‘ ;‘-‘vll

Symantec Connect ; 7 £
A technical community for Symantec customers, epﬂ-users. developers, and. partners.

‘,,,,IHI,:,O,] discussion | 1 exploit ‘ | solution || references |
RinetD select() Bit-Array Remote Buffer Overflow Vulnerability
Bugtraq ID: 12345
Class: Boundary Condition Error
Yes
Local: No
Published: Jan 24 2005 12:00AM _'ﬂ
4 | »
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vulnerability identifier.
http://osvdb.org/

® OSVDB (The Open Source Vulnerability Database)
® |D(variable digits): 12345
® Lang: English ANAAN current longest id is 5 digits
® CVE mapping: one-to-many
® URL: http://osvdb.org/show/osvdb/12345

f;‘- 12345: Gitadel/UX sysdepc Multiple Function Remote Overflow — Windows Internet Exploi

nsvnn Search OSVDB Browse Vendors Project Info Help OSVDB! Sponsors

12345 : Citadel/UX sysdep c Multiple Function Remote Overflow

Printer | http://osvdb.ora/12345 | Email This | Edit Vulnerability

This Entry needs help! It is only 15% Complete. Click the edit link above to add mor
Contributing is fast and easy, and benefits the entire security community.

. l' Disclosure Date
Timeline 2002-03-0%

<em style=font-weight:bold;"»(Descri pn n Provided by <a href="http://cve.mitre.org/cei-bin/e
target="_blank™>CVE</a= )</em> : Buffer overflow in (1) lprintf and {2 cprintf in sysdep.c of Citadel/UX
attackers to cause a denial of senvice (crash) and possibly execute arbitrary code via attacks such a

Description
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vulnerability identifier.
http://tools.cisco.com/security/center/

® Cisco Security Intelligence Operations
® ID(5 digits): 12345
® Lang: English
® CVE mapping: one-to-many

® URL: http://tools.cisco.com/security/center/viewAlert.x?alertld=12345

cIsco Products & Services
ity curity Al
Security Activity Bulletin
Oracle Java SE Critical Patch Update October 2012
Threat T IntelliShield: Security Activity Bulletin =
m
o
IIIIIIIIIIIIIIIIIIII Urgency: Unlikely U aé: E
[
........ t  Confirmed —
5 =)
— .
Severi ty: Damage a Sel
E-r
Mot Available The
Thr
CWE-2012-1533, CVE-2012-3143 |
CVE-2012-3159 , CVE-2012-3216 , Prc
CVE-2N12-441R_CVE-9012-RNAT =
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vulnerability identifier.
http://xforce.iss.net/

® IBM ISS X-Force
® ID(short subject + variable digits): speak-freely-udp-bo

(12345) <<<<< current longest id is 5 digits
® Lang: English
® CVE mapping: one-to-many

® URL: http://xforce.i forcBTRIaBT —
a
. http://xrorce.iss.net/xtrorc | | | =
de | D
IBM Internet Security Systems .
Ahead of the threat.™ Kemers cexen [
i i il | | I |
Speak Freely UDP packet buffer overflow
speak-freely-udp-bo (12349) A High Risk -
Description:
arious releases of Speak Freely are vulnerable to multiple stack-based buffer overflows. A remote
attacker can send a specially-crafted UDP packetto UDP port 2074 (data port) or UDP port 2075
(control port) to overflow a buffer and execute arbitrary code on the system or cause the program to
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vulnerability identification.

® How do we make a relationship of vulnerability
information ?
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vulnerability identification.

® How do we make a relationship of vulnerability
information ?

® Currently, we can use Common Vulnerabilities and
Exposures (CVE), which is the most well known
vulnerability identification scheme.

CVE is best and unique
reference ID in world wide.
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# of vulnerabilities.

® How many # of vulnerabilities ?
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# of vulnerabilities.
http://nvd.nist.gov/

® NVD (National Vulnerability Database)
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# of vulnerabilities.
http://www.cnvd.org.cn/

® CNVD(China National Vuinerability Database)
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# of vulnerabilities.
http://secunia.com/

® Secunia Average 2006-10; 8,663
Total 2011; 9,132

Global Vulnerabilities History
all products of all vendors

m—Advisories ==CVEs =™Julns.

Number of ..
o~
)
S
S

2005 2006 200/ 2008 2009 2010 2001 2012
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ending.

Global Vulnerability
Reporting will provide best
solution of this questions.
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