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opening. I p A

® This session provides an overview of how JVN
has adopted SCAP.

= JVN stands for "Japan Vulnerability Notes" and

provides vulnerability and related information on
software used in Japan.

= JVN has adopted SCAP, and provides local
(domestic) information and international
Information, resulting in the JVN Security Conten
Automation Framework (MyJVN).

"
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® Structure and numbering of JVN
o
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structure and numbering of jvn.

= ( Internationalization + Localization ) X

Providing vulnerability

countermeasure information via
machine readable interface such as
Web APIs and Version Checker etc.

e JVN (Mulnerability handling

coordination DB)
Providing vulnerability
countermeasure information a
Japanese vendor status for
reported vulnerabilities by
“Information Security Early
Warning Partnership”

e JVN iPedia (Vulnerability
archiving DB)
Providing countermeasure

information database for
covering overall vulnerabilities

Information-technology Promotion Agency, Japan
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structure and numbering of jvn.

Structure

e Flow of data exchange between DBs

oo

Machine readable interface by Web APIs
using CVE, CPE, CWE and CVSS.

MEJJLIN
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(JVN(JVN#12345678) ) (JVN iPedia(JVNDB-yyyy-123456) \
Vulnerability Handling Coordination DB Vulnerability Archiving DB
Japanese Version English Version Japanese Version English Version
http://jvn.jp/ http://jvn.jp/en/ http://jvndb.jvn.jp/ http://jvndb.jvn.jp/en/
T
— N —
Securlty Earl ===p- From Information Translation From Information Archiving
Warning ] Security Early Security Early | FrOM JVN
Warning Partnershi Warning Partnershi From JVN (682)
e CERT/CC in Japan (667) in Japan (667) (2,179) -
CPNI » From CERT/CC, Archiving . (Total817) 2aua
_CERT-Fletc. | CPNI etc.(1,512) - > P
~ ® . T :
3 S JPCERT (@l . From Japanese frranslatiof From Japanese a
apanese . software »| software a
software . developers developers a
. developers | . (135) (135) §
Q‘IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII;IIIIIII FrOmNVD IIIIIIIIIIIIIIIIIIIIIIII:
NVD(English) > (28,529) o
(About 53,000)| \ (1030843 l pA -

2012 3th Quarter
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structure and numbering of jvn.

Numbering

Assign three identifiers
® JVN#12345678

IPA

Assign two identifiers

® JVNDB-yyyy-123456
® CVE-yyyy-1234 AN

[ JVN(IVN#12345678
Vulnerability Hang

Japanese Versig
http://jvn.jp/

Security Earl
Warning

From Information
Security Early
Warning Partnershi

Version
.ip/en/

From Information
Security Early

—
Xion DB .

® JVNDB-yyyy-123456
® CVE-yyyy-1234

R//jvndb.jvn.jp

Warning Partnershi

From JVN

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII '.. EEEEEpER
NVD(English) |

in Japan (667 inJ ele
" CERTICC in Japan (667) in Japan (667) (2,179)
CPNI v |
From CERT/CC, Archiving
. CERT-Fletc. | CPNI etc.(1,512) : l
> ® =
& 5 L JPCERT[®®° : | From Japangfe
apanese - software
software 7| oveiong
.__developers -

From NVD
(28,529)

(About 53,000)|
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structure and numbering of jvn. Ip A
Numbering and Vulnerability Reporting

@
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[

4. ldentification of affected
vendors from DB

. : ; \! /
[ T e S (=
.  \- report [l eyTrine=t e A0
nternationa Coordination Body P 9. Announcement
Framework JPCERT[®&°
7 2

otification CN/E 204412500

Japan Vulnerability Notes :>
Users
5. Notification of vulnerability related v ’ ’ R e
information - Test suite and validation process A 4
6. Coordination of announcement date / J\"N#1234567
8. Submission of security
information

7. Investigation and
make countermeasures
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e JVN Security Content Automation Framework
o
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jvn security content automation frameng%%.
= (JVN + JVN iPedia ) x

= MyJVN framework

® To enable application developers to use data through
open interface

= Adoption for common enumeration and specifications
e To establish global JVN
= Internationalization as vulnerability reference source

— Localization as vulnerability reference source (focus
to Japanese region)

JVN Security Content Automation Framework
(aka. MyJVN framework) has adopted SCAP.
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related activities (phase 1). lPkA

JVN Security Content Automation Framew

2003 2004 2005 206 200 008 200 | 20| 20 | e |

A Jun 2002: JVN working group formed
A Feb 2003: Trial site (jvn.doi.ics.keio.ac.jp) to the public

A Jul 2003: JVNRSS stared

A Jul 7, 2004: Information security early warning partnership
A Jul 8, 2004: JVN (aka. Vuln. handling coordination DB) http://jvn.jp/

A Jan 2006: Evaluating CVSS V1.0 for adoption
A Sep 2006: CVSS V1.0 Calculator [CN][NLJ[EN][DE][JA][KO][PT][ES]

A Apr 2007: JVN iPedia (aka. Vuln. archiving DB)
http://jvndb.jvn.jp/ (Adopted CVE and CVSS)

A Aug 2007: Adopted CVSS V2.0 in JVN iPedia

A May 2008: English Versions of JVN and JVN iPedia
A Sep 2008: JVN iPedia extension (Adopted CWE)
A Sep 2008: JVN iPedia extension (CVE Declaration)
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related activities (phase 2). lPkA

JVN Security Content Automation Framew

2008 200 200|201 202 20 | 20 20| 2| 201

A Sep 2008: MyJVN project started
A Oct 2008: JVN iPedia extension (Adopted CPE)

A Oct 2008: (Adopted CPE)
A Nov 20009: (Adopted CPE and OVAL)
A Dec 2009:

(Adopted OVAL, CCE and XCCDF)

A Jan 2010: JVN, JVN iPedia and (CVE-Compatible)
A Jan 2010: CVSS V2.0 Calculator [AR][EN][FR][DE][JA][KO][ES]

A Feb 2010: (Filtered information service API)
A Jun 2010: collaboration
A Mar 2011: and (OVAL Adopter)
A Aug 2012: (SCAP collaboration service API)

11
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contents.

IPA

® Structure and numbering of JVN
® JVN Security Content Automation Framework
e MyJVN project

Information-technology Promotion Agency, Japan

12



myjvn project. Ip A
= SCAP collaboration activities

® QOperational View
— CWE-Compatible (Oct 3, 2008)
= CVE-Compatible (JVN. JVN iPedia and MyJVN) (Jan 5, 2010)
= CAN (CVE Numbering Authority) (Jun 24, 2010)
= OVAL Adopter (MyJVN VC and MyJVN SCC) (Mar 15, 2011)

. ® o] ofe ’ 2 ponse Team C jon Cantor
& e %ﬁ cate o f CI/Z; Cb 172 Pd A b Z [ z t:)/ Japan Computer Emergency Response Team Coordination Center Bz o o b e e T Cooronion ooy

B :2010.06.24 11:02:00 +09'00'
Japan Computer Emergency Response Team Coordination Center (JPCERT/ . . ®
CC) and Informati hnology Promotion Agency, Japan (IPA)% JPCER r

Japan Vulnerability Notes (JVIN)

FLAY I —R
In accordance with the Requirements and 2010 6 A 24 1

Recommendations for CVE Compatibility, version EH-FEA JPCERT = —F 4 R 3 b o B

1.2, the CVE Program hereby awards the label of
CVE-Compazible as of 5 January 2010.

JPCERT/CC, EM#I? CNA (CVE Numbering Authority)iZ5RE
~ = FTHEEE & L TIKE CERT/CC 2R\ T 2 i~

[ommon Julnerabilities and bxposures

—REFAE N JPCERT 2 —F 4 #—i 3 i ¥ —(ERH TRAE, (fAFEF Bt fE,
Roberr A, Marsin Seephen V. Bople Seeven M. Chrissey .
Compariblity Lead Pragram Manager Teckmical Lead LLTF TJPCERTICC) & vE-d, )i, CVE(Common Vulnerabilities and Exposures)” #
FE 2 KEMTRE #:7220104E 6 A 23 A {117 T JPCERT/CC % CNA(CVE Numbering
Authority, CVE f£EHM) 2 2B L- L BE LE LA,
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myjvn project.

= SCAP collaboration activities

® QOperational View
— CWE-Compatible (Oct 3, 2008)
= CVE-Compatible (JVN. JVN iPedia and MyJVN) (Jan 5, 2010)
= CAN (CVE Numbering Authority) (Jun 24, 2010)
= OVAL Adopter (MyJVN VC and MyJVN SCC) (Mar 15, 2011)

IPA
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technology
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Adency, Japan
[TF&)
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Security technology

Configuration Promotion

Checker Agency, Japan
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My W Information-

Wersion technology

Checker Fromotion
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Zonfiguration
Management

Japan

Configuration
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Japan
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Azsessment

Japan

Drefinition
Repository

Cefinition
Evaluator

Definition
Evaluator
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o\//x/

ADOFPTER
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myjvn project. Ip A
= SCAP collaboration activities

® Technical View
- JVN
- JVN iPedia
= CVSS Calculator
—= MyJVN API
= MyJVN Filtered Vulnerability Countermeasure Information Tool
— MyJVN Version Checker (VC)
— MyJVN Security Configuration Checker (SCC)
— Collaboration possibilities of CPE

Information-technology Promotion Agency, Japan 15



jvn.
http://jvn.jp/en/ " IpA
\ 4 JVN  sapan Vunerability Notes

e JVN
— July 2004, "Japan Vulnerability Notes (JVN) (aka. G /;f
Vulnerability handling coordination DB)" started the Ly

portal site of security information of domestic product
vendors under the vulnerability information handling
framework in Japan.

— Vulnerability handling coordination DB assists system
administrators and software and other products
developers enhance security for their products and
customers.

e Vulnerability Notes (VN)

e Status Tracking Notes (TRnotes)
(currently in trial operation)

Information-technology Promotion Agency, Japan 16



jvn - vuilnerability notes (vn).

http://jvn.jp/en/

IPA

® VN includes alist of JP product vendors who may be
affected by the vulnerability.

e

Fublished:2007/12/13 Last Updated:2002/08/20
JVN#B0057925

Cross-site scripting vulnerahbility in Apache HTTP Server "mod _imap™" and

"mod_imagemap"

Overview
mod imap ey J\V/N#12345678
Products A Tltle
* Apache H .
e Overview
Impact

Vendor Status

Reference

Revisions

Server are vulnerable to cross-site scripting,

AY
\
\
\
\
\

There are five categories as Status.

- Unknown

- Vulnerable (Completed investigation)
- Vulnerable (Under investigation) |
- Not Vulnerable (Completed investigatior
- Not Vulnerable (Under investigation)

c3Von

cve.mitre.org

—

)

)

image mapping,
Hitachi Wulnerable
NEC Corporation Mot Vulterable, itrrestigating
Century Systems Co., Lid. Mot Vulnerable, investigating
FUJITSU LIMITED Wulnerable, investigating
Canon Inc. Mot WVulnerable
Wendor Link

Information-technology Promotion Agency, Japan

Last Update  Vendor Notes
2007/12/13
2007/12/13
2007/12413

2008/01/17
2008/08/20

M. The Apache Software Foundation  Apache 2.2 Secunty Vulnerabiities CVE-2007-3000
N
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jvn - vuilnerability notes (vn). Ip A
http://jvn.jp/en/
A N Q . JVN ' sapan Vulnerability Notes

-
Date Last Updated T arch 14, 2011 @\ -
JVN  Japan Vulnerability Notes
1

cve.mitre.org

A

JWH Engl Past Announcements
Recent Vulnerability Notes
(] Ass .|
TWITHO 1625457 e107 vulnerable to cross-site scriptmg [Iarch 14, HOME
2011 12:00] What is TVH ?
) Instructions
TVIT#2 1294135 IBM Tivoli sulnerable to denial-of-service (Do3) List of Vulnerahility
[3darch 10, 2011 12:00] Hcpord
¥ _JP
WIHT3162541: [SRN R R R SR esstat=td <2 http://jvn_jp — JUYN#88991166: SEIL Series routers vulnerable to buffer overflow — Microsoft Internet E:
2011 12:00]
VH#Y7334690: IBM Lotus vulnerable to dental-¢ v ’ ‘
[3darch 04, 2011 16:00]
Published2011/02/28 Last Updated:2011/02728
TVIT#26301273: IBM "WebSphere Application Se
Aerial_rfoaprice Ma% Mlarch | JVIN#858991166
SEIL Series routers vulnerable to buffer overflow o
T
Overview Inst
SEIL Sertes routers contain a buffer overflow vulnerability. ; ;t
VH |
Products Affected T
IVH iPedia
o SEILfx36 firmware 1.00to 1.61 JVHISIRSS
Vendor List
o SEIL/B1 firmware 1.00t0 311 Contact
o SEILZ] firmware 1.00t0 3,11
o SEILZZ firmware 1.00t0 311 hd|

18
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jvn - vulnerability notes (vn). Ip A
http://jvn.jp/en/
A N ’ ’ JVN Japan Vulnerability Notes

c3Von

cve.mitre.org

a http:f/jvn_jp — Japan Vulnerability Notes — Microsoft Internet Explorer

R e

Other Informati G
er ormation
V-
cve.mitre.org
JPCERT Alert
JPCERT Eeports jenet B
CEET Adwnsory
CPHI Adwisory
TEnotes
HoOn
CVE CWVE-2011-0454 ;";‘:
TV Pedia JWHDE-2011-000014 ;;t
W
i}
JVH iPedia
o SEILfx36 firmware 1.00to 1.61 TSRS
Vendor List
e SEILE] finmware 100t 311 Contact
o SEILE1 firmware 1.00to 3.11
o SEILE2 firmware 1.00to 3.11 =

Information-technology Promotion Agency, Japan 19



jvn - status tracking notes (trnotes). Ip A
http://jvn.jp/en/
\ 4 ’ ’ JVN  Japan Vuinerability Notes

e The purpose of TRnotes is in sharing the events of time

series. The event information is based on public —
information. EVE

cve.mitre.org

4 ’ ’ JVNTR-yyyy-xx
Published: 2008-07-20T1029+00:00  Last Updated: 2008-08-31 T04:534+00:00 T| tI e

TRTA08-190B -
Multiple DNS implementations vulnerable to cache poisoning Tl - Overview
Overview Event Information
Deficiencies i the DINS protocol and commen DS snplementations facilitate DS cache potsoning attacks, Effective
attack techmiques against these vulnerabilities have been demonstrated. e

L Reference
Event Information ol

|
Date (TTTC) Description

e Event Information includes followings. —
Diotnam Mame Securtty Paper Eeleased = DISCOVGI'ed date Of VUInerablllty
2008-08-24 ICANI's strategic and operating plans call for ICATI to be operationally ready to deple _ PUb|ISh€d date Of any adVISOI‘IeS |

DISSEC at the root level and work with relevant stakeholders to determmine how this sho

implemented - Released date of exploit code
Office of Management and Budget = DISCOVEFEd date Of worm

M-08-23: Securing the Federal Government's Domain MName Systern Infrastructure (Subsr _ Pu bI |Shed alerts from govern ments
Draft Agency Plans Due by Septetnber 5, 2008)

'T‘I"H‘\'.‘ mﬁmhf’ﬁﬂ(“"ﬂ’\ AFCI"‘H“'\FC‘ FV‘;C“‘HH ﬁﬂ(“ HipTIr hh“f‘l‘ﬂc‘ Fr'\f A#hh’“ﬂ.ﬂﬂ T‘lhm‘:i‘ﬂ 1\T'21’H|= Q'!rchm' etc'
Information-technology Promotion Agency, Japan
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jvn ipedia.
http://jvndb.jvn.jp/en/ IpA

JVN iPedia Vulnerability Countermeasure Information Database

e JVN iPedia
— JVN iPedia (aka. Vulnerability archiving DB) focuses on a /;"
regional vulnerabilities (which depends on IT market) in e ey
Japan. o '
— Vulnerability archiving DB stores summary and ~ ——— _
countermeasure information on vulnerabilities in c\lss

Japanese software and other products posted on JVN.

21
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jvn ipedia.
http://jvndb.jvn.jp/en/ IpA

JVN iPedia Vulnerability Countermeasure Information Database

/2 http://jvndb jvnjp - JVN iPedia — Microsoft Internet Explorer .
-
Last Updated: 201103022 ? \/_I
A A Total Recaords: 620 \_) < L
JVN iPedia Vulnerahility Countermeasure Information Database -
oo _
=M iIPedia Japanese Wersion rnmm:)n.nl.nlorm »numg‘ral\;l:l
Listed on Feb 14, 2011 JVN iPedia Registration Status for 2010 4Q{Oct. - Dec.) C‘VC;“‘F, —
http:ihwww.ipa.go jpisecurityienglishivulniJYNiPe dia2010g4_en.html lnstfuc'fms - s
Most Popular Vulnerabilities on JVN iPedia (2011103113 - 2011i/03119) LIt airotieiaal iy
1.JYNDB-2011-000019 Repart
(OR RSN [al=1g=s] =R o N 0= Rets gl talalil =M http://jvndb jvn jp — JYNDB-2009-000018 - JYN iPedia — Microsoft Internet Explorer
2 JVNDB-2011-000017 / .
IEM WebSphere Application Se N A Last Updatec: 2010/03/23
3. JVYNDB-2011-000020
IBM Tivoli vulnerable to denial-of JVN iPedia Vulnerability Countermeasure Information Database
Database Search
[Japanese]
JYNDB-2009-000018 HOME
Ichitaro series buffer overflow vulnerability l":;fﬁm'; ;
Owverview List af “ul
Report
The "Ichitaro" series word processing software contains a buffer overflow Wh_JP
wulnerability. TRnotes
Jwl iPedia
This wulnerability is different from JYNE292 11062, JVN#3 2931509 and Search
JWNEE049554 7T What is JvM iPedia?
How to Use?
The "Ichitaro" series word processing software, from Just=ystems My Vi
Corporation, contains an issue in the reading of Rich Text Files resulting in a IMISRES |

22
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jvn ipedia.
http://jvndb.jvn.jp/en/

/2 http://jvndb jvnjp - JVN iPedia — Microsoft Internet Explorer

Last Updated: 201103022
Tatal Records: 620

CVSS Severity (What is CYSS?)

Base Metrics: 6.8 (Medium) [IPA Score]

Access Vector Metwork
Access Complexity Medium
Authentication: Mone
Confidentiality Impact. Partial
Integrity Impact Partial

IPA

JVN iPedia Vulnerability Countermeasure Information Database

c3Von

cve.mitre.org

common platform enumeration

cVss

Availability Impact Partial HOME
What is J
Instructio
List of “ul
Report
The "Ichitaro" series word processing software contains a buffer overflow Wh_JP
vulnerability. TRnotes
JwM iPedia
This wulnerability is different from JYNE292 11062, JVN#3 2931509 and Search
JY NS 0495547 What is JvI iPedia?
Howe to Llse?
The "Ichitaro" series word processing software, from Just=ystems My Vi
Corporation, contains an issue in the reading of Rich Text Files resulting in a IMISRES |

QuE

Information-technology Promotion Agency, Japan
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jvn ipedia.
http://jvndb.jvn.jp/en/ IpA

JVN iPedia Vulnerability Countermeasure Information Database

/2 http://jvndb jvnjp - JVN iPedia — Microsoft Internet Explorer

T 3
Last Updated: 201103022 @\ L}
Total Records: 620 e yo

cve.mitre.org

a http-/ fjvndb_jvn_jp — JYHNDB-2009-000018 — JYN iPedia — Microsoft Internet Explorer

References _— 2]
B\

JWMN L JVINEIZE4E134 cve.mitre.org
IPASECURITY ALERTS | Security Alert for Security Vulnerability in the
Ichitaro Series

Mational Yulnerability Database (NVD) . CVE-2009-4737
Commaon Yulnerabilities and Exposures (CVE) . CVE-2009-4737
Secunia Advisory T SA34E61T

SecurityFocus - 34403

125 X-Force Database ;497349

VUPEM Secunty  VUPERADY-2009-0857

OPEMN SOURCE VULMNERAEILITY DATABASE (OSVDE) : 53244
Commaon YWeakness Enumeration (CYWE) : Failure to Constrain
Operations within the Bounds of a Memory Buffer (CWE-119) [IPA
Ewvaluation]

o —

L

1

This wulnerability is different from JYNE292 11062, JVN#3 2931509 and

Search

JY NS 0495547 What is JvI iPedia?
Howe to Llse?
The "Ichitaro" series word processing software, from Just=ystems My Vi
Corporation, containg an issue in the reading of Rich Text Files resulting in a IMISRES =

24
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jvn ipedia.
http://jvndb.jvn.jp/en/ IpA

JVN iPedia Vulnerability Countermeasure Information Database

/2 http://jvndb jvnjp - JVN iPedia — Microsoft Internet Explorer

T 3
Last Updated: 201103022 @\ L}
Total Records: 620 e yo

cve.mitre.org

) Source of: http://jvndb.jvn_jpfensresfyeare/jvndb_2009.rdf - Mozilla Firefox .
File Edit iew Help @,

<sec:references source="NyD" id="CVE-2008-4737 >http://web . nvd.ni -
<sec:references source="CVYE" id="CVYE-2009-4737 >http: Fove.mitre| )
<sec:references source="SECUNIA” id="SA34611 " >http: //secunia. comd omme saem cumersion [ c%s'
<sec:references source="BID" id="34403" http: /Awww . securitvfocus Comoror e —=e

<sec:references source="¥F~ id="49733 " >http:/Axforce. iss. net/sforce/xf db/49739</ se

¢sec: references source="VUPEN" id="VUPEN/ADY-2009-0957 >http: //wmm. vupen. coneng| i« [ WE
<sec:references source="05YIB" id="5%3349" httr: /Yosvdh. ore/H3349</'sec: references>
<gec:references source="CWE [P4 EN” id="Failure to Constrain Operations within the
{sec:cpe-item name="cpe:/a:justsvstems: ichitaro™

<sec:vnamerJustSystems Corporat iond/sec:vname>

<sec:titlerlchitarol/sec:title>
</sec:cpe-item>

<dc:dater2010-03-23T17:42+09:00</dc: date>
‘dcterms: iissued>2[]1 0-03-23T17:42+09:00</dcterms: | ssued> _|;|
3
v

1
| Line 793, Gol 6

XML farma’ 2011 tror sigy 2010 ek sigy 2009 (For sigy 2008 FeF sigy
—i RSS ’. 0+mad sec Yearly Data 2007 (porsigy 2006 Fersgy 2005 rersipn 2004 rorsg)

2003 porpsigy 2002 per =gy

Updats LT pdate 20T/ (PGP =ig)

Whatis JVNDEBRES?

|
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jvn ipedia.
http://jvndb.jvn.jp/en/

JVN iPedia Vulnerability Countermeasure Information Database

e CVSS V2.0 Calculator

. .
- Graph | r interf : 5Th
apnical user interiace. hemes
.
= Multi lan rted: Lan Oct 2010
ulti languages supported: 7 Languages (Oc
JYNRSS
Home et S Update Scores -
+main
JVNRSS Activity " .ac.jp — JYNRSS: GVSS (Demonstration Example) rosoft Internet Explorer c ss
v JYNRSS 1 10.41 + {1-(I-Gonf Inpact} = {1~ Intes lapaat)+{-Avai | Ingagt)
pact = 10.41 * {I-{1-Conf Inpeat)={|-Intes Inpat)+{1-Avai | Ingaat))
+CVES Home [ A
+RSS_dir : Exploitability = 20 * AcgessVegtor * AccezsComplexity + Authentisstion
816 it sl Lo e ]
4 JVNRSS Activity e = (0.6 + Inpact + 0.4 % Exploitabiljty = 1.5) » flImact)
+TRnotes SCVE+ Base Score .m
+XSL_swif .
= +CWSS = BaseScore * Exploitability = RemediatiorLevel + Repor tConf idence
Specification RS di Ui
VNI Base Metrics i
Once discovered, snalyzed, and catalogued, assurning the iniial information is complete +SIG_rdf
+JVNRSS and correct, there ar centain aspects of 3 vulnerability that do not change, +TRnotes
+RSS mod_sec
- +XSL_swf
+VULDEF Exploitability Metrics 5 'f_ i
Tool Access Wedtor (AW 3 Metwork pecilication
+toolhox BRILS Environmental Score
Document Accass Complesity [AC) 3 Low +JVNRSS
doch +RSS mod_sec  Overall Score
+dochox
Aubenicaton () 3 ine *VULDEF BASE SCORE TEMPORAL SCQ
Tool Focess Vector AN 1 3 Metwork Exploftability £ POC 09 2Proof of
Impact Metrics +toolbox A ELPOCFH D]
. Access Complexit AGL O 3l Remediation Level FLTF 08 2T
Related Site Confidentiality Irpact [C) 3.Complete Document Ag.e[:.su.qomp ety i ::;r};xulu‘;]e empor]
IPA/ISEC +dochox Adthentication Fu N O70L 3 Hone Report Confidence AC UG 09 1Mot conl
JPCERT/CC Integriy Impact (1) 3 Complte e , AR
Confidentiality I cc T
;:r['":,,;m‘"y R o g ENVIRONMENTAL STURE
n Japanese 0 0 ' om 3.Complen Collateral Damage Potential 0P L 11 2.Low (ight loss)
i Availabillty Trpact () 3 Complete ] Tmng mpact arnplete S
JWN FS Site Related Site PuailabiltyImpast AL e 3 Complete TargetDistribution TOH 1 4High [7E-100%)
JVN iPedia IPAJISEC ANEE] TOUN LML ND)
Confidentiality Requiement R M 1 2 Medium
JPCERT/CC
CRILMHND]
CVSS 2.0 Integrity Requirement IR M 1 2 Mediurn
i Japanese RS H.ND]
VN Nestor parsster e . "
[vactars (A NFAG L Au SN/G 67 1674 GIE Fosailability Requirement AR H 151 3 High
JVHN FS Site POGARL S TF/RG JUGGOP LS T0:HSCR NS RN, AR:LM H.ND]
JVN iPedia LI
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cvss calculator.
http://jvndb.jvn.jp/en/cvss/

JVN iPedia Vulnerability Countermeasure Information Database

4§ http://jvndb.jvn_jp - CVSS Calculator - Microsoft Internet Explorer

Last Updated: 2010401419

JVN iPedia Vulnerability Countermeasure Information Database

CVSS Calculator

a E-¥sec¥jvn¥jte¥cysc¥parameter¥xml¥parameter?.arxml — Mic_.. [lj[=] B3

wsiischemalocation="http:/{jvndb.jvn.jp/cvss/Calculat 2 -

http:/ /jvndb.jvn.jp/schema/cvsscalc_0.1.xsd"> -

Arabic - <result= c ss1

English <text name="calc"><kdell i fonts
<text name="reset">=ki=l bas slels tents

French {tEHt name (11 T— | T ] 1 1| I Y T T -
<text name ; E:¥zec¥jyn¥jte¥cvec¥parameter¥xml¥parameter? frxml - Mic... [l

German <text name -
Japanese ctout name http://jvndb.jvn ]pfschemafcussc:alc: 0.1.xsd"=
</results - zresult=
Korean clee Fome o <text name="calc">Mise a jour des
Spanish 4| notes</texts o
<text name="reset">Réinitialisation des
notes</texts
<text name="base">Note de base=/text>
[Acknowledgments] o <text name="temp"=Note temporelle</text>
Jwh t.hanks the following fn.rwnlrklng with us: . ctext name="env"=Note
Arahic: Supported by Helmi Rais (http: e first orgd environnementale</text> =
French: Supported by Helmi Rais (httpe S first org . p e . e . N
German: Supported by Fahim Nawatbi and Akira Yarmada. J | _|J|

Korean: Supported by KISA (Rttp: it kisa or ki)

Spanish: Supported by Francisco Jesus Monserrat Coll (httpe At fire CVSS V20 CaICUIator IOadS parameter XML
file such as Arabic, English and etc.
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myjvn apl. Ip A

http://jvndb.jvn.jp/en/apis/
mMaJiin

e MyJVN API

— A software interface to access and utilize vulnerability
countermeasure information stored in JVN iPedia, with
testing support tools.

— To enable application developers to use data through
open interface, JVN iPedia has adopted SCAP, a set of
standards for describing vulnerability countermeasure
information.

28
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myjvn api.
http://jvndb.jvn.jp/en/apis/ IpA

__ | mMaJiin
® A custom applications can access the datain JVN
IPedia and various vulnerability management services
can now efficiently utilize vulnerability countermeasure

iInformation. —
HTML JVN iPedia (base component)
E‘ = HTML .
HTML{«— } module § JVN
| DB
JVNRSS/VULDEF
__________________________________________________ \I I -
ML < ﬁ_k MyJVN Verl
Filtered information service APl ! .
—JPCERT/CC VRDA collaboration | e 1 -
~MyJVN Filtered Vulnerability i |~ 0 MyJVN AP " CPE
Countermeasure Information Tool | - _ DB
| | SWF [ ﬁ—-
. . i - MyJVN Ver2
SCAP collaboration service APl | OVAL s
—=MyJVN Version Checker | = =
. MyJVN API .
=MyJVN Security Configuration | JAR | " m module "G
Checker . DI
T ’ MyJVN API 29
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myjvn apl. Ip A

http://jvndb.jvn.jp/en/apis/
mMaJiin

® Filtered information service API

— Get Vendor List
The vendor list that is filtered by the CPE is acquired in XML format.

— Get Product List
The product list that is filtered by the CPE is acquired in XML format.

— Get Vulnerability Overview List
The vulnerability overview list that is filtered by the CPE is acquired in
JVNRSS (RSS + mod_sec) format.

— Get Vulnerability Detail Information
The vulnerability detail information is acquired in VULDEF format.
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filtered information service api. Ip A
http://jvndb.jvn.jp/en/apis/

MY
e [iltered information service API
— Get Vendor List
http://jvndb.jvn.jp/myjvn?method=getVendorList&cpeName=cpe:
/*:j*&lang=en

— Get Product List
http://jvndb.jvn.jp/myjvn?method=getProductList&cpeName=cpe
:/*:sony:*&lang=en

— Get Vulnerability Overview List
http://jvndb.jvn.jp/myjvn?method=getVulnOverviewlList&cpeNam
e=cpe:/*:fujitsu:*&rangeDatePublic=n&rangeDatePublished=n&r
angeDateFirstPublished=n&lang=en

— Get Vulnerability Detail Information
http://jvndb.jvn.jp/myjvn?method=getVulnDetailInfo&vulnId=]
VNDB-2009-000004&1ang=en
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filtered information service api. Ip A
http://jvndb.jvn.jp/en/apis/

MYJLIn

— Using JVNRSS, an XML format to describe the overview,
IS an essential point in the security information
exchange.

e XML formats

\ | Overview Format
Title _ MyJVN API
JVNRSS 2.0 = RSS1.0+mod_sec <:| getvulnOverviewList

Overview

Overview Format JVNRSS 2.0

. xmins:sec="http://jvn.jp/rss/mod_sec/" xsi.schemalLocation=

Detail "http://jvn.jp/rss/mod_sec/ http://jvndb.jvn.jp/schema/mod_sec_2.0.xsd">

Impact Format <sec:identifier>Unique identifier assigned by vendor</sec:identifier>
<sec:references>Best reference to a related security information</sec:references>

VULDEF <sec:cvss score="Overall score"

severity="Severity level (High - Medium - Low)"

Exploit vector="Value of each vector in CVSS" version="CVSS version" />

<sec:cpe-item name="CPE Name">

Reference <sec:vname>Vendor Name</sec:vhame>

J <sec:title>Product Name</sec:title>

MyJVN API </sec:cpe-item>

getVulnDetaillnfo  jyNRrss: Japan Vulnerability Notes RSS
mod_sec: Qualified Security Advisory Reference
VULDEF: The VULnerability Data publication and Exchange Format data model
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filtered information service api.

http://jvndb.jvn.jp/en/apis/

IPA

MYl Jiin

/= MyJYN — APL get\fendorList — Windows Internet Explorer o (=]}
A, I@‘ http:/ A jendb jen jpden/apisfeetvendor List hteml j 4| X I}z‘ Wy JWM GPE Searchijal peabs
Sr BRLAD ggl -| (€ My JYN AP | (€ My JWN - APL getendo.. X | (€ My JWN - APL getProductLi. | (€ My JWN - AL getvulnOver... | (€ My JWN - APL get‘u‘uInDetai...l |
Last Updated: 2010/02/25 I
A A
JVN iPedia Vulnerability Countermeasure Information Database
MyJVN >> API >> getVendorList
J HOME
[ Japanese | What is JVN ?
. L Instructions
getVendorList Getting on the vendor listin JYN vt List of Vulnerabilty
Thiz method gets the vendor lizt by the followed filtering parameters. Report
HML schemalocation="http:/jvndb jvnjpfschemarresults_30.xsd” VN_JP
TRnotes
Sample Queries JVN iPedia
Default query - Search
Gt ¥ML result for & given CPE {vendor } field: 'micra’. = — e, What is JVN iPedia?
zE ubmi
Gt ¥ML result for & given CPE {vendor } field: 'micro’ and inttisl 'n' character. 7| l—l l—l How ta Use?
Parameter name Description Parameter Value MyJVN
method Method name of AFL getwendarList JVNJS/RSS
Wendor List
startItem Start pozition of items I:I Integer {1 - The item number of results) Contact
maxCountItem Maximum number of items I:I Help —
cpeMName CPE vendar name {cpes/fvendarp | | Help %\ﬁ
keyword Kewword search for a vendor by name | | Help COMPATIBLE
lang Language (Japanese/Enelizh) () o diee © en Engish
usl Applying }5L to XML (Enable/Disable) l:l 1:Enable 0:Dizable (Under Canstruction
Copyright © 2007-2010 IPA, Al nights reserved. 3
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myjvn apl. Ip A

http://jvndb.jvn.jp/en/apis/
mMaJiin

® SCAP collaboration service API

— Get list of OVAL definition
The OVAL definition list is acquired in XML format.

— Get list of XCCDF configuration
The XCCDF configuration data list is acquired in XML format.

— Get Data of OVAL definition
The OVAL definition file is acquired in enveloped OVAL format.

— Get Data of XCCDF configuration
The XCCDF configuration data is acquired in enveloped XCCDF format.
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myjvn api.
http://jvndb.jvn.jp/en/apis/ IpA
ML

e SCAP collaboration service API
- Get list of OVAL definition
http://jvndb.jvn.jp/myjvn?method=getOvallList&platform=cpe:/
o:microsoft:windows-nt:vista

— Get list of XCCDF configuration
http://jvndb.jvn.jp/myjvn?method=getXccdfList

— Get Data of OVAL definition
http://jvndb.jvn.jp/myjvn?method=getOvalData&ovalld=oval:jp
.jvn.jvndb.vl.oval:def:7

— Get Data of XCCDF configuration
http://jvndb.jvn.jp/myjvn?method=getXccdfCheckList&benchmar
kId=WindowsXP-IPA-2009
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myjvn tools. I p A

MYJLIn

zon 1ot “21 100}
o

& VHDE.Z000.000009  2009.04. I:EH)‘

FroSHE &

¥ I - F R RETE

““ dt “rlt ¥ 152 T — [ drihd GG“
‘\\\g‘e‘\s“r“ﬁm; - ennets w\ﬂ“
ot 61‘!““ e

OWBD & /VHDB-2007-000817_ 20050210 1113240
Adahe Systems, inc. LM “ s

ﬂ ﬁ J% [ otk 605+
o P ‘\‘ﬁ Sec“ ﬁﬁia@m T g

\\\9 ‘s‘.ﬁ
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myjvn filtered security information toofp A
http://jvndb.jvn.jp/en/apis/myjvn/

MYJLIn

e To efficiently gather only relevant information from the
vast quantity of data stored in JVN iPedia, the Gl
vulnerability countermeasure information database. \J\/i-

cve.mitre.org

oo
Filtering Result Window
AR e e e— ) D et ailed Information Window '

Setup Check List My JVN - Filtered Vulnerability Countermeasure Information Tool - Microsoft Internet Explorer s

YEND| D Results 1-10 of 32 I: B Cetail of Valnersbility Mote

e JNDB-2008-000009  20089.0: < to propetly handle cooki JVNDB-2008-000009
—  Apple Inc. Apache Tomcat fails to properly handle cookie value
Apple Mac 05 X Overview
Apple Mac 0S X Server Apache Tomeat from the Apache Software Foundation containg a vulnerability that could allow a remote attacy

cookie to 3 user's weh browser. Apache Tomcat from the Apache Software Foundation is a web container th

JVNDB-2007-000817 2000.02.1011:32:40  Flash ulnerable in handling Java Serets and JavaServer Pages. The developer reponts that this issue exists because of an incarmplete

~  Adobe Systems, Inc. Affected system
Apache Software Foundation
Apache Tamcat
“%  Applenc. 4.1.0through 4.1.36
5.5.0 through 5.5.25
6.0.0 through 6.0.14

Adobe Flash Player

JVNDB-2008-001043 20

o> Appleinc. Apple Ine
Apple Mac 05 X
JYNDB-2008-000070 2008.1 Internet Explarer wulnerable in handling 1 protacal w1041
~—  Microsoft Corporation Apple Mac 05 X Server
- ¥10.4.11
Microsoft Office XP V055
JYNDB-2008-000016 20 Runtime Enviranment (R Inerability in p i MIRACLE LINUX CORPORATION
MIRACLE LINUK V2.0
oo Apple Inc.
—  Sun Microsystems, Inc. MIRACLE LINUKYZ.1
gk Trend Micro, Inc.
JRE TrendMicra InterScan Messaging Security Appliance
o T
TrendMicro InterScan Messaging Security Suite
Ty - 37
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myjvn version checker. IP A
http://jvndb.jvn.jp/apis/myjvn/vccheck®ht

MYJLIn

® Improvement of the keeping up-to-date environment
— Splitting the keeping up-to-date steps into two phase.

o Step 1: Check phase ... MyJVN - Version Checker
Is your PC keeping the latest version ? Je

e Step 2: Remedy phase ... Our Next issue | — "
Let's update the applications and the plug-ins on your PC.

My JVH Verzion Ghecker| Start || Close || Select Al || Reset | M

Select the check hox for the program. Next, click on the start button.

Product Name [ascending] Results Details [ascending] J\M

Adobe Flash Player {Active})

Adobe Flash Player (Plug-in} CCDF )
fAdobe Reader 1
JRE

Lhaplus

Mozilla Firefox
Mozilla Thunderbird
QuickTime
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myjvn version checker. IP A
http://jvndb.jvn.jp/apis/myjvn/vccheck®ht

MYJLIn

e MyJVN Version Checker supports multi platforms and

multi products.
My VN Version Checker e, st | [ oree || sesctm || st | Products
Select the check bos for the program. Next, lick on the start button, e  Adobe Flash Player .0
| ® Adobe Reader
Platforms ~| ®  Adobe Shockwave Player
e Windows XP, Vista, 7, 8 e JRE
e Windows 2003, 2008 e Lhaplus
e CentOS 5, Red Hat Enterprise Linux 5 ®  Mozilla Firefox
T T *  Mozila Thunderbird
Mozilla Thunderbird oor: Older Version ®  QuickTime :
2™ Products ® Lunascape J\M’
e JRE | e Becky! Ir.lternet Mail CCDF
e  Apache HTTP Server *  OpenOffice.org e
e  Apache Tomcat e VMware Player
e BIND ||
e OpenSSL
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myjvn security configuration checker. IP A
http://jvndb.jvn.jp/apis/myjvn/sccheck ht
MM

® Improvement of the keeping the secure configuration on your PC
— Splitting the steps into Check and Remedy phase.

My JYNEF1UTSEF17h

MyJVNEXTEREFIvh | =G || a7 || =tEER || sy

NER) N F o P7HB% TRiT] $206T. 242 VT 1T HPCEREMMNESE S LTLWDHEFr v ZLE T, 43
EULTLERAL EFrdNERSICIE. Fordh 2 DA FEDY - FahOMEEES5IC L TPCGCHEBERXBE LT LS L,

FIFICEE > T, MeWN 22 U T SREF 1 v DOFLAHERC AL,

FruwJEE A HEAEH FCERTENE FrolicE A e " -
e L m——— 12305 CCE-2981-9: Minimum Password Length C @ €m
v] J2 7 — [ A h AR 60H CCE-2920-7: Maximum Password Age | &= e e
V5283 BT — F OB 24ii@ CCE-2994-2: Enforce Password History J\M/ _
V] )52 — [ HZ A | HApY 1H CCE-2439-8: Minimum Password Age oval.mitre.org
O5A »TEFRCEDHETOIAD - FANTREIE, 5[0 CCE-2986-8: Account Lockout Thre CCDF
v 12— FAHhEREED Uz & TONRE 1545 CCE-2466-1: Reset Account Lockou i
0457 2 elikiEhs oiRIRERE 155 CCE-2928-0: Account Lockout Duration
W[ HAD—FHEA V-2 —OHE H7h CCE-4500-5: Password protect the screen saver
[v] USB:¢ E 1) A EhEiTHEEEDE ik S55E Hh CCE-2154-3: Disable the Autorun functionality
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myjvn security configuration checker. IP A
http://jvndb.jvn.jp/apis/myjvn/sccheck ht

ML
e MyJVN Security Configuration Checker supports two
platforms, the CCEs for password and lockout policies.

My JVNEX 1T (SEF17h ‘

‘mmmtﬁﬁéﬁh-yﬂ =i || w7 || svsem || amswr | ‘

GER] Shik Fr o sBEE [T 7 P ———— p— e e
EULTLERA] &EndhkBaIcld. 4
FIFICEE > Tld. MVN b4 U T 05 Platforms

. a2 | ® Windows XP, Vista, 7, 8
[v] CCE-2081.9: )R D— FORELTHR ¢ WindOWS 2003’ 2008
CCE-2920-7 = }iA 7 — Fdashiim
veenuz:mmio-raesee] ®  CentOS 5, Red Hat Enterprise Linux 5
CCE-2439-8 : JiA 27— FooFw |- HAR T HLAL I HLAL T MR i L ULk 9 | T |
[v] CCE-2086-8: 7 H D FDO» 270 DL FL ‘ i ‘ i t“""’"‘“ e == | - ~
vcceasssa: 0y o7ty tovest | CCES for password and lockout policies C ( €
zzzz;:':zzjfz‘f’i‘;iffgzl o CCE-2981-9: The "minimum password length" policy | [ &= i
SN CCE-2920-7: The "maximum passworo! age" poll_cy :)\ M /
. CCE-2994-2: The "enforce password history" policy oyt
o CCE-2439-8: The "minimum password age" policy -
. CCE-2986-8: The "account lockout threshold" policy CCDF
° CCE-2466-1: The "reset account lockout counter after" policy i
o CCE-2928-0: The "account lockout duration™ policy
o CCE-2980-1: The "Screen Saver Timeout" setting should be
configured correctly for the current user.
o CCE-4500-5: The "Password protect the screen saver" setting
should be configured correctly for the current user.
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Ending

mH_jl_In Is the framework of machine

readable environment with the common
enumeration based as a security information

sharing and exchanging.

http://jmdh.jun.jp/en/apis/
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References |PA

e JVN (Vulnerability Handling Coordination DB) ’ ’
http . / / jvn . jp / en/ A N JVN  Japan Vulnerability Notes

e JVN iPedia (Vulnerability Archiving DB) A A
http://jvndb.jvn.jp/en/ ‘ _ JVN iPedia

°
http://jvndb.jvn.jp/en/apis/myjvn/ mHJI.In

e JVNRSS (JP Vendor Status Notes RSS) Feasibility Study Site
http://jvnrss.ise.chuo-u.ac.jp/jtg/

e Information Security Early Warning Partnership
http://www.ipa.go.jp/security/english/quarterlyrep vuln.html#Partnership
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References IPA

e JVNRSS (Japan Vulnerability Notes RSS)
http://jvndb.jvn.jp/en/schema/jvnrss.html
namespace=“http://purl.org/rss/1.0/”
schemaLocation=“http://jvndb.jvn.jp/schema/jvnrss 2.0.xsd”

e Qualified Security Advisory Reference (mod_sec)
http://jvndb.jvn.jp/en/schema/mod sec.html
namespace=“http://jvn.jp/rss/mod_sec/”
schemalLocation=“http://jvndb.jvn.jp/schema/mod sec 2.0.xsd”

e VULDEF

The VULnerability Data publication and Exchange Format data model
http://jvndb.jvn.jp/en/schema/vuldef.html
namespace=“http://jvn.jp/vuldef/”
schemaLocation=“http://jvndb.jvn.jp/schema/vuldef 2.0.xsd”
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