
FIRST TC @ KYOTO 
Kyoto 2012 FIRST Technical Colloquium 
13-15 November 2012 

Future of Global Vulnerability Reporting Summit 

Summit Days 

Proposal of FIRST SIG planning 

"Vulnerability Reporting and 

Data eXchange" 

 

 

Masato Terada  November 15, 2012 



FIRST TC @ KYOTO 
Kyoto 2012 FIRST Technical Colloquium 
13-15 November 2012 

2 

first sig(special interest groups). 
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 Framework for FIRST Special Interest Groups 
http://www.first.org/global/sigs/framework 

 Charter process 
A Motion to Charter a Special Interest Group is only in order at a FIRST SC 

meeting if all supporting background information and Proposed Charter are 

on the agenda and published to all SC members two or more weeks before 

the SC meeting. A SIG is chartered by a 2/3 majority vote of the FIRST SC 

in accordance with the FIRST Operational Framework. 

[In order to allow the charter process to move along smoothly, SB(SIG 

Board) members are allocated to liaison roles with the active SIGs and 

FIRST SC. This is a relationship to ensure that there's a SB member to 

whom members of the group can turn for SIG Charter related advice.] 

 

first sig(special interest groups). 
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 FIRST SIG Startup process 
http://www.first.org/global/sigs 

 

Make a FIRST SIG Planning Checklist 

 Initial members fixed 

 Send first-sec@first.org 
 

first sig(special interest groups). 



FIRST TC @ KYOTO 
Kyoto 2012 FIRST Technical Colloquium 
13-15 November 2012 

5 

 FIRST Members who are interested in forming a 
new SIG should fill out the form and submit to the 
FIRST Secretariat at first-sec@first.org 

first sig(special interest groups). 
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vrdx-sig; first sig planning checklist(draft) 

proposer. 
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vrdx-sig; first sig planning checklist(draft) 

group mailing list, mission. 
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vrdx-sig; first sig planning checklist(draft) 

goals & deliverables. 
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vrdx-sig; first sig planning checklist(draft) 

goals & deliverables(cont.). 
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vrdx-sig; first sig planning checklist(draft) 

chairperson, initial members. 
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vrdx-sig; first sig planning checklist(draft) 

member expectations, budget. 
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vrdx-sig; first sig planning checklist(draft) 

infrastructure, meeting detail. 
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vrdx-sig; first sig planning checklist(draft) 

estimated milestones/schedule. 

 Jun 2013 
 In-person meeting at FIRST annual conference in Bangkok 
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vrdx-sig; first sig planning checklist(draft) 

estimated milestones/schedule(cont.). 

 Jul 2013- (4months) 
 Review of existing vulnerability identification schemes 
 Regional/national vulnerability databases/reporting 

frameworks 
ex. 
 Japan: JVN/JVN iPedia, Information Security Early 

Warning Partnership 
 USA: CVE/NVD (US) Ecosystem 
 China: CNVD 

 Review of vulnerability identification activities in new 
domains 
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vrdx-sig; first sig planning checklist(draft) 

estimated milestones/schedule(cont.). 

 Nov 2013- (4months) 
 Review of existing vulnerability identification schemes 
 Non-government vulnerability databases 

ex. 
 SecurityFocus, IBM ISS X-Force, OSVDB, Secunia, Cisco 

 
 Feb 2014- (3months) 
 Review of existing vulnerability identification schemes 
 Product vendor vulnerability databases (include vendor 

advisories) 
ex. 
 Microsoft, Oracle, Cisco, Adobe etc. 
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vrdx-sig; first sig planning checklist(draft) 

estimated milestones/schedule(cont.). 

 Jun 2014 
 2nd meeting at FIRST annual conference 

 
 Jul 2014- (5 months) 
 Report covering identified issues in existing work 
 Review of vulnerability identification activities in new 

domains 
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vrdx-sig; first sig planning checklist(draft) 

estimated milestones/schedule(cont.). 

 Dec 2014- (6 months) 
 Document of best practice/requirements for a 

vulnerability identification and exchange scheme  

 
 Jun 2015 
 3rd meeting at FIRST annual conference (The initial 

charter is closed.) 
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Working group General discussion 

Propose ideas and 

 issues, etc. 

Publish report or 

best practice docs 

CERT/CC VRDX ML 

vrdx@cert.org 

FIRST   

VRDX-SIG ML 

vrdx-sig@first.org 

vrdx-sig; first sig planning checklist(draft) 

relationship to existing work. 

 VRDX-SIG will have relationship to CERT/CC VRDX 
ML. 
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vrdx-sig activities startup plan. 

 Nov 2012 
 Announcement of VRDX ML@CERT/CC for general discussion (art) 

 Nov 2012 
 Fixed Initial members of VRDX-SIG (masato & art) 
 Fixed FIRST SIG Planning Checklist (masato & art) 

 Nov or Dec 2012 (deadline Dec 20) 
 Submit FIRST SIG Planning Checklist  to FIRST sec (masato) 

 Jan 2013 
 FIRST SC (face to face meeting) 

 Jun 2013 
 Next  summit Days (FIRST SIG VRDX-SIG members + CERT/CC VRDX 

members) at FIRST annual conference in Bangkok 
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About FIRST TC @ Kyoto Summit Days 

Future of Global Vulnerability Reporting Summit 

 
Future of Global Vulnerability Reporting Summit focuses on 
Current challenges & issues (coverage, scale, numbering and 
etc.) and proposed solutions of vulnerability tracking, 
especially "Global Vulnerability Identification Scheme". 
 
Currently one of the most well known vulnerability 
identification schemes is Common Vulnerabilities and 
Exposures (CVE). CVE is used by many organizations throughout 
the world for cross-referencing vulnerabilities across 
various databases. However, the current process governing CVE 
has its limitations and has not been able to keep up with the 
ever increasing number of vulnerabilities being discovered 
and made public each year. At first, we would like to discuss 
the limitations of the current process, and how organizations 
currently use CVE to link their databases across the globe to 
for cross-referencing vulnerabilities. Second, we would like 
to discuss the next steps for challenge of "Global 
Vulnerability Identification Scheme" on the final day. 


