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$ WHOIS Artsiom

• Senior Security Analyst at 
Cisco Umbrella

• A.S. in Computer Networking 
and Information Technology, 
CCSF

• Tracking bad guys since 2015
• Trying make Internet a safer 

place
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$ WHOIS Austin

• Data Scientist
at Cisco Umbrella

• B.S. in Data Mining 
and Economics

• Crypto enthusiast 
• Hobbies: work, algorithmic 

crypto trading, and work
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Our Research Team
• Data Science & Network Security
• Big Security Data
• DNS Traffic:

– ~250B DNS requests per day

– NEWLY SEEN DOMAINS!!

– …and now all of Cisco data!
• Daily Tasks:

– Security Data Analysis

– Customer Data Analysis

– Big Data Engineering

– Detection Algorithms
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Attack Trends
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Threats are pervasive across all enterprises 
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Malicious Traffic Growth 
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January 2020 to October 2020

• Malicious threat 
traffic has 
increased 38X from 
Jaunary 2020 to 
October of 2020
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Top Threats Per Region
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Global Malicious Traffic Industry Distribution 

• Malicious traffic is 
widely distributed 

• Top industry 
fluctuates every 2-3 
months, but Finacial 
Services is always in 
the top 2
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LATAM Malicious Traffic Industry Distribution

• Malicious traffic is 
more focused on 
Tech and Financial 
companies in 
LATAM
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LATAM’s Two Most Impacted Verticals
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Ursnif and Emotet Target Companies Differently 
Based on Geography

In LATAM we have seen 74% of all 
Ursnif/Emotet traffic happening in 
large sized business

<1000 1000 - 9999 >10,000

SMALL BUSINESS

50% ENTERPRISE

43%

Company Size

MEDIUM SIZE 
BUSINESS

7%
•Globally, Ursnif/Emotet traffic is split 
evenly between small and large sized 
businesses

<1000 1000 - 9999 >10,000

SMALL BUSINESS

14%

ENTERPRISE

74%

Company Size

MEDIUM SIZE 
BUSINESS

12%
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Trojan Threat Traffic in LATAM
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• Ursnif has replaced 
Emotet as the top 
trojan targeting 
LATAM business

• At Ursnif's peak in 
July we saw a 12X 
spike in traffic
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Multi-staged Compromise – Global View

•Looking at the 
query volumes we 
can start to see the 
correlation between 
the attacks
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The Biggest Threats
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Sample Loader Attack Chain

Windows client

SMB Exploit

Active Directory Domain Controller
Network

Macros/Powershell

Malspam WebLink Doc Loader Follow-up 
malware

Information
Stealer

Ransomware

Secondary
Loader
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Ursnif (also known as DreamBot, ISFB, Gozi)

• Rapidly evolving loader with trojan capabilities

• Being spread as a standalone version and as a dropper for other malware

• Has a targeted approach to the choice of delivery method depending on 

potential victims

• Utilizes email thread hijacking 

• Leverages abuse of trusted services such as Google Drive, DropBox
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Ursnif follow up malware

Malware Capabilities

IcedID / BokBot Information Theft, Download Routine

Azorult Information Theft, Backdoor commands, Exploits, 
Download Routine

PredatorTheThief Information Theft, Backdoor commands, Exploits, 
Download Routine

Vidar Information Theft, Download Routine

Dridex Information Theft, Download Routine

rEvil/Sodinokibi Information Theft, Data Encryption, Ransom Extortion

Ruyk Information Theft, Data Encryption, Ransom Extortion
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Ursnif with IcedID/BokBot

Ursnif traffic

IcedID/BokBot
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Ursnif Infection with TrickBot

Ursnif traffic

TrickBot
traffic
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Ursnif C2 infrastructure
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Protection Mechanisms

Abuse of legitimate third party cloud and
hosting providers   

Have only upstream peers, no downstream
BPH

Domain shadowing(domain is on legitimate
provider, subdomain is on BPH
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Designing the Defense
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Authoritative DNS logs
Used to find:
§ Newly staged infrastructures
§ Malicious domains, IPs, ASNs
§ BulletProofHostings

User request patterns
Used to detect:
§ Compromised systems
§ Command and control callbacks
§ Algorithm-generated domains
§ Domain co-occurrences
§ Newly seen domains

Gathering Intelligence at the DNS Layer

Any device

Recursive DNS

root
com.
domain.com.

Authoritative DNS
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1. Any user (free or paid) requests the domain1

2. Every minute, we sample from our streaming DNS logs.
3. Check if domain was seen before & if whitelisted2.
4. If not, add to category, and within minutes, DNS resolvers are updated globally.

Domains 
used in 
an attack.

Auto-WHOIS 
model may predict 
as malicious.

Attackers 
register 
domains.

Before expiration3, 
if any user requests 
this domain, it’s 
logged or blocked as 
newly seen.

Later, statistical 
models or 
reputation systems 
identify as 
malicious.

Newly Seen Domains Category 
Reduces Risk of the Unknown

EVENTS
1. May have predictively blocked it already, and 

likely the first requestor was a free user. 
2. E.g. domain generated for CDN service.
3. Usually 24 hours, but modified for best results, as needed.

Reputation 
systems protected

Recursive 
DNS 

server

24 HOURS

protected

DAYS TO WEEKS

not yet a threat

not yet a threat

unprotected 

potentially
unprotected 

MINUTES
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Domain is flagged as Newly Seen
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Using OSINT to analyze domain

Only few vendors 
recognize 
domain as malicious
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Early detection of the endpoint is also low
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Domain shadowing used for evasion
Malicious
IPs

Legitimate IPs
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Same technique used by C&C
Malicious
IPs

Legitimate
IPs
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Bullet Proof Hosted Infrastructure
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Using DNS as 
added layer 
of protection

Guilt by inference
• Co-occurrence model
• Sender rank model

Guilt by association
• Predictive IP Space Modeling
• Passive DNS and WHOIS 

Correlation

Patterns of guilt
• Spike rank model
• DGA prediction
• Clustering 

DNS events 
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Questions?
@armcbride1
aumcbrid@cisco.com
@Mesiagh
artholub@cisco.com

www.umbrella.cisco.com


