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S WHOIS Artsiom

- Senior Security Analyst at
Cisco Umbrella

- A.S. In Computer Networking
and Information Technology,
CCSE

- Tracking bad guys since 2015

- Trying make Internet a safer
place




S WHOIS Austin

Data Scientist
at Cisco Umbrella

B.S. in Data Mining
and Economics

Crypto enthusiast

Hobbies: work, algorithmic
crypto trading, and work




Our Research Team

Data Science & Network Security
Big Security Data
DNS Traffic:

— ~250B DNS requests per day
— NEWLY SEEN DOMAINS!!

— ...and now all of Cisco data!
Daily Tasks:

— Security Data Analysis
— Customer Data Analysis
— Big Data Engineering

— Detection Algorithms
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Attack Trends



Threats are pervasive across all enterprises
i# 63% 4
®68% »

0
W oAl

Phishing

Cryptomining

Trojans



DNS Queries in Billions

Malicious Traffic Growth

January 2020 to October 2020
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. Malicious threat

traffic has
increased 38X from
Jaunary 2020 to
October of 2020



Top Threats Per Region

. North America

Malware

Cryptomining
Phishing
Trojan

Ransomware
Dropper
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EMEA

Malware
Cryptomining
Phishing
Trojan

Ransomware
RAT

. LATAM

Malware
Cryptomining
Botnet

Trojan
Phishing

Ransomware



Global Malicious Traffic Industry Distribution

Hospitality o
1.49% Distributor/Wholesaler
Energy/Utilities Not For Profit 0.45%
1.95% Media 179 Real Estate
Retail 0.75% 0.21%
2.36%
Education K-12

0.53%

Professional Services

Government 3.65%

4.21% Managed Service

Providers

Higher Education 25.40%

4.25%

Technology -
Soft/Hardware
7.20%

Healthcare
8.15%

Financial Services

21.67%
Manufacturing

8.49%

Other
9.04%
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. Malicious traffic is

widely distributed

. Top Industry

fluctuates every 2-3

months, but Finacial

Services is always in
the top 2



LATAM Malicious Traffic Industry Distribution

Energy/Utilities
1.36% Hospitality
0.05%

Professional Services Healthcare
1.43% 0.04%
Managed Service Media Government Real Estate
Providers 1.49% 1.03% 0.01%
1.94% Education K-12
Higher Education 0.03%
2.98%

Retail
4.36%

Manufacturing

4.55% Technology -

Soft/Hardware
37.02%

Distributor/Wholesaler
16.86%

Financial Services
26.86%
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. Malicious traffic is

more focused on
Tech and Financial
companies in
LATAM



LATAM’s Two Most Impacted Verticals

New Industry
Threats V2 Technology - Soft/Hardware Financial Services

R | e ——
Cryptomining

Trojan

Cé) -
Phishing -
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.g Ransomware
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_q_) Point of Sale -
— Malware
) E—— |
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O Loader

Hijacker
% : — _—_- -_ -

o el
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Dropper -
— E _
e — I
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Ursnif and Emotet Target Companies Differently
Based on Geography

ENTERPRISE

74%
In LATAM we have seen 74% of all

A Ursnif/Emotet traffic happening in
SMALLBUSINESS 1 5o/ large sized business

(0]
14% 1 SMALL BUSINESS
l 50% ENTERPRISE

. - L 43%

<1000 1000 - 9999 >10,000

MEDIUM SIZE
Company Size BUSINESS
7%
Globally, Ursnif/Emotet traffic is split
evenly between small and large sized »
businesses -

<1000 1000 - 9999 >10,000
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DNS Queries in Millions

Trojan Threat Traffic in LATAM

Attacks

B Emotet
M icediD
Terdot
M TrickBot
ﬂ B Ursnif/Gozi

Ursnif/Gozi
Emotet
Terdot
= — Oy IcedID
Jan1,20 Feb1, 20 Mar 1, 20 Aprl, 20 May1, 20 Junl, 20 Jull, 20 Aug1l, 20 Sep1, 20 Oct1,20

Dates
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Ursnif has replaced
Emotet as the top
trojan targeting
LATAM business

. At Ursnif's peak in

July we saw a 12X
spike in traffic



Multi-staged Compromise - Global View

-Looking at the \/\,\ B Lo
guery volumes we
can start to see the [JVJ L/\N
correlation between

the attacks

DNS Queries in Millions
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The Biggest [hreats



Sample Loader Attack Chain

Macros/Powershell Information
Stealer
1=
Malspam WebLink Doc Loader Follow-up
() malware
T <=
Windows client Ransomware
Secondary SMB Exploit
f? ,ﬁ\ Loader
<
- Active Directory Domain Controller

17

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia




Ursnif (also known as DreamBot, ISFB, Gozi)

Rapidly evolving loader with trojan capabilities

Being spread as a standalone version and as a dropper for other malware
Has a targeted approach to the choice of delivery method depending on
potential victims

Utilizes email thread hijacking

Leverages abuse of trusted services such as Google Drive, DropBox
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Jrsnif follow up malware

lced|D / BokBot Information Theft, Download Routine
Azorult Information Theft, Backdoor commands, Exploits,
Download Routine
PredatorTheThief Information Theft, Backdoor commands, Exploits,
Download Routine
Vidar Information Theft, Download Routine
Dridex Information Theft, Download Routine
rEvil/Sodinokibi Information Theft, Data Encryption, Ransom Extortion

Ruyk Information Theft, Data Encryption, Ransom Extortion
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Ursnit with lcedID/BokBot
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Ursnif Infection with TrickBot
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Ursnif traffic

TrickBot
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Ursnif C2 infrastructure
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Protection Mechanisms

2 Abuse of legitimate third party cloud and
S hosting providers

Have only upstream peers, no downstream

Domain shadowing(domain is on legitimate
prowder subdomam s on BPH
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Designing the Defense



Gathering Intelligence at the DNS Layer

Recursive DNS

Any device Authoritative DNS
root -.
---------------------------------- > R e = |
PR N7 P com. ™~
. |4
( ) —1 _  domain.com.

User request patterns Authoritative DNS logs

Used to detect: Used to find:

= Compromised systems = Newly staged infrastructures
= Command and control callbacks = Malicious domains, IPs, ASNs
= Algorithm-generated domains = BulletProofHostings

Domain co-occurrences
= Newly seen domains

25 © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Newly Seen Domains Category
Reduces Risk of the Unknown

(O Auto-WHOIS @ . Any user (free or paid) requests the domain'
model may predict 2. Every minute, we sample from our streaming DNS logs.
as malicious. 3. Check if domain was seen before & if whitelisted?.

4. If not, add to category, and within minutes, DNS resolvers are updated globally.

o Attackers Domains Before expiration?, O Later, statistical
register used in If any user requests models or
domains. an attack. this domain, it’s reputation systems

logged or blocked as identify as
\ newly seen. malicious.
Recursive Y
potentially
DNS notyetathreat s protected
server 1. | | |

Reputation

not yet a threat unprotected protected
systems

v

1. May have predictively blocked it already, and
likely the first requestor was a free user.
2. E.g. domain generated for CDN service.
26 © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 3. Usually 24 hours, but modified for best results, as needed.



Domain is flagged as Newly Seen

log.splendidwillow.com
/ 26

The domain is classified as Low Risk. We found no malicious threats and no suspicious security features.

Low Risk Security Categories Content Categories

CNewa Seen Domains> Arts

SECURITY INDICATORS ¥

Timeline

~~\ DNS Queries € Domain Events {0 DNS Changes Sep 7th, 2020 - Oct 7th, 2020

Max. Queries: 1
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Using OSINT to analyze domain

URLs @

Scanned

2020-10-07
2020-10-07
2020-10-07

Detections
2179
3179
4179

URL
http://log.splendidwillow.com/notifications.dll
https://log.splendidwillow.com/

http://log.splendidwillow.com/notifications.dll/
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Only few vendors
recognize
domain as malicious



—arly detection of the endpoint is also low

)
5 (D) 5engines detected this file
74df1156c1fadae414aaaba95f8ead8924ebce0c607df63860fad0546288aa30 173.00 KB 2020-10-07 18:46:50 UTC
Size 30 minutes ago

notifications.dll

° pedll

X Community V.
Score

DETECTION DETAILS CONTENT SUBMISSIONS COMMUNITY @

Antivirus results on 2020-10-07T08:21:20 v

Bkav @ W32.AlDetectVM.malware1 Cylance @ Unsafe
Cyren @ W32/FakeAlert.FY.gen!Eldorado Elastic @ Malicious (high Confidence)
Sangfor Engine Zero (D Malware Acronis () Undetected
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Domain shadowing used for evasion
M a | i C i O u S ‘ log.splendidwillow.com ’ W BACK TO TOP

| PS 50.31.1.31 14400 October 7, 2020 October 7, 2020

s ——a
stats.splendidwillow.com ’ m BACK TO TOP

P Security Category TTL (seconds) ¥ First Seen v Last Seen v

109.248.203.40 14400 October 7, 2020 October 7, 2020

v
splendidwillow.com ’ m BACK TO TOP

Legitimate IPs

50.87.253.158 3600 - 14400 June 5, 2020 October 7, 2020
193.233.30.117 3600 July 5, 2020 October 6, 2020
69.89.31.229 14400 March 25, 2018 June 4, 2020
108.179.228.213 14400 June 9, 2017 March 24, 2018
4.220.199.6 60 May 19, 2017 March 22, 2018
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Same technigue used by C&C

Malicious

| PS ‘ web.synizstore.com

P Security Category

TTL (seconds) v

First Seen v

BACK TO TOP

LastSeen v

185.98.87.159 14400 October 6, 2020 October 7, 2020
195.24.65.73 Malware 14400 October 6, 2020 October 7, 2020
V
s synizstore.com ’ BACK TO TOP
Legitimate
IPs
Security Category TTL (seconds) ¥ First Seen v Last Seen Vv

162.241.224.143

18.213.250.117

18.215.128.143

52.4.209.250

31 © 2019 Cisctand/or its affiligtes. All rights reserved. Cisco Confidential

11709 - 14400

300

300

300

July 29, 201
July 1, 2019
July 1, 2019

July 1, 2019

8

October 7, 2020
July 19, 2020
July 19, 2020

July 19, 2020



Bullet Proof Hosted Infrastructure

188.130.138.0/23 Russian Federation grandmain.ru zeroportal.ru taxi-elite.ru line.hotelcabosanlorenzo.com
link.fixuppropertysolutions.com log.whateverittakesdoc.org
service.21stcenturyleadersawards.org stats.21stcentury-leadership.org
corona-pay.online stats.softoptions.com
line.republicpracticesolutions.com link.republichealthresources.com
service.heritageimagingcenter.com

185.244.40.0/22 Russian Federation web.coryriley.com line.tdrcoastalhomes.com link.hybridcorehomescc.com
log.newhybridhome.com

109.248.200.0/22 Russian Federation theimajing.com zeroauthentaction.org web.fromtheeast.org
web.kundertviolas.com

109.248.10.0/23 Russian Federation uacujgnkrgpmjiwfb.com mwbsgpeaty.com sbqvopddilae.com
pvalavol.com mfgiugrume.com hotphonecall.xyz web.brookmeggs.com
web.zdesigns-studio.net gstat.rayzacastillo.com gooodburber.agency
torrobonitp.today log.angelicabrown.com service.drnjithendran.com
stats.charleswbrownonline.com link.panibaba.com
line.queensfurnitureoutlet.com Iink.giantfurnitureoutlet.com
log.idealfurnituredirect.com_service.idealfurnitureoutlet.com
stats.idealfurnituregalleryny.com corona-payments.online
covid-payments.online
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Using DNS as
added layer
of protection

DNS events

Guilt by inference
- Co-occurrence model

Patterns of guilt

- Sender rank model - Spike rank model
- DGA prediction

. Clustering

Guilt by association
- Predictive IP Space Modeling

- Passive DNS and WHOIS
Correlation
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Questions”

@armcbride
aumcbrid@cisco.com

@Mesiagh
artholub@cisco.com

WWW.umbrella.cisco.com
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