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'Goal

To collect and organize
our knowledge of threats
to make 1t useful



! Data and Information

. . . . . - .
=¥ ¥
o v L L L w L L
. L . e -
w - - ¥ - i . Ll
- - v L - v v -
& L w - = w o
- & v [ - - W -
v L . - 8 - T
K - +
. . . . L e .
s - s i
- - - E = e 0 - -
" v s 0 -5
- - - . e o .
- . - g @ w«
. . - L3
" - - - - v - -
- i - ¥ - W -
. e - - - ]
- L - - L 8 w ¥
- v - v v w *
L w - & e - i - T
- w - = . v T
- . - e L e w - T
0 e - & e E & & «
— . L T u - l
& w aCie w e e
4 v - v ¥ " Ll
. ¥ e - - b . -

Information

e -




Semi-Automated...

Analysis
Enrichment
Information Sharing
Countermeasures



ISemi-Automated Cyber Threat Intelligence (ACT)

The main objective of the research project is to develop a platform for cyber threat
intelligence to uncover cyberattacks, cyber espionage and sabotage.

The project will result in new methods for data enrichment and data analysis to
enable identification of threat agents, their motives, resources and attack
methodologies.

In addition, the project will develop new methods, work processes and
mechanismes for the generation and distribution of threat intelligence and
countermeasures, to stop ongoing and prevent future attacks.
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Data Model

.
[ ObJ ects componentOf \componentOf

-Global
-Example: IP address

*Facts
-Connected to one or two objects
-Immutable
-Timestamped
-Owner
-Role-based and explicit access control

-Backed by evidence and comments \

*Placeholders

esolvesTo

attributedTo

fomponent Of




I Models, Taxonomies and Vocabularies

ATT&CK Matrix

The MITRE ATTACK

*MITRE ATT&CK

- https://attack.mitre.org

MITRE PRE-ATT&CK

- https://attack.mitre.org/pre-attack/

*MISP galaxy

- https://github.com/MISP/misp-galaxy
*STIX 2.0 vocabularies

- https://oasis-open.github.io/cti-documentation/

* Ryan Stillions’ DML model

- http://rvanstillions.blogspot.com/2014/04/the-dml-model 21.html
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span more than one tactic because they can be used for different purposes
Privilege Command and
Persistence nse Evasion Credential Access Discavery teral Movement Execution Collection Extitration
Escalation Gontrol
Application
Accessibiity ccessibilty N Command-Line  |Automatea Automated Commonty Used
Binary Padding  |Brute Force Account Discovery | Deployment -
Features Features Intertace Collection Exii Part
Sofware
Communication
Bypass User Appication Expioitation of Execution through .
Appint DLLS Appini DLLS Creaential Dumping Copboard Data | Data Compressed | Through
Account Conirol Discovery linerabilty API
Removable Me
Basic IputOutput | Bypass User Creaential File ana Direc Grapnical User
Ny Code Signing Logon Scripts Data Staged Data Encrypted | Connection Proxy
system Account Control Manipuiation Discovery Intertace
Local Network Custom Command
Component - Data from Local | Data Transter Size:
Bootkil DLL Injection . Credentials in Files |Configuration Pass the Hash InstallLti - and Contral
Fimare System Limits
Discovery Protocol
Local Network Custom
Change Detault File [DLL Search Order | Companent Object Data from Network |Exfiltration Over
Connections Fassine Tickst  |Powershes X Cryptographic
Association Model Hiacking | Vuinerabiliey Shared Drive | Aternative Frotocol
Discovery rotocol
Exiitration Cver
Component Exploitation of . X Network Service  |Remote Deskiop | Data from
LL Injection Input Capture Process Hollawing Commandand  |Data Obfuscation
Fimware Vinerability scanning Frotocol Removabie Media |
N Cantrol Channel
Component Object |Legiimate DLL Search Order Perpheral Device
" S Network Siffing ? Remote Fie Copy  |Regsves/Regasm  [Email Collection Fallback Channels
Model Hijacking | Credentials Hijacking Discovery

Medum

Two-Factor
DLL Search Order Permission Groups Exitration Over | Muli-Stage
Local Port Monitor [DLL Side-Loading | Authentication Remote Services | Regsuraz Input Capture
Hijacking Discovery Physical Megium | Channels
Interception
Disabing Securty Replicaton Througn Mulinana
Hypervisor New Service ? Process Discovery |+ " Runaisz Screen Capture | Scheduled Transfer

Tools

Removable Media
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https://attack.mitre.org/
https://attack.mitre.org/pre-attack/
https://github.com/MISP/misp-galaxy
https://oasis-open.github.io/cti-documentation/
http://ryanstillions.blogspot.com/2014/04/the-dml-model_21.html

Current OSINT Sources

APTNotes
-https://github.com/aptnotes/data

*APT & CyberCriminal Campaign Collection

-https://github.com/CyberMonitor/APT CyberCriminal Campagin Collections

*RSS Feeds

-Infosec blogs

‘mnemonic PassiveDNS
-https://passivedns.mnemonic.no/

-Shadowserver IP-BGP

-https://www.shadowserver.org /wiki/pmwiki.php/Services/IP-BGP
*VirusTotal
*MISP (circl.lu)



https://github.com/aptnotes/data
https://github.com/CyberMonitor/APT_CyberCriminal_Campagin_Collections
https://passivedns.mnemonic.no/
https://www.shadowserver.org/wiki/pmwiki.php/Services/IP-BGP

THE ACT PLATFORM
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I Platform Architecture — Core technologies

S .’ &€ Ccassandra

nifié

m» elasticsearch
wr

Apache,.-‘
.%Tinkerl’op

2ENLP




I Platform Architecture — Workflow orchestration

*Originally developed by NSA

*Open sourced and transferred to the Apache
Foundation in 2014

*Manage flows of data supporting a large
number of inputs and outputs:

-HTTP, FTP, SCP, Kafka, Elasticsearch, JMS, Syslog,
MongoDB, Hadoop, Cassandra, SMTP, POP3, etc

' ControlRate VS PDNSWorker
| ControlRate 1.6.0 </ ExecuteStreamCommand 1.6.0

org.apache.nifi - nifi-standard-nar I i org.apache.nifi - nifi-standard-nar
| In 0 (0 bytes) 5 Name success 0 (0 bytes) 5 min
| Read/Write 0 bytes /0 byt 5 Queued 0 (0 bytes) ,/Write 0 bytes /0 bytes 5 min
. Out 0 (0 bytes) 5 min Out 0 (0 bytes) 5 min

 Tasks/Time 0/00:00:00.000 S min Tasks/Time 0/00:00:00.000 5 min



Mitre ATT&CK Shadowserver ASN

- l
ATT&CK Worker
nifié —

act (type:value) Object (type:value)
Shadowserver ASN op ) op
mentions:ipv4 ipv4:127.0.0.1

: Virus Total Worker ——— report:acbag876aaaf6afc(...) mentions:threatActor threatActor:APT29

i renort:achaafl76aaaf6afe( ) mentions:sector sector:Financial
Passive DNS Worker ™| Object (type:value) Fact (type:value) Object (type:value)
i ipv4:127.0.01 memberOf ipv4Network.127.0.0.0/16
SCIO Worker i ipv4Network:127.0.0.0/16 memberOf asn:60234
"""""""""""""""""" ' A organization:Google owns asn:60234

Enrichment "acy content:aab678547865478abc (...) connectslo uri:http://127.0.0.1

Action/triggers <+— Backend > REST API

S Cassandra m» elasticsearch

ACT Core

U 9\2



Platform Architecture — Graph database

Looked into existing graph databases, but
they lacked proper fine granular permissions
(and many of them had commercial licenses
that could not be used in the research
project)

Apache Tinkerpop implemented on top of
Cassandra/Elasticsearch

Graph queries opens up a range of
possibilites that is not possible on a flat data
structure
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"API - Swagger

experimental

1

N R N F
poaE

POST

POST

@
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gaged
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POST

POST

3
a

POST

Ji]:

v1/fact
Mifact/uuid/{fact}/access
lfact/uuidf{fact}/access/{subject}
Mifact/uuid/{fact}/comments
lfact/uuid/{fact})comments
1ifact/uuid/{fact}/retract
ifact/uuid/{id}

1ifactType

1ifactType
1ifactType/uuid/{id}

N ifactType/uuid/{id}
1/object/{type}i{value}
1/object/{type}/{value}/facts
1/object/{type}/{value}/iraverse
v1/object/search
1/objecttraverse
1/object/uuid/{id}
1/objectiuuid/{id}yfacts
v1/object/uuid/{id}/traverse
1iobjectType

1/objectType

Show/Hide | List Operations | Expand Operations

Create a new Fact

Retrizve a Fact's ACL

Grant a Subject access to a Fact.

Retriave a Fact's comments

Add a comment to a Fact

Retract an existing Fact

Retrieve a Fact by its UUID

Create a new FactType

List available FactTypes

Update an existing FactType

Retrieve a FactType by its UUID

Retrieve an Object by its type and value

Retrieve Facts bound to a specific Object

Traverse the Object/Fact graph starting at an Object identified by its type and value

Search for Objects.

Traverse the Object/Fact graph after performing an Object search

Retrieve an Object by its UUID

Retrieve Facts bound to a specific Object

Traverse the Object/Fact graph starting at an Object identified by its UUID.

List available ObjectTypes

Create a new ObjectType



I API — Python library (act-api on pypi)

Navigation Project description

= Project description
_ python-act

‘D Release history
python-act is a library used to connect to the ACT platform.

L Download files The platform has a REST api, and the goal of this library is to expose all functionality in the API.

Objects and Facts

Project links

©) Homepage The act platform is built on two basic types, the object and fact.

Objects are universal elements that can be referenced uniquely by its value. An example of an object can be

Statistics an IP address.

Facts are assertions or obsersvations that ties objects together. A fact may or may not have a value desribing

View statistics for this project via
further the fact.

Libraries.io, or by using Google
BigQuery Facts can be linked on or more objects. Below, the seenln fact is linked to both an ipv4 object and report
object, but the hasTitle fact is only linked to a report.

Meta
License: ISC License (ISCL) (MIT) Objecttype  Object value Facttype Factvalue Objecttype  Object value
ipvd 127.0.0.1 seenln report report ¢bc80bb5c0c0f8944bfT73(...)

Author: mnemonic AS

@ ACT, mnemonic report cbc80bb5c0c0f8944bf73(...)  hasTitle  ThreatIntel Summary  n/a n/a



ISplunk Add-on - Queries

splunk A or Adminis

Search 5 Reports

New Search
| act apt29
+ 25 results (10/2118 1:00:00.000 PM to 10/22/18 1:51:39.000 PM) No Event Sampling Job "
Events (D) Patterns Statistics (25) Visualization
20 Per Page v # Format Preview v
rd
dest_object_type
fact_value = Fd fact_type = i - source_object_value = i
- usesTechnique technique APT29
= threatActorAlias threatActor APT29
apt29-hammertoss-stealthy- hasTitle eaaedf5a060599da627ceedch5ad6704b91d6d323189aac7fa24d4629ab054C
tactics-define-a.pdf
= usesTool tool APT23
- usesTechnique technique APT29
= usesTool tool APT29
- usesTechnique technique APT29
= threatActorAlias threatActor APT23

- usesTool tool APT23



ISplunk Add-on — Annotate search results

| source="carbanak.csv" dest_ip=179.43.140.82({ | acta dest_ip All time = |
2 | table dest_ip usesC2* seenIn#*

+ 3 events (before 10/22A8 2:27:42.000 PM) No Event Sampling = Job - - & L * Smart Mc

Evenis Patterns Siatistics (3) Visualization

20 Per Page = # Format Preview =

dest_ip = o usesCipv4 = Fd seeninireport =

179.43.140.82 cBec176592ea26c4ee27974273e592F 9ch24e51ffabB6623aaT3c41f944f Tect045echc@4ad9e24b3Teadd518bT74780¢
188f261e5fca94bdifcledclaafeedcd 2d4608ch6523158909dadaTecbdf9491339cedce1550f64832b0c5396c2f5bbaf

65e9408c338e98a8bc166a8d4 8264015

179.43.146.82 cBec176592ea26c4ee27974273e592ff 9c624e51ffab866aaaTic41f944f TecbB45echcd4adde24b3Teadd518bT74780¢
188f261e5fcad4bd1fcledclaafeedcd 2d46@8cb6523158989dade7e6b@f9491339cedcel 5501 64832b0c5396c2f5bbaf
£5e9488c338e98a8bc166a8d41 8264019

179.43.146.82 checl76592ea26c4ee27974273e592FF 3c624e51ffab866aaaTicd1f944f TechB45echcd4adde24b3Teadd518bT74780¢
188f261e5fca%4bdifcledclaafecscd 2d46@cb6523158909dade7e6b@f9491339cedce1550f64832b0c5396c2f5bbaf
£e9488c338e98a8bc166a8d41 8264019



I'Threat Intelligence Platform - Summary

*Implemented
- Core platform
-API
-GUI
- Workflow orchestration
- Graph queries

*Github repositories
- https://github.com/mnemonic-no/act-api-python
- https://github.com/mnemonic-no/act-bootstrap
- https://github.com/mnemonic-no/act-frontend
- https://github.com/mnemonic-no/act-platform
- https://github.com/mnemonic-no/act-scio
- https://github.com/mnemonic-no/act-splunk

- https://github.com/mnemonic-no/act-triggers

- https://github.com/mnemonic-no/act-workers
- License: ISC (BSD compatible)



https://github.com/mnemonic-no/act-api-python
https://github.com/mnemonic-no/act-bootstrap
https://github.com/mnemonic-no/act-frontend
https://github.com/mnemonic-no/act-platform
https://github.com/mnemonic-no/act-scio
https://github.com/mnemonic-no/act-splunk
https://github.com/mnemonic-no/act-triggers
https://github.com/mnemonic-no/act-workers

WORKSHOP - INTRODUCTION
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I Accessing the GUI

‘Read-only
*https://act-eui.mnemonic.no
*https://act-eu2.mnemonic.no

‘Tasks: /examples/

*API: /swagger/

*API-assignments: https://github.com/mnemonic-no/act-
workshop-api (Jupyter notebook you can test yourself if you
are interested in testing the python API)



https://act-eu1.mnemonic.no/
http://act-eu1.mnemonic.no/
https://github.com/mnemonic-no/act-workshop-api

' Introduction 1

Thr

ce Platform

. d06432486e7e9c2b8aaefdf42

- h,

3 facts

. mentions: 1
d06432486e7e9c2bBaaef4f42¢11cf8e

represents: 2

emlin query

“Sin"-ful SPIDERS: WIZARD SPID...

SEARCH CLEAR GRAPH

Merge pravious o CREATE FACT
8b7cd7e79ad63671...
hash - i OBJECTS (3) FACTS (4)
d06432486e7e9c2bBaaefafa2c1 cfiefe1968
Type 1 Value
EXPORT  RESOLVE FACTS
content d06432486e7e9c2b8aaef4f42¢11cfaefe
d064324869769C2b hash d06432486e7e9c2b8aaef4f42¢11cfeefe]
Layoul
8b7cd7e79ad6367139f6ec39130f026fb6
euler -
Layout w
d06432486e7e9e2b...
"2
P
o +

Retractions
Show rtractd facts ® -

Date

S Any time + .




uction 1 — Right Click / Left CI

1C

d06432486e7e9c2bBaaef4f42¢11cf8e

mlin query

A Gremlin query, ke g.outE

SEARCH CLEAR GRAPH

Merge previous

hash
d06432486e7e0c2bBasef4f42c11 cfBefe1968

EXPORT RESOLVE FACTS

Facts
Display as node:

Edges
Show labels

Retractions
She etracted facts

Date

. Any time w

“Sin"-ful SPIDERS: WIZARD SPID...

8b7cd7e79ad63671...

d06432486e7e9¢2b...

d06432486e7e9e2b...

d06432486e7e9c2b8aaef4f42

hash

3 facts

mentions: 1
represents: 2

CREATE FACT

OBJECTS (3) FACTS (4)
Type Value
content d0643248667e9c2b8aaef4f42¢1 1 cfsefe

k d06432486e7e9c2bsaaef4142¢1 1 cfgefe!

eport 8b7cd7e79ad6367139f6ec39130f026b6



I Introduction 1 — History, Layouts and Filtering

A c T The Open Threat
Intelligence Platform

. trickbot
- ool
24 facts
) alias: 2
d06432486¢7e9c2b8aaefaf42cT1cfBe Classifiedhs 4
“Sinful SPIDERS: WIZARD SPID... -
mansabo implements: 18
Gremlin qu Local
o m NeturorcC.
Exscution thoug,
SEARCH  CLEARGRAPH
Software Packing
Merge previous ® CREATE FACT
Uneduigh Task -
hash - ) DeoblUssateDeco. 0BJECTS (29)
4064324866790 2bBaaef4f42c1 1 cfaefel968
Remote Fie Copy .
content Type alu
do6432486e7e9c2bBaaef4f42c11cfBefe1968 Acoount Discow ks @ content 016771dc6cf9572eac3d87120d7a7d1 ff
toal: trickbot content 406432486e7e9c2b8aael474201 1cfBele
Standard Applic: content 046482ac16d538f1ab105669¢8355cT6(
EXPORT  RESOLVE FACTS '““8 plca. . nat
@ content 38155ede329f41fd733d2abaceb50644¢
Cugtom Erymtogrs d06432486679c2b8aaet4f4201 1 cfaeft
Layout Odbagtact 84S}
euler - rt 8b7cd7e79ad6367139f6ec39130f026fb
technique Standard Application Layer Protocol
Layout optio v b technique File and Directory Discovery
chnigue Process Injection
+ technique Remote File Copy
Eaft‘ﬁ . technique System Information Discovery
- technique Man in the Browser
Edges ®
a technique Scheduled Task .



I Introduction 1 — Fact Types

A c T The Open Threat
Intelligence Platform

- trickbot

ool

24 facts

o alias: 2
d06432486e7e9c2bBaaef4f42¢cT1cf8e classifiedAs: 4
implements: 18

“Sin" ful SPIDERS: WIZARD SPID...

mansaba

Gremlin qu

Local

m Network C.
Exacution throug,

SEARCH CLEAR GRAPH

38155ede3

Software Packing
. Obfuscate
Merge previous ® [}
Eneduieh Task

CREATE FACT

hash - ) DeoblUssateDeco. 0BJECTS (29)
4064324866790 2bBaaef4f42c1 1 cfaefel968
Remote Fie Copy .
content Type Valu
d06422480e7e00200agelf 2 | clele1263 Acoount Discove Wg" @ content 01e771dc6ci9572eac3d87120d7a7d1 ff
toal: trickbot content 406432486e7e9c2b8aael474201 1cfBele
ass Injectis
Standard Applic: content 046482ac16d538f1ab105669¢8355cT6(
EXPORT  RESOLVE FACTS '““8 plcs 5y nat
content 38155ede329f41fd733d2abaceb50644¢
Cugtom Erymtogrs d06432486679c2b8aaet4f4201 1 cfaeft
Layout Odbagtact 84S}
euler - rt 8b7cd7e79ad6367139f6ec39130f026fb
technique Standard Application Layer Protocol
Layout optio v Man in e Broms. b technique File and Directory Discovery
chnigue Process Injection
+ technique Remote File Copy
Fact:
[af‘ﬁ . technique System Information Discovery
- technique Man in the Browser
a ® technique Scheduled Task .



Introduction 2

Try the following object queries and explore the graph:

threatActor: APT3
tactic: lateral-movement
tool: foosace

1pv4: 153.148.23[.]118



Task 1
Try the following object query:
tool: remsec

Which threat actor is associated with this tool?
Which techniques are associated with this threat actor?

Can you find any reports that mention file hashes classified as
remsec?



Task 2: Find the Report

https://www.crowdstrike.com/blog/sin-ful-spiders-wizard-spider-and-lunar-spider-sharing-the-same-web/



Task 3
Explore Autonomous System Number 8048

asn: 8048

What kind of malicious behaviour has been observed from this
AS?

Where is the organization that owns AS8048 located?



I Introduction 3 — Graph Query

A c T The Open Threat
Intelligence Platform

.
asn -
= - ¥
8048 .
emiin que
b .
g.repeat(inE('member0f').otherV()).time
A Gremiin query, ke 9.0ULE| - r et o
. . /
* .
SEARCH  CLEAR GRAPH . . ¥
. . .
. 0 .
. .
c .
Merge previous M L2 . .
.
4 . . . ¥ OBJECTS (74) FACTS (110)
. Y e —
3 ¢ o . . Type Value
EXPORT  RESOLVE FACTS .
¥ 4 » T 2 asn 2048
% ipvd 2001121876
. .
Layout
Ry . " (e ipva 201.249.146.59
euler - .
- o '] ipud 201.242.221.32
La v ipud 201.242.207.137
(] . oY .
ipv4 190.72.31.95
"a
v + 7 e ipud 190.37.228 226
Facts . ipv4 201.211.183.215
Display 2 +
T ipud 190.201.6.106
(]
Edges
show labels L] - Lad

ipvd
Retractions P
Show retra




I Introduction 3 — Graph Query

The Open Threat

Intelligence Platform

.
asn -
et ¥
8048 .
o o " .
g.repeat(inE('member0f').otherV()).time
A Gremiin query, ke 9.0ULE| . r et ¢
. . /
* .
SEARCH  CLEAR GRAPH . . v
. . .
. 0 .
. .
c .
Merge previous M L2 . .
.
asn: 8048 i i 4 . L . OBJECTS (74) FACTS (110)
g.repeat(inE(member0f).otherV () times(2). % .
& .
¢ ¢ . . . Type 1 Value
EXPORT  RESOLVE FACTS . 5 + +
& o asn 2048
% ipud 2001121876
. .
L DR . . N
. o v ipv4 201.249.146.59
euler - .
- - '] ipud 201.242.221.32
.
Layout options v ipud 201.242.207.137
(] . oY .
ipv4 190.72.31.95
"a
3 + 7 e ipud 190.37.228 226
Facts . ipv4 201.211.183.215
Display as nodes - +
T ipu4 190.201.6.106
(]
f‘?g“ abels " _ ipvd 190.203.23.178
ipv4 190.37.208.9
Retractions
etracted facts
- »

Try to replace ‘mentions’ with ‘resolvesTo’ in the graph query (you can edit the URL).



I Introduction 4 — Extended Graph Query

A c T The Open Threat
Intelligence Platform

country v

Venezuela (Bolivarian Republic of)

g.inE('locatedIn’).otherV().hasLabel('org v

SEARCH CLEAR GRAPH

Merge previous

country: Venezuelz (Bolivarian Republic .

h . OBJECTS (212) FACTS (2
of}

ne hastabe i Type 4 Value
EXPORT  RESOLVE FACTS L A\~ an 777
- asn 8053
. « T asn 11694
euler - ! . asn 21826
) v oy T T N asn 28007
Layout opt v -
- v _— asn 6306
T asn 8048
- = - b Venezuela (Bolivarian Republic of)
Facts otk -
Display as nodes CRAE ugsiep.funindes.usb.ve
Edges - b + woww.ts.usb.ve
Show label y i -7 Iebidiomasaiac.usb.ve
Retractions / - www.espelen.grupes.usb.ve
etra 2
W formulasae.grupos.usb.ve
Nate i s



WORKSHOP = GRAPH QUERIES

With Great Power Comes Great Resp_onsibility

mnemonic



IGraph Query

A c T The Open Threat
Intelligence Platform

1

153.148.23.118

g.bothE().otherV()

A Gremiin query, like g.outE()

SEARCH CLEAR GRAPH

Merge previous ®

ipvd: 153.148.23.118
bothE().otherv()

EXPORT RESOLVE FACTS

Facts
Display as

Edges
Show label

Retractions 0

Any time w -

accounts.serveft..

153.148.23.118

eemete.freetcp.c...

liumingzhen.myft...

OBJECTS (4)

Type

n
faqdn
fqdn

ipvd

FACTS (0)
Value
accounts.serveftp.com
eemete freetcp.com
liumingzhen.myftp.org

153.148.23.118



IGraph Query 2 — Show Edges

A c T The Open Threat
Intelligence Platform

biea
ipvé -

153.148.23.118

Gremlin quel
g.bothE().otherV().path().unfold()

A Gremiin query, like g.oUtE

liumingzhen.myft...

SEARCH CLEAR GRAPH

Merge previous

ipvd: 153.148.23.118

accounts.serveft..
bothE().otherV() path().unfol

OBJECTS (4) FACTS (3)

153.148.23.118

Value
EXPORT RESOLVE FACTS

accounts.serveftp.com
fqdn eemete freetcp.com

fqdn liumingzhen.myftp.org
euler -

ipv4 153.148.23.118

eemete.freetep.c...

Facts
Display a:

"
x

Edges
Show Iz

Retractions
h

bate Any time w .
Filter bv max tima



A c T The Open Threat
Intelligence Platform

ipv4 -

153.148.23.118
Gres e

g.bothE().otherV().bothE().otherV().patt

uery, like g.0utE()

SEARCH CLEAR GRAPH

Merge previous o

ipvd: 153.148.23.118

EXPORT RESOLVE FACTS

euler -

Facts
Display

Edges
Show label
Retractions
She etra

bate Any time w

"
x

OBJECTS (42) FACTS (64)

Type 4

Value
liumingzhen.myftp.org
accounts.serveftp.com
cemete freetcp.com
153.148.23.118
153.148.19.155
153.148.108 225
153.141.131.147

153.251.208.128

153.141.140.110
114.147.96.30
114.147.125.105

153.251.200.241

1141

08.250



I Graph Query 4 — Filter Edges (Facts)

A c T The Open Threat
Intelligence Platform

ipv4 -
oject valug

153.148.23.118

Gremlin que

g.bothE().otherV().bothE(resolvesTd).o

A uery, like g OUtE|

SEARCH CLEAR GRAPH

Merge previous

\p\.‘it\sé 2818 OBJECTS (23) FACTS (24)
bothE().otherV(). bothE (resalve therV(

Type 1 Value
EXPORT RESOLVE FACTS
accounts.serveftp.com

cemete freetcp.com

Layou
liumingzhen.myftp.org
euler -
ipva 153.148.23.118
La ) v ipv4 153.251.246.245
ipvd 153.251.250.140
ipv4 153.148.63.58
Facts = x ipvd 127.0.0.3
Display a Y
ipv4 153.141.140.208
Edges o
,g abels + ipv4 153.141.131.147
ipv4 123.51.208.69
Retractions i
how retracted facts - ipva 153.148.108.225
ipv4 153.251.252.64
bate Any time = . .

Filter hv max time n a£n nEa nnn ann



IGraph Que

A c T The Open Thr
Intelligence Platform

er Nodes (Obj

ects)

153.148.23.118
Tlin que

g.bothE().otherV().bothE().otherV().hasl

A uery, like g.0UtE()

SEARCH CLEAR GRAPH

Merge previous @

ipv4: 15314823118
bothEE().otherV().bot

EXPORT RESOLVE FACTS

Facts
Display as

Edges
ow la

Retractions
how retracted fact

Date

[ Any time v

OBJECTS (23)

Type 1

FACTS (43)

Value

eemete.freetcp.com
accounts.serveftp.com
liumingzhen.myftp.org

153.148.23.118
03c464229620f082eace3618259493edb!
©9cac1307952b53b0bd79bc5608e37d07
478a2d9700237a0c6780ac2932b75f8h
11460e45ee525dec7a1b03de04a3e238¢c
fb7e907200ed206f34bbbaddd4ecesfd20
776e56f3774edfca2b13baace3dbd87f15
4d342b8944836C1eb3f22528a0729579
7f523f78353ea00999c30c8c72019b048

887adc5c8745d37fabobe0158078f48dd:
»



I'Task 4 - Subgraph

be2fdedfb27d0b1169ee1d3faf3b75¢3

Gremlin query

SEARCH  CLEARGRAPH

Merge previous @

0270001169881 d3Mar3075¢381

content:
20d64bf4934ca7a0a1108007b5afd05Te54a ns1.example.com
Uri: http:/fwww_example. com

uri dns://ns1.example.com

uri; nittp:/mail.example.com

EXPORT  RESOLVE FACTS

Layout
euler -

www.example.com

80
hitp/ g w.examp.
Cf15017f37c061€5.
add6anf49384cg740.
ane//ns1.exampl... a0u64b14934ca7a0.
http:/f
1337

mail.example.com

be2fdedfb27d0b1169ee1d3faf

hash

1 facts
represents: 1

CREATE FACT

OBJECTS (10)
Type A
content add64b74934ca720211dBbITbSaMI0STer
fadn mail example.com
fadn ns1.example.com
fadn example.com
nasn Cf15017137cD61599cC27629623fe9
nash be2fdedf2700n1169ee103faf3b75¢381
hash add64bf4934ca7alalfa8b97b5afd057es
uri ttp:/fmail example.com
uri dns://ns1.example.com
uri tp/fwww.example.com




lhash - content - uri with port number 1337 €< fqdn

A C T The Open Threat
Intelligence Platform

be2fdedib27dob1169ee1d3fafab75ca be2fdedfb27d0b11..
g.0utE(represents). otherV() outE(con
SEARCH CLEAR GRAPH
Merge previous
add64bf4934ca7a0.
10b1169ee1d3far3p75¢: OBJECTS (4) FACTS (4
S - - Type
EXPORT RESOLVE FACTS content add64bfA
fadn mail.exampl m
. be2o
euler v ur http://mail example.com

- v http://mail.exam...
Facts.
1337 mail.example.com
+
we




] g.outE('represents').otherV().outE('connectsTo').otherV().
where(outE().has('value','1337")).InE('componentOf’).otherV().path().unfold()

be2fdedfb27dob1169€e1d3faf3b75c3 be2fdedfb27d0b11...
ts').otherV().o
EA LEAR
e
add64bf4934ca7a0.
wREe - TS (C]
T —_—
Type 4 alue
http://mail.exam...
Facts.
Disgl
Ed?es P9 1337 mail.exampl m
Retracti vy
+
Date
Filter by ma
Filter obje! _
hash



] g.outE(represents').otherV().outE('connectsTo').otherV().
not(where(outE().has('value','1337"))).inE('componentOf").otherV().path().unfold()

www.example.com

be2fdedfb27d0b11...

http://www,éxamp..

add64bf4934ca7a0...
80  opucts ®

dns://ns1.exampl..

ns1.example.com

Facts

not(where()), not where(not())



Task 5: Find the IP Address Owner

The fqdn fsw.adobeus[.]Jcom is mentioned in one report. A
sinkhole IPv4 address is also mentioned in the same report.
Which organization owns that sinkhole IPv4 address, and
which country is it located in?

Hint: Fact Type ‘mentions’ and ‘memberOf’



I'Task 5 Solution

07a19c64a266e318

Op_Dust

rm_Report.pdf

58158

L

S,

UCcoM

ucom corp




I g.inE('mentions').otherV().outE('mentions').otherV().hasLabel('ipv4').where(outE('sinkhole")).outE('memberOf").otherV().
outE('memberOf').otherV().inE('owns').otherV().outE('locatedIn").otherV().path().unfold()

inE('mentions")

07219c64a266e318.. o pyst_Storm_Report.pg
9 ‘ o Op_Du: 1R W”OtheI'V()

- outE('mentions')
@ ‘6therV().hasLabel('ipV4').where(outE(‘sinkhole'))

outE('memberOf")

§8.158.0/0/16

® otherV()

outE('memberOf’)

UCcoM

@ otherV()
inE(‘owns’)

“® otherV()
outE('locatedIn")

® otherV()



I Graph Query 6 — Unique Tool Usage

pen Threat
Intelligence Platform

threatActor ~

Sremlin que <inciflent>
g.as('startNode').inE(‘attributedTo').othe

SEARCH CLEAR GRAPH

Merge previous

threatActor: APT3

OBJECTS (7) FACTS (6)
as(startNode).InE(attributedTo).otherV ()
schtssks Type 4 Value
EXPORT  RESOLVE FACTS
content <content>
content <content>
N incident <incident
euler -
<cotem> incident <incident>
La v threatActor APT3
threatActor BRONZE BUTLER
to0l schtasks
Facts xx
<incident> [3
Display as
Edges
I +
Retractions
show ret BRONZE BUTLER -
Dats
=te Any time v

Filter by max fime T
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Public Read-Only ACT Instance

https://act-eui.mnemonic.no/examples/



FURTHER WORK

10 )
mnemonic



New Information Sources

Security alerts
Incidents
Reputation lists

Malware analysis systems
STIX feeds



Graph Analytics

Post. doc. @ UiO
Post. doc. @ NTNU



Information Sharing

Mechanism for sharing schema
Format (STIX?)
Trust models



Trust and Confidence

Trust (source)
Confidence (fact)
Subjective Logic (quantify uncertainty)



GUI Improvements

Context menu
Pre-defined graph queries
Download report

Timelines
Share workspace
Prune graph
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