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_Context
1938: First fake news in history?

https://magnet.xataka.com/preguntas-no-tan-frecuentes/el-mito-del-panico-que-causo-la-guerra-de-los-mundos-y-las-fake-news-de-los-anos-30
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_Context
Current events: Spain

https://www.zdnet.com/article/ransomware-hits-spanish-companies-sparking-wannacry-panic/
https://www.csirt.gob.cl/eng/noticias/alerts-light-for-ransomware-attack-in-spain/


_Context
Current events: Spain

https://twitter.com/KPMG_ES/status/1191329933584424960?ref_src=twsrc%5etfw
https://twitter.com/AccentureSpain/status/1191360976458833920?ref_src=twsrc%5etfw
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Current events: Spain
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_Context
2017

Source: Gartner Top Strategic Predictions for 2018 and Beyond



_Context
If we add up...

SPREADING 70%

86%FALSE/ TRUTH

92%INTERNET

ALGORITHM 30% Eliminated 2.2 B 

false accounts

212M€ 

in advertising banners

Sources: 

• Digital News Report - Universidad de Oxford y Universidad de Navarra

• The spread of true and false news online – MIT

• I Estudio sobre el Impacto de las Fake News en España - Simple Lógica & Universidad Complutense de Madrid

• Observatorio Nacional de las Telecomunicaciones y la Sociedad de la Información 2018 (ONTSI)

• Transparency report. Facebook – 1ºT 2019

• Global Disinformation Index

• The economic cost of bad actors on the internet - CHEQ and the University of Baltimore

78.000.000.000$



_Context
#PizzaGate

https://mediadc.brightspotcdn.com/dims4/default/be8a3a6/2147483647/strip/true/crop/600x405+0+0/resize/600x405!/quality/90/?url=https://mediadc.brightspotcdn.com/4b/19/6131d5e9f9f523288e1a5f196729/332297f680cabb65fd64fb9ce4db3ae1.jpg


_Context
Veles (Republic of North Macedonia)

→

https://money.cnn.com/interactive/media/the-macedonia-story/


_Context
WhatsApp – Metro Bank

https://image.businessinsider.com/5cd9615f021b4c2f8d5e1464?width=1000&format=jpeg&auto=webp
https://image.businessinsider.com/5cd953a1021b4c302454eb42?width=1900&format=jpeg&auto=webp


_Fake news
Characteristics
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Source: Flaticon



_Psychology of disinformation
Why do we share and viralize fake news?



_Psychology of disinformation
Why do we share and viralize fake news?

Source: Freepik

https://www.freepik.es/vector-gratis/manos-que-sostienen-arbol_761268.htm#page=1&query=semilla&position=24
https://www.freepik.es/vector-gratis/empleado-enfadado-oficina_901998.htm#page=1&query=ira&position=3
https://www.freepik.es/vector-gratis/fondo-influencer-redes-social_3466233.htm#page=1&query=compartir%20redes%20sociales&position=10
https://www.freepik.es/vector-gratis/interior-sala-galeria_3924908.htm#page=1&query=poder%20imagen&position=0
https://www.freepik.es/vector-gratis/concepto-protesta-revolucion-conflicto_1355367.htm#page=1&query=protesta&position=1
https://www.freepik.es/vector-gratis/ilustracion-concepto-confirmado_5538959.htm#page=1&query=confirmaci%C3%B3n&position=3


_How to detect a disinformation campaign
Content: tips

Source: Freepik

¿ ?



_How to detect a disinformation campaign
Images
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_How to detect a disinformation campaign
Use case 1: image analysis

https://ep01.epimg.net/politica/imagenes/2017/10/01/actualidad/1506885911_363023_1506894626_noticia_normal.jpg


_How to detect a disinformation campaign
Use case 1: image analysis: metadata
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_How to detect a disinformation campaign
Use case 1: image analysis: ELA
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_How to detect a disinformation campaign
Use case 1: image analysis: reverse image search
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Use case 1: image analysis: reverse image search



_How to detect a disinformation campaign
Use case 1: image analysis

https://twitter.com/malditobulo/status/914422736809873409


_How to detect a disinformation campaign
Use case 2: SNA analysis - Chile
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_How to detect a disinformation campaign
Use case 2: SNA analysis - Chile

Vertex In-Degree

Out-

Degree

Betweenness 

Centrality

Closeness 

Centrality

Eigenvector 

Centrality PageRank

Clustering 

Coefficient

Reciprocated 

Vertex Pair 

Ratio Followed Followers Tweets Favorites Description

Joined Twitter 

Date (UTC)

zonal_h 0 1 0,000 0,000 0,001 0,410 0,000 0,000 16 0 29 0 21/10/2019 3:23

alexiac01860364 0 1 0,000 0,000 0,000 0,520 0,000 0,000 10 0 8 15 tengo un punto de vista diferente24/10/2019 8:08

skruffy21 0 3 7804,489 0,000 0,001 0,873 0,000 0,000 0 0 57 0 22/10/2019 11:07

marafer04736487 0 1 0,000 0,333 0,000 0,638 0,000 0,000 0 0 20 11 24/10/2019 20:18

anabarriga7 0 3 5286,000 0,000 0,002 1,108 0,000 0,000 5 0 70 13 21/10/2019 5:23

nicols91660596 0 3 2973,521 0,000 0,001 0,920 0,000 0,000 1 0 3 0 Ingeniero en Ciberseguridad25/10/2019 5:48

mery71238245 0 6 2549,839 0,000 0,001 1,498 0,000 0,000 27 0 115 13 20/10/2019 20:39

ripealan 0 1 0,000 0,000 0,000 0,503 0,000 0,000 16 0 82 74 26/08/2019 18:37

monserratsovier 6 1 4371,140 0,000 0,000 1,552 0,100 0,000 3 0 13 4 Antiyuta Antimilicos #Piñerarenuncia24/10/2019 18:50

pierre_goddard 0 1 0,000 0,000 0,000 0,429 0,000 0,000 24 0 59 0 sueña como si fueras a vivir para siempre y vive como si fueras a morir mañana 👽👽👽👽13/07/2019 20:21

javipaz68544374 0 1 0,000 0,000 0,000 0,400 0,000 0,000 63 0 19 21 20/10/2019 23:10

seba22066473 1 0 0,000 1,000 0,000 1,000 0,000 0,000 4 0 8 3🆑cнιle ❌el ѕιlencιo no eѕ мι ιdιoмa❌ғυтвol ⚽🏆08/09/2019 9:15

laura73697329 0 4 22,463 0,000 0,001 0,918 0,000 0,000 0 0 3 0 Preocupada por Chile25/10/2019 6:03

ncoo28819718 0 3 2645,000 0,000 0,000 1,161 0,000 0,000 9 0 234 69 29/07/2019 2:46

carlos34662155 0 1 0,000 0,000 0,001 0,406 0,000 0,000 82 0 145 70 02/09/2019 16:30

alesitacarrill2 0 3 68,415 0,000 0,007 0,665 0,000 0,000 49 0 140 276 19/10/2019 2:46

carla61335928 0 4 3185,397 0,000 0,001 1,036 0,000 0,000 10 0 25 0 21/10/2019 7:30

felipe23759702 0 3 11169,273 0,000 0,003 0,813 0,000 0,000 3 0 221 119 16/10/2019 17:49

christo08999088 0 1 0,000 0,000 0,000 0,462 0,000 0,000 4 0 12 2 . 22/10/2019 14:32

marciamabel4 0 2 884,301 0,000 0,000 0,826 0,000 0,000 55 0 11 15❤Todo por mi familia ❤25/10/2019 2:49

spinniko 0 1 0,000 0,000 0,001 0,412 0,000 0,000 2 0 10 3 Contra la corrupción23/10/2019 17:10

martin32503089 1 1 0,000 0,000 0,000 1,000 0,000 Not Applicable 20 0 2 1🌴iquique🌴-Santiago-chile 🇨🇱 tec.enfermería 💉💊 insta:el4_marto_0 🎵🖤🎵🖤🎵😏↘️25/10/2019 6:57

kingo91270569 0 4 5901,365 0,000 0,000 1,403 0,000 0,000 1 0 142 10 21/10/2019 4:37

aellyn5 1 0 0,000 0,000 0,000 0,429 0,000 0,000 2 0 6 6 18/10/2019 21:50

javiera18168480 1 0 0,000 0,000 0,000 0,429 0,000 0,000 5 0 7 0 25/10/2019 4:16
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_How to detect a disinformation campaign
Use case 2: SNA analysis - Chile

https://botometer.iuni.iu.edu/#!/


_How to detect a disinformation campaign
Web resources



_How to detect a disinformation campaign
Resources: browser extensions



_How to detect a disinformation campaign
Disinformation as a Service

Negative disinformation

Negative campaign 4,200$

Positive disinformation

Positive campaign 1,850$

Publication of

articles in 

reputable media

Creation of 

botnets for 

content 

propagation

Creating social 

network 

accounts

Use of accounts 

with previous 

history

Attracting 

followers in 

social networks

More posts 

per minute

Greater scope

Available 24 

hours



_How to deal a disinformation campaign

Source: Freepik
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