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_Context

1938: First fake news in history?
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https://magnet.xataka.com/preguntas-no-tan-frecuentes/el-mito-del-panico-que-causo-la-guerra-de-los-mundos-y-las-fake-news-de-los-anos-30

_Context
Current events: Spain

Your network was hacked and encrypted.

No free decryption software is available on the web.

Email us at SYDNEY.MILEVEPROTONMAIL.COM (or) EVANGELINA.MATHEWSETUTANOTA.COM to
Keep our contacts safe,

Disclosure can lead to

impossibility of decryption.

use your company name as the emall subject.
-

Please,

TAIL :BCVXA3EQeRs =

KEY : AQLAABBRAANADAAA/ M PVEHFaMGTOC L s 19t CAKFCervOXPZnVA IKgHO T f s4FMYQJa)EA7oKAbDhD
PYITFILSEXKXuWURQ2B9 J 7191 tpkXHPSESvVDXa0G0pcCokF 1 ZmabOMakx SraYvGe i +hi6QF +HON
hCEBSVMKDWGLYef 10z / 2P+ fF 2VKKDKkmvIC7+4d 2VAPSBAh JonkKUS | PSm+KHHADOGehB 1 SSGN 1 tUM1
DROKDMWMNY KK Qacx65SHS eDTDTRoDF qwoYMB § iIQXZ25 2wXnoqixrDPeMb 1KBOQ 1 uok4G 3gKXy 3UgE
AXERTMEUFAI 18 v TgDAGU C ZKnXpaGarzNgONESQP 7Gh TdbUPU1 bob I FOAXTTSWWL URBVKMMOC25A
PQ71EVHIVK2L 21 Zy 0T JAYVERL X JWHGLAVIChISRXD2T4u )l Q/ et OB LGwo I( S+X2Rgbp JHTtHA J 250U
Zpd e VEHDE F 1 11WVSNsqqxF 9 F 221 01AT X IGA | rvmswyOxOhEUGs Ki 8P xx 1brPtvCyaIXvItO6It
JCrSaNOGMCLX9 INVADLDSD+aDZ 25 1 TR6+eWaIxDF /61 TnBSYE188mT AW 1 +avvgVJ ZCS/PLYVPO ]
WOLm2 1 Zg 1t S8eus RZ7EBRIFEF rrON7hBEAU29P 1bdnL rvMHIVOvr Z 1t 8Xx4DOpF IVMHF a4+ 1 LKGE
Uoy920TYkpRhz TQ=
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_Context
Current events: Spain

Ransomware hits Spanish companies
sparking WannaCry panic

Spanish companies’ networks shut down
as result of ransomware

Alerts Light On for Ransomware Attack in
Spain
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https://www.zdnet.com/article/ransomware-hits-spanish-companies-sparking-wannacry-panic/
https://www.csirt.gob.cl/eng/noticias/alerts-light-for-ransomware-attack-in-spain/

_Context
Current events: Spain

KPMG Espaiia &
@KPMG_ES

KPMG esta analizando todos sus ordenadores y no hay
ningun caso de ciberataque de 'ransomware'. Os
mantendremos informados si hay alguna novedad al
respecto.

\’ p. m. - 4 nov. 2019 - Twitter Web App

Accenture Espaia &

@AccentureSpain
Os confirmamos que Accenture NO ha recibido ningun
ciberataque y que estamos operando con absoluta
normalidad

\6 p. m. - 4 nov. 2019 - Twitter for iPhone

KPMG is analyzing all its computers
and there is no case of 'ransomware'
cyber attack. We will keep you
informed if there are any
developments.

We confirm that Accenture has
NOT received any cyber attacks
and that we are operating with
absolute normality
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https://twitter.com/KPMG_ES/status/1191329933584424960?ref_src=twsrc%5etfw
https://twitter.com/AccentureSpain/status/1191360976458833920?ref_src=twsrc%5etfw

_Context
Current events: Spain

Application to incident response and
security teams

= Fake news & Deepfake threats received by
SOC clients or the SOC’'s own organization

= Digital surveillance service:
= Prevent and anticipate smear
campaigns
= Crisis management
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_Context
2017

i FAKE NEWS 2022
% . more than half

CLIMATE CHANGE IS AN OBVIOUS MYTH

of the news
consumed online will
be fake
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_Context
If we add up...

For D 30%
e 70%
86%
‘:;:;. 0295 ES‘ 78.000.000.0008

Sources:
» Digital News Report - Universidad de Oxford y Universidad de Navarra
The spread of true and false news online — MIT
| Estudio sobre el Impacto de las Fake News en Espafia - Simple Légica & Universidad Complutense de Madrid
Observatorio Nacional de las Telecomunicaciones y la Sociedad de la Informacién 2018 (ONTSI)
Transparency report. Facebook — 1°T 2019 H
Global Disinformation Index Inanla

The economic cost of bad actors on the internet - CHEQ and the University of Baltimore

Eliminated 2.2 B
false accounts

212M€
in advertising banners



_Context
#PizzaGate

U.S. Presidential Election - 2016
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https://mediadc.brightspotcdn.com/dims4/default/be8a3a6/2147483647/strip/true/crop/600x405+0+0/resize/600x405!/quality/90/?url=https://mediadc.brightspotcdn.com/4b/19/6131d5e9f9f523288e1a5f196729/332297f680cabb65fd64fb9ce4db3ae1.jpg

_Context
Veles (Republic of North Macedonia)

Democratic Party = $2,500/day Goge

AdSense

FAKE NEWS EXAMPLES

Michelle Was Caught
Cheating with Eric
Holder - OBAMA IS
FURIOUS!!!

JUST IN: Sarah
Palin Hospitalized
After Being Hit
By Car

Bill Clinton
loses it in

interview -
admits he's

a murderer

BREAKING:
Donna Brazille
diesin fiery
car crash
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https://money.cnn.com/interactive/media/the-macedonia-story/

_Context
WhatsApp — Metro Bank

Shares in Metro Bank tumble
— again

Investors are getting nervou...
www.bbc.com

Urgent . Guys if anyone has metro
bank account with money or locker.
You need to empty as soon as
possible. The bank is facing lot of
financial difficulties and may be shut
down down or going bankrupt. Their
share price and market capital has
dropped by 85% since last year and
they may not get funding. If your
money or locket gets trapped might
be harder to pull money out or even
loss. Please withdraw all lockers and
keep in a safe place. https://www.bbc
.com/news/business-48215674 (914
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https://image.businessinsider.com/5cd9615f021b4c2f8d5e1464?width=1000&format=jpeg&auto=webp
https://image.businessinsider.com/5cd953a1021b4c302454eb42?width=1900&format=jpeg&auto=webp

__Fake news
Characteristics
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_Psychology of disinformation
Why do we share and viralize fake news?




_Psychology of disinformation
Why do we share and viralize fake news?

Source: Freepik |nanIG


https://www.freepik.es/vector-gratis/manos-que-sostienen-arbol_761268.htm#page=1&query=semilla&position=24
https://www.freepik.es/vector-gratis/empleado-enfadado-oficina_901998.htm#page=1&query=ira&position=3
https://www.freepik.es/vector-gratis/fondo-influencer-redes-social_3466233.htm#page=1&query=compartir%20redes%20sociales&position=10
https://www.freepik.es/vector-gratis/interior-sala-galeria_3924908.htm#page=1&query=poder%20imagen&position=0
https://www.freepik.es/vector-gratis/concepto-protesta-revolucion-conflicto_1355367.htm#page=1&query=protesta&position=1
https://www.freepik.es/vector-gratis/ilustracion-concepto-confirmado_5538959.htm#page=1&query=confirmaci%C3%B3n&position=3
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_How to detect a disinformation campaign
Content: tips

Screenshot pelione Satirical SEM
resources

media Adsense

Source: Freepik |naniG




_How to detect a disinformation campaign e
Images

3 checks:

= Metadata analysis
= Error Level Analysis (ELA)

= Reverse image search
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https://ep01.epimg.net/politica/imagenes/2017/10/01/actualidad/1506885911_363023_1506894626_noticia_normal.jpg
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_How to detect a disinformation campaign
Use case 1: image analysis: metadata

Image Verification Assistant

- .
E Xl ﬂ-o O | helps you to analyse the veracity of online media

= FotoForensics =3
= Reveal

" [mgOps

= Get-Metadata

= Jeffrey's Image Metadata Viewer

‘ile Modification Date/Time :2017:10:01 23:50:27+02:00
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_How to detect a disinformation campaign
Use case 1: image analysis: ELA

» Based on the compression levels of an image - change
- almost imperceptible color change

= Forensically
= FotoForensics

» Reveal

Ingenia
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_How to detect a disinformation campaign
Use case 1: image analysis: ELA

Map 0

e
Double JPEG quantization ‘ JPEG blocking Error Level Analysis (ELA)
inconsistencies (DQ) artifact inconsistencies (BLOCK) Whatdoss it mean?
What does it mean? JPEG Ghosts (GHOST) What does it mean?
What does it mean? Map 4

Map 5 Quality: 100 Map6

P ‘ P
.Y .

PN T ————

High frequency noise (WAVELET)

What does it mean?

Median filtering
noise residue (MEDIAN)

What does it mean? What does it mean?

CAGl-Inversed
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_How to detect a disinformation campaign
Use case 1: image analysis: reverse image search

= Google images " Tineye
» BING images » Reveal
= Yandex images = IntelX
= Baidu » RevEye Reverse Image Search

Visually similar images

Ingenia



_How to detect a disinformation campaign
Use case 1: image analysis: reverse image search

Pages that include matching images

There's fake news in Catalonia too | In English | EL PAIS
https://elpais.com » In english » Catalan Secessionist Challenge ~

980 = 570 - Oct 2, 2017 - From this Sunday, with the use of real and fake images and
ﬂ interpretations in line with the international views that prevail in Russia, the

Catalan ...

Fake images from the Catalan referendum shared on social ...
https://elpais.com » In english » Catalan Secessionist Challenge ~

980 x 570 - Oct 6, 2017 - This past week several fake photos and videos of police
ﬂ action during the referendum in Catalonia have been used to denounce the actions

Catalonia secession: 'Help Catalonia': a video full of ... - El Pais
https://elpais.com » In english » Catalan Secessionist Challenge ~

ﬂ 980 x 570 - Oct 17, 2017 - Propaganda-style film by Catalan independence
association Omnium ... blog, which aims to analyze and pick apart fake news and

falsehoods.

Fake news: Russia, misinformation and social networks | In ...
https://elpais.com » In english ~
980 x 570 - Dec 4, 2017 - ... it used a mix of DDOS attacks and fake stories to fan
W ethnic riots in Estonia .. There's fake news in Catalonia too - Russian meddling
machine ...

Ingenia



_How to detect a disinformation campaign
Use case 1: image analysis

MALDITO BULO . A
MB @malditobulo ¢ s ,
o NO.

Leifota esTalsg . The photo is a fake.
La estelada es un montaje. : L
The 'estelada’ is a
montage.

T BULO

Foto de Pulitzer. Ho sento, no se qui és

N09900:80

No, la foto es falsa. La bandera es un montaje.

@malditobulo
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https://twitter.com/malditobulo/status/914422736809873409

_How to detect a disinformation campaign
Use case 2: SNA analysis - Chile

#ChileDesperto #ChileQuiereCambios

Ingenia



_How to detect a disinformation campaign
Use case 2: SNA analysis - Chile
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kim36894175

RT @DanielaMarBrav: The Chilean
community in Edinburgh, Scotland
expressed their solidarity with

the Chilean people. English subtitles.
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Improving Security Together

_How to detect a disinformation campaign

Use case 2: SNA analysis - Chile NODESge

A project from the socialmedia

Joined Twitter
weets [l Favorites [E@ DescriptididDate (UTC) Ed
29 0

Vertex Pair
Vertex i i Ratio ollowed llowers

zonal_h 0 21/10/2019 3:23
alexiac01860364 ________ 10 0 8 15 tengo un pu  24/10/2019 8:08
skruffy21 0 0 57 0 22/10/2019 11:07
marafer04736487 [ o[ 1 opo0/ 0333 0000/ 0638/ 0000/ 0000 0 0 20 1 24/10/2019 20:18
anabarriga7 5 0 70 13 21/10/2019 5:23
nicols91660596 1 0 3 0 Ingeniero er 25/10/2019 5:48
mery71238245 27 0 115 13 20/10/2019 20:39
ripealan 16 0 82 74 26/08/2019 18:37
monserratsovier 3 0 13 4 AntiyutaAnti 24/10/2019 18:50
pierre_goddard 24 0 59 0 suefia como 13/07/2019 20:21
javipaz68544374 63 0 19 21 20/10/2019 23:10
seba22066473 4 0 8 3 [ctcHle X 08/09/2019 9:15
laura73697329 0 0 3 0 Preocupada 25/10/2019 6:03
ncoo28819718 9 0 234 69 29/07/2019 2:46
carlos34662155 82 0 145 70 02/09/2019 16:30
alesitacarrill2 49 0 140 276 19/10/2019 2:46
carla61335928 10 0 25 0 21/10/2019 7:30
felipe23759702 3 0 221 119 16/10/2019 17:49
christo08999088 4 0 12 2. 22/10/2019 14:32
marciamabel4 55 0 11 15 QOTodo por  25/10/2019 2:49
spinniko 2 0 10 3 Contrala co 23/10/2019 17:10
martin32503089 20 0 2 1 ?iquiqueﬁ 25/10/2019 6:57
kingo91270569 1 0 142 10 21/10/2019 4:37
aellyn5 2 0 6 6 18/10/2019 21:50
javiera18168480 [0l 0000/ 0000/ 0000 0429/ 0000/ 0000 5 0 7 0 25/10/2019 4:16
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_How to detect a disinformation campaign
Use case 2: SNA analysis - Chile
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_How to detect a disinformation campaign

Use case 2: SNA analysis - Chile
v !

¥ |, Profile image for @kim36894175 @Kim36894175 3.7/5 . /‘
English-specific features Language-independent Bot score based on (2]
features 2 ol -
_ Profile Tweet Details Feedback
Friend: =t Language-independent: 37
L 2l Tweet language: es
- Complete Automation Probability: 36%
User: 4.1
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https://botometer.iuni.iu.edu/#!/

_How to detect a disinformation campaign

Web resources

Nevtral

S FacTCHECK .ORG °

%opes

FIRSTD

RAFT

Jauaehac

IRKDT
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_How to detect a disinformation campaign
Resources: browser extensions

Fake News Detector

E’ NewsCracker

InVID  Fake video news debunker by InVID

O GitHub Fake Video Forensics

Ingenia



_How to detect a disinformation campaign
Disinformation as a Service

Negative disinformation

il

@

Publication of
articles in
reputable media

More posts
per minute

ﬂ

Creation of
botnets for
content
propagation

Greater scope
Available 24
hours

0%.0-3

Creating social
network
accounts

2.9.°00

Use of accounts

/_\/_/\ | \
l V’_\/\j_/l'l. / with previous v
'/_/\/ history
l L] H
9 ° i i f y | n Attracting u
followers in '
‘ |—| social networks 1—| ' h
— —

Negative campaign 4,200%

Type of service

1,000 character
post

Publication in
Social Networks

Content on
Facebook

Content on
LinkedIn

SEO Services

Social Media
Marketing

Dissemination in
other media

Cost

15%

8%

150$

200$

1,500$

From $180

350-5005/month
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_How to deal a disinformation campaign
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Google Ads

Ingenia



_Conclusions

'g a’
The rules of the éame ed, this is the new
propa r2.0



_Conclusions

Change of mentality

contrasting information
+ common sense
+ critical thinking
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_Conclusions

Training and awareness
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_Conclusions

“A lie repeated-(shared) a

thousand times becomes truth”

Joseph Gobbels
German Minister of Public Enlightenment and
Propaganda during the Third Reich

Ingenia
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