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About us 

• EU Institutions’ own CERT 

• Operational support for the internal IT teams 

• Supports 60+ entities 

• Defense against targeted cyber threats 
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Constituents 

• Around 60 organisations 

• From 40 – 40.000 users 

• Seperate, heterogenous networks 

• Cross-sectoral 

– Government, foreign policy, embassies 

– Banking, energy, pharmaceutical, chemical, food, telecom 

– Maritime, rail and aviation safety 

– Law enforcement (EUROPOL, FRONTEX, EUPOL) and justice 

– Research, hi-tech, satellite navigation (GALILEO), defence (EUMS, EDA) 

• High-value targets 
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Peers - Partners 
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Hunting 



Threat Intelligence 

Key questions 
 

• What? 

 

• Who? 

 

• Why? 

 

• How? 

 

• When? 

 

• Where? 

 

Risk management 

• Intelligence needs to serve a purpose 

• Not all risks are equal 

• Situation is not static 6 

Victims 

http://www.networkgroup.biz/


CTI Architecture 

Threat data Threat data 
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Σ 

Let’s Gather All Badness 
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Technical intelligence 
 

 

 
 

 

 

 

 

 

 

 

Tactical intelligence 
 

 

 

 

 
 

 

 

 

 

 

Knowledge Basis oriented Data flow oriented 

 3 Classes 
 Surveillance 

 Operations 

 Cases 

 Targeted Domains 

 Targeted Sectors 

 Time Period 

 Intent 

 First seen / Last seen 

 

 6 Categories 
 Malware (families) 

 Exploits 

 Tools 

 Infrastructures 

 Attack Patterns (S) & (G) 

 Intended Effect 

 Kill Chain 

 First seen / Last seen 

 

 5 Motives 
 Cyber-Crime 

 Cyber-War 

 Cyber-Espionage 

 Hacktivism 

 Jihadism 

 Country 

 Type 

 Activities 

 First seen / Last seen 

 

 Context 
 Timing 

 Sighting 

 Killchain 

 IOCs 
 Raw 

value 

 Types 

 Detection 

mechanisms 
 YARA 

 SNORT 

 Accuracy 
 FP / TP 

feedback 

 Checks 

 Time-To-Live 



STIX – TTP Data Model 
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STIX – TTP Data Model CERT-EU – TTP Implementation 

ID YES 

TIMING YES (First Seen / Last Seen) 

TITLE / DESCRIPTION YES 

INTENDED EFFECT YES 

BEHAVIOR ATTACK PATTERNS (Generic) – KB1 

(Specific) – KB2 

MALWARE KB3 

EXPLOITS KB4 

RESOURCES TOOLS KB5 

INFRASTRUCTURES KB6 

PERSONAS Not used 

VICTIM TARGETING IDENTITY YES (Org / Country / Sector level 

not structured yet) 

TARGETED SYSTEM Not used 

TARGETED INFO Not used 

TARGETED TECH 

DETAILS 

Not used 

EXPLOIT TARGETS Not used 

RELATED TTPs YES 

KILL CHAIN YES 

INFORMATION SOURCE YES 



TTP Knowledge Bases 

KB1 - Attack Patterns (G) 
Web Appl. Scanning, Social Media 

Intell Collection, Malicious Office docs, 

Phishing, SWC, Spoofed Websites, 

DoS, Defacement, Doxing, etc 
 

• Common techniques used by 

attackers 

• Only for trends / basic profiling 

• Useless for attribution 

 

Started: November 2015 

Entries: 10+ 
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KB2 - Attack Patterns (S) 
Malicious Tor exit nodes, DGA, Single 

hit, trojanised software (TrueCrypt), 

stalling code, COM object hijacking, 

desktop shortcuts redirection, satellite 

links hikjacking, etc 
 

• Special techniques not accessible to 

any attacker 

• May be used for attribution and 

characterisation of malware. 

 

Started: mid 2015 

Entries: 30+ 

KB3 - Malware 
RAT / backdoor (BlackEnergy, PlugX, 

njRAT, Snake, Sofacy, xxxDuke, …), 

ransomware/ banking trojan 

(TeslaCrypt, CryptoWall, GPCode, 

Dridex, Shifu, Dyre, …), etc 
 

• Malware family level 

• Focus on malware used in targeted 

attacks 

• Importance of Detection 

Mechanisms 
 

Started: mid 2013 

Entries: 600+ 

KB4 - Exploits 
Exploit Kits, CVE (?) 
 

• Symmetrical to CVE /              

Exploit Target ? 

 

 

 

 

 

Started: Jan 2016 

Entries: 30+ 

KB5 - Tools 
Legitimate tools re-purposed or 

customised for malicious use: Shell, 

port scanners, web vulnerability 

scanners, sql injection tools, key 

loggers, password cracking etc,.  
 

• Understanding TTP supply chain 

 

 

 

Started: Nov 2015 

Entries: 60+ 

KB6 - Infrastructures 
Delivery infra (phishing, watering hole, 

etc), C2 infra, bots, forums, malware 

sites, darknets, etc 
 

• Pivoting for attribution 

 

 

 

 

Started: Nov 2015 

Entries: 30+ 



CTI Architecture 

 

 
CTI Fusion  
Platform 

 
 
 

Consumers 
 

Let’s Use it to Detect Stuff 
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IOCs 

Rules 

Detection-

Mechanisms 



DBIR 2015 

• 60% of attacks don't use malware 

 

• 3% overlap of indicators 

 

• Most indicators have a lifetime of only 1 day 

 

• 60% of organisations compromised within minutes 

 

• Very few breaches are detected using IOCs 
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Race 

2015 Verizon DBIR 12 



Typical Challenges 

• Technical indicators of compromise very short-lived 

– Domains: Very high number of domains, freshly registered 

– IPs: Changing: active, parking, legit 

– MD5: Victim-specific signatures 

– Email metadata: changing on a daily basis 

• Blending in with the user 

– User agent 

– Proxy credentials 

– Legitimate accounts (also admins) 

– Timing / batch processing 

– Legitimate domains as C&C 
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Ke3Chang 

Teleramafr.com Lemondebe.org istafrica2013 belgiquede.com belgabe.com 

26-Apr-13 198.100.113.60 

26-Apr-13 None 

8-May-13 198.100.113.60 

14-May-13 193.43.125.242 

20-May-13 65.55.57.21 65.55.57.29 

21-May-13 192.69.237.25 

30-May-13 192.69.237.25 216.158.76.216 216.158.76.216 93.46.8.89 142.4.40.230 

12-Jun-13 193.191.245.4 68.232.45.233 193.43.125.242 93.94.105.162 

6-Jul-13 108.62.206.68 108.62.206.68 

19-Jul-13 193.43.125.242 193.43.125.242 

31-Jul-13 122.10.83.51 

25-Aug-13 198.100.114.14 

6-Sep-13 122.10.83.51 

30-Sep-13 103.246.244.196 103.246.244.196 103.246.244.196 

24-Oct-13 93.94.105.162 

14-Dec-13 203.84.187.111 62.116.182.44 

30-Dec-13 None None 

18-Mar-14 192.69.236.176 

31-Mar-14 137.175.36.18 137.175.36.18 137.175.36.18 137.175.36.18 137.175.36.18 

28-Apr-14 50.118.255.47 50.118.255.47 

14-May-14 65.19.157.196 65.19.157.196 

19-May-14 69.46.84.51 

22-May-14 None 

3-Jun-13 50.117.115.84 

15-Jun-14 None None 

27-Jun-14 None None 59.24.3.173 

21-Jul-14 50.118.255.47 

2-Aug-14 173.193.106.11 

1-Feb-15 For sale Sinkholed For sale 192.199.250.138 For sale 
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C&C Communications 
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Snake 
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Collection Challenge 

– Large diversity of information sources 

– Formatted, unformatted, PDF 

– Massive overload of information 

– Overwelming amount of irrelevant information 

– Accuracy not guaranteed 

– Unclear timing 

– Unclear sighting or targeting 

– Large number of false positives 

– Difficult prioritisation 

– Drowning the real positives 
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Constituent Perspective 

• Limited human resources  

• Specific IT security tools 

• Limited capacity for the implementation of detection rules 

• Specific security policies 

 

• Automation / Routing 

• Minimise false-positives (in fact they prefer no positives…) 

• Prioritisation on alerts 

• Actionable context when needed 
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CTI Architecture 

Selection 
Plausibility 
Enrichment 
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Formatting 

Routing 
Course of Action 
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Knowledge Bases 

(TTPs / TAs / Campaigns) 
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Threat data 

Shared 
Threat data 

 
 
 

CERT-EU 
 

CTI Fusion  
Platform 

 
 
 

 
 

Open Source 
 
 

 
 

Partners 
 
 

 
 

Peers 
 
 

Sources 
 
 

Constituents 
 
 

 
 

Partners 
 
 

 
 

Peers 
 
 

Consumers 
 
 

Constituents 
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Workflow 



Input Handling 

Technical checks (automated) 

• Constituent & Partners ranges 

• TLD/SLD check 

• Alexa ranking 

• YARA validator 

 

Source 

• Reliability 

• Redundancy 

 

Risk 

• Targeting / promixity 

• Threat level 
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Contextualisation 

• Timing 

• Targeting 

• Kill chain 

 

 

Correlations 

• Provided 

• Detected 

• Researched 

 

 

 

 



Contextualisation 

Raw Minimal Context 

Timing 
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Targeting 

Continent 

Sector / 
Industry 

KillChain 

1. Scan/Reco 
2. Weapon 
3. Delivery 
4. Exploit 
5. Install 
6. CnC 
7. Actions 

Country 

Organisation 

Extended Context 

TTP Campaign Actor 
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Minimal Context : Poor 
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Timing 

   Detect_date 

   First seen 

   Last seen 

KillChain 

Targeting 

   Geoloc 

   Sector 

Contextualisation 

 

Timing 

   Detect_date 

   First seen 

   Last seen 

KillChain 

Targeting 

   Geoloc 

   Sector 

Contextualisation 

 



Minimal Context : Better 
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Timing 

   Detect_date 

   First seen 

   Last seen 

KillChain 

Targeting 

   Geoloc 

   Sector 

Contextualisation 

 

 

 

 
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Timing 

   Detect_date 

   First seen 

   Last seen 

KillChain 

Targeting 

   Geoloc 

   Sector 

Contextualisation 

 

 

 

 
 

Minimal Context : Better 



World-Class - EU-I 
might be 'opportunity' or 
'collateral' victims of 
major world-wide threats 

EU Nearby - Targeting 
close partners (e.g. NATO, 
USA) 

EU-Centric – Targeting  
EU Member States 

EU-I – Targeting constituents 

High 

Very sophisticated  APT 

Medium 

Targeted, unsophisticated 

Low 

Non-targeted attack / malware 

Proximity 

Threat Level 

Threat Scope 

World-Wide EU-nearby EU-centric EU-I 

HIGH 

MEDIUM 

LOW 

Threat level 

Out of  scope = 'noise' 

High priority threat 

High 

priority 

High 

priority 

High 

priority 

Medium priority threat 
Medium 

priority 

Medium 

priority 

Medium 

priority 

Low priority threat 

Low 

priority 

Low 

priority 

Low 

priority 

Proximity / Threat Level 
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Extended Context – Example 1 

WHO - Threat name 

 Threat Actor 

WHERE - Geographical targeting 

 1st Threat Proximity Metric 

 

WHERE - Sectoral targeting 

 2nd Threat Proximity Metric 

 

 

Outside World 

EU Nearby 

 EU-Centric 

Constituency 

South-East Asia 

WHAT - Campaign 

 Cyber Espionage 



Extended Context – Example 1 

Command & Control 

HOW – TTP & Kill Chain 

Time To Live 

Detect 

Time 

Current 

Time 

Domains 

MD5 

Create 

Time 

WHEN – Timing 

 

Timing 
 

   Detect_date 
 

   Start_date 
 

   End_date N/A 

KillChain 
 

Targeting 
 

   Geoloc 

   Sector 
 
 

Contextualisation 

 



Extended Context – Example 2 

HOW – TTP & Kill Chain 

Timing 

   Detect_date 

   Start_date 

   End_date N/A 

KillChain 
 

Targeting 

   Geoloc 

   Sector 

Contextualisation 

 
 

 

… 

WHERE ? 

Outside World 

EU Nearby 

 EU-Centric 

Constituency 
World-Class 

??? 

WHEN 



Success Factors for 

Enrichment 

• Taxonomy 

 

• Correlation 

– Previous incidents in the constituency 

– Previous reports 

– Intensity 

– TTPs / Actors / Campaigns 

 

• Unique TTPs 

– Behaviour 

– Unique patterns 

– Effective detection rules 
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Pivoting via TTP 

Incident 1 

Incident 3 
Incident 2 

Incident 1 

Incident 3 

Incident 2 

Unique TTPs 

Yara  

Snort 
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Success Factors for Output 

 

• Adapting the product to the audience 

– Drawing from the intell and context 

– Adapting content and format 

– Timing 

• Routing / Course of Action 

– What to do (prevent, detect, block, hunt) 

– How 

• Respect the sharing limitations (TLP) 

• Anonymisation (sources / victims) 

• Automation when possible 

• Escalation when needed 
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Adapting the Product to the 

Audience 

• Immediate reaction to threats: Detection, 

Prevention, Reaction (eradication, recovery), Report 

• Dynamic feeding cyber-defense tools: IDS, IPS, 

SIEM, Security Scanners, Mailguard, Firewalls, etc 

 

 

• Cyber-defense teams 

• IT administrators 

(or direct tool feeding) 

 

(Near real-time  

->  

Towards full 

automation) 

 

Indicators  

Signatures  

Rules 

Detection 

Mechanisms 

(CIMBL) 

• Understanding cyber-attacks tactical context: threat 

type and level, timing of events, 

techniques/malware.  

• Planning structured course of actions for permanent 

protection 

• CIO 

• Cyber-defense teams 

 

For every 

significant 

campaign 

Threat Alert 

Report 

(CITAR) 

 

• Understanding the broader context.  

• Strategic context: profile, motives, new 

techniques/tactics, sector and location of victims, 

business risk.  

• Planning high level actions for non-technical 

treatment of the threat. 

• CEO 

• Business VP 

• CIO 

 

Periodic Bulletin  

Threat 

Landscape 

 

Security 

Brief 

T
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a
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g
ic
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Routing / Course of Action 

 
 

Indicators 
Observables 

 

 
 

Actors 
TTPs 

Campaigns 
Courses of Action 

Targets 
Incidents 

Organisations 
 

CTI Fusion 
Products 

SNORT 

STIX / 
Cybox 

MISP  

YARA 

CSV 

SOURCEFIRE 

SURICATA 

Q-RADAR 

ARCSIGHT 

SPLUNK 

TH0R 

nCASE 

Proxy 

Detection 

Firewall 

Σ 

Δ 

Δ 

Δ  Σ 

Δ 

Δ 
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Feedback +/- 

Products 

SNORT 

STIX / 
Cybox 

MISP  

YARA 

CSV 

SOURCEFIRE 

SURICATA 

Q-RADAR 

ARCSIGHT 

SPLUNK 

TH0R 

nCASE 

Proxy 

Detection 

Firewall 
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Indicators 
Observables 

 

 
 

Actors 
TTPs 

Campaigns 
Courses of Action 

Targets 
Incidents 

Organisations 
 

CTI Fusion 



Constituents DMZ 

CERTs 

Partners 

CSV 

CSV 

CSV 

PGP email or 

PGP email or 

PGP email or 

CERT-EU 

Internal 

Sharing 

Rules 

 

 

 

 

 

 

 

 

 

 

Rule 1 

Rule 2 

Rule 3 

Sharing Groups 

 
CERT-EU 

 

CTI Fusion 
Platform 

 
 

35 



Sharing Groups 
 

1. Constituents 

2. CERTs 

3. Partners (NDA) 

Sharing 

Criteria 

 

• TLP 

• Proximity 

• Producer 

Sharing Rules 

 

Rule1 : (TLP <> RED) AND (TargetedDomain <> Outside World)  

 

Rule 2 : (Producer = 'Constituent ' OR  'CERT-EU')  AND (TLP <> 'RED')  

 

Rule 3 : (Producer = 'Constituent ' OR  'CERT-EU')  AND (TLP <> 'RED' OR 'AMBER")  

Sharing Security 

 

• Sharing = workflow-based 

• Export control to avoid errors  

• TLP enforcement 

• Encryption 

• Anonymisation 

• Source security 

• Data Protection enforcement 

Sharing Rules 



Disruptive Change in Risk 

– Change in proximity of a high threat actor 

– Detection in the constituency of a high threat actor 

 

– Alert + Context 

– Active hunting 

 

– « Don’t wait until Monday » 
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Some Open Issues 

– How to manage lifetime of the data 

– How to remove data downstream 

 

 Ageing window – Time-To-Live (TTL) 

 Feedback positives/false positives 

 Full set ('master_ioc') 

 

– How to control sharing groups downstream 

– Implement Routing / Course of Action 

– How to maintain the treasure trove of TTPs 

• Dependent on human contacts 
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Outlook 

• Network of interacting CTI fusion centers 

 

• World-wide sensor network 

 

• Signature-less detection 
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Outlook - Automated 

End-to-end Workflow 

CTI 
Fusion 

CTI 
Fusion 

Partner A 

Partner B 

Remote 
sensors 

My Organisation 

Internal 
sensors 

…. 

CTI 
Fusion 

CTI 
Fusion 

Partner C 

Partner D 

Key Objectives 
• Structured 

• Automated 

• Contextualised and actionable  

CTI 
Fusion CTI data CTI data 

Remote 
sensors Remote 

sensors 

Remote 
sensors 

…. 



Thank You 

http://cert.europa.eu/  
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More On Cyber Threat Contextualisation 

 
https://www.sstic.org/media/SSTIC2015/SSTIC-

actes/contextualised_and_actionable_information_sharing_/SSTIC2015-Article-

contextualised_and_actionable_information_sharing_within_the_cyber-security_community-garnier.pdf 

http://cert.europa.eu/

