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EU Institutions’ own CERT
Operational support for the internal IT teams

Supports 60+ entities
Defense against targeted cyber threats
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« Around 60 organisations
 From 40 — 40.000 users
« Seperate, heterogenous networks

« Cross-sectoral
— Government, foreign policy, embassies
— Banking, energy, pharmaceutical, chemical, food, telecom
— Maritime, rail and aviation safety
— Law enforcement (EUROPOL, FRONTEX, EUPOL) and justice
— Research, hi-tech, satellite navigation (GALILEO), defence (EUMS, EDA)

« High-value targets
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Key questions

What?

«  Who?

«  Why?

« How?

«  When?

Where?

Risk management

* Intelligence needs to serve a purpose
* Not all risks are equal

« Situation is not static

Threat Intelligence
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Sources
. Consumers
Constituents >3
Threat data Threat data Constituents
Peers
CTI Fusion Peers
Partners > Platform >
Partners
Open Source
Technical intelligence Tactical intelligence
Data flow oriented Knowledge Basis oriented
Incident ; ; Observable ThreatActor ; . ;
v I0Cs v' Context v" 5 Motives v 6 Categories v' 3 Classes
> Raw » Timing » Cyber-Crime > Malware (families) » Surveillance
value » Sighting » Cyber-War > Exploits » Operations
» Types » Killchain » Cyber-Espionage > Tools » Cases
v v . » Hacktivism » |Infrastructures v Targeted Domains
Accuracy Detection > Jihadism > Attack Patterns (S) & (G) ¥ Targeted Sectors
> FP/TP mechanisms v Country v Intended Effect v Time Period
feedback > YARA v Type v Kill Chain v Intent
> Checks » SNORT v Activities v First seen / Last seen v First seen / Last seen
> Time-To-Live v' First seen / Last seen
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STIX - TTP Data Model
ID
TIMING
TITLE / DESCRIPTION
INTENDED EFFECT
BEHAVIOR ATTACK PATTERNS

MALWARE
EXPLOITS
RESOURCES TOOLS
INFRASTRUCTURES
PERSONAS
VICTIM TARGETING IDENTITY

TARGETED SYSTEM
TARGETED INFO

TARGETED TECH
DETAILS
EXPLOIT TARGETS
RELATED TTPs
KILL CHAIN

INFORMATION SOURCE

STIX-TTP Data Model

CERT-EU — TTP Implementation
YES
YES (First Seen / Last Seen)
YES
YES

(Generic) — KB1
(Specific) - KB2

KB3
KB4
KB5
KB6
Not used

YES (Org / Country / Sector level
not structured yet)

Not used
Not used

Not used

Not used
YES
YES 8
YES
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TTP Knowledge Bases

KB1 - Attack Patterns (G)

Web Appl. Scanning, Social Media
Intell Collection, Malicious Office docs,
Phishing, SWC, Spoofed Websites,
DoS, Defacement, Doxing, etc

« Common techniques used by
attackers

* Only for trends / basic profiling
» Useless for attribution

Started: November 2015
Entries: 10+

KB4 - Exploits
Exploit Kits, CVE (?)

+ Symmetrical to CVE /
Exploit Target ?

Started: Jan 2016
Entries: 30+

KB2 - Attack Patterns (S)

Malicious Tor exit nodes, DGA, Single
hit, trojanised software (TrueCrypt),
stalling code, COM object hijacking,
desktop shortcuts redirection, satellite
links hikjacking, etc

» Special technigues not accessible to
any attacker

* May be used for attribution and
characterisation of malware.

Started: mid 2015
Entries: 30+

KB5 - Tools

Legitimate tools re-purposed or
customised for malicious use: Shell,
port scanners, web vulnerability
scanners, sgl injection tools, key
loggers, password cracking etc,.

* Understanding TTP supply chain

Started: Nov 2015
Entries: 60+

KB3 - Malware

RAT / backdoor (BlackEnergy, PlugX,
njRAT, Snake, Sofacy, xxxDuke, ...),
ransomware/ banking trojan
(TeslaCrypt, CryptoWall, GPCode,
Dridex, Shifu, Dyre, ...), etc

+ Malware family level

* Focus on malware used in targeted
attacks

* Importance of Detection
Mechanisms

Started: mid 2013
Entries: 600+

KB6 - Infrastructures

Delivery infra (phishing, watering hole,
etc), C2 infra, bots, forums, malware
sites, darknets, etc

+ Pivoting for attribution

Started: Nov 2015
Entries: 30+
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CTI Fusion IlQouﬁeSs e
E— — onsumers ——
Platform Detection-
Mechanisms
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* 60% of attacks don't use malware

« 3% overlap of indicators

* Most indicators have a lifetime of only 1 day

« 60% of organisations compromised within minutes

« Very few breaches are detected using IOCs

11
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« Technical indicators of compromise very short-lived
— Domains: Very high number of domains, freshly registered
— IPs: Changing: active, parking, legit
— MD5: Victim-specific signatures
— Email metadata: changing on a daily basis
« Blending in with the user
— User agent
— Proxy credentials
— Legitimate accounts (also admins)
— Timing / batch processing
— Legitimate domains as C&C

13
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Teleramafr.com

26-Apr-13198.100.113.60
26-Apr-13None
8-May-13198.100.113.60
14-May-13
20-May-1365.55.57.21
21-May-13
30-May-13192.69.237.25
12-Jun-13193.191.245.4
6-Jul-13108.62.206.68
19-Jul-13193.43.125.242
31-Jul-13
25-Aug-13
6-Sep-13
30-Sep-13
24-Oct-13
14-Dec-13
30-Dec-13None
18-Mar-14
31-Mar-14137.175.36.18
28-Apr-14
14-May-1465.19.157.196
19-May-14
22-May-14
3-Jun-13
15-Jun-14
27-Jun-14None
21-Jul-14
2-Aug-14
1-Feb-15For sale

Lemondebe.org

216.158.76.216
68.232.45.233

198.100.114.14
122.10.83.51
103.246.244.196

203.84.187.111
137.175.36.18
50.118.255.47
69.46.84.51
None

50.117.115.84
None

Sinkholed

istafrica2013

193.43.125.242
65.55.57.29

216.158.76.216
193.43.125.242

108.62.206.68
193.43.125.242

None

137.175.36.18

65.19.157.196

None

For sale

Ke3Chang

belgiquede.com

192.69.237.25
93.46.8.89

122.10.83.51

103.246.244.196

62.116.182.44

192.69.236.176
137.175.36.18
50.118.255.47

59.24.3.173
50.118.255.47
173.193.106.11
192.199.250.138

belgabe.com

142.4.40.230
93.94.105.162

103.246.244.196
93.94.105.162

137.175.36.18

None

14
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*
DOSSIER ELECTIONS EUROPEENNES =

SPECIAL “ % RESULTATS & ANALYSES
.EU

E foile (A cede Encemoment
leblog delaredaction lasociétecivile Elections européennes 2014 | Commission 2014-2019 | Ukraine

L'Union européenne Les Etats membres Les politiques européennes

Sept 2015

A LA UNE
Les estimations des résultats en France WakeNet

NEW: Research Needs Rep to Europe!
Workshop 2015
'*} Workshop 2014 This website is dedicated to the topic of aircraft wake turbulence and has been created as part of
I R ﬂe-de- France [ 1D depute Workshop 2013 the WakeNet3-Europe Coordination Action project. After having served the community for more
. et Ftanqais hors de Franc 'WNB3E Partners than four years between April 2008 and July 2012, the WakeNet3-Europe project is now
wi T terminated.
Est Previous WakeNets  AS of today, no project in succession has been funded. But despite the funded project no longer
s " Wake Vortex Projects
Publications
Stemap Border
Logln/LogOut Ho ne
38 (04

£ [ (7 ABOUT AGENCY  ACTIVITY PUBLIC APPEALS ACCESS TO PUBLIC INFORMATION CONTACTS
A \
i i Walrerlet.? Europe Management  Maintasks ~ Structure  Symbolics  History
o Aot ok

14 January 2016
In the framework of bribery control the State Border
Guard Service of Ukraine is being actively reformed and
prevents corruption in the SBGS

11 November 2015
9 The situation in checkpoints of entry and exit on the line of
demarcation in the area of ATO

09 November 2015
Two citizens of Uzbekistan attempted to bribe border
guards at "Boryspil" airport

ard Service of Ukr; u irrevocably hda begun the reforming process, - 20 August 2015

including the fight against corrupt his direction, established efiective cooperation ; ;
with internaional organizations, including 101 and the Offics of NATO 11 Ukraine. Bouiegauandscanatit ougviolataisin zakapaiia

Gaa Ja

Actual News We are around the web

Border guards detained 4 citizens of Somalia in Bukovyna

18 August2015 g
Within the "Frontier-2015" joint operation yesterday the border guards and the representatives of the
Security Service of Ukraine have detained four illegal migrants in Bukovyna.

More.

Nov 2015

16
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— Large diversity of information sources

— Formatted, unformatted, PDF

— Massive overload of information

— Overwelming amount of irrelevant information
— Accuracy not guaranteed

— Unclear timing

— Unclear sighting or targeting

— Large number of false positives

— Difficult prioritisation

— Drowning the real positives

17
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« Limited human resources

« Specific IT security tools

« Limited capacity for the implementation of detection rules
» Specific security policies

« Automation / Routing

« Minimise false-positives (in fact they prefer no positives...)
 Prioritisation on alerts

« Actionable context when needed

18
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Sources

Constituents

Peers

Partners

Open Source

Selection
Plausibility
Enrichment

Contextualisation

Collected
Threat data

CERT-EU

CTI Fusion
Platform

Validation
Correlation
Checks
Refresh
Taxonomy
Knowledge Bases
(TTPs / TAs / Campaigns)

Workflow

Feedback
True Positives

False Positives ‘

Consumers

Shared

Threat data Constituents

Peers

Partners

Selection
Formatting
Routing 19
Course of Action
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Technical checks (automated) Contextualisation

« Constituent & Partners ranges « Timing
 TLD/SLD check « Targeting
« Alexa ranking « Kill chain

*  YARA validator

Source Correlations
« Reliability * Provided
 Redundancy « Detected

e Researched

Risk
« Targeting / promixity
* Threat level

20
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Minimal Context Extended Context

Start Date
(or First Seen)
End Date
(or Last Seen)

. CnC
. Actions

Organisation

Targeting KillChain
Continent
Types | Values o SN TTP | Campaign
. Weapon
. Delivery
Sect .
[ . Install

21
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Minimal Context : Poor

csdns.com Domain
cs.com Domain

Contextualisation

-analytics.dynaliacs.com Domain

X

XX

lash.js  URL Timing
.48.222  IP Address Detect_date
.51.43 IP Address First seen
41.175 IP Address Last seen
8.196 1P Aqdress KillChain
mg.ca Domain i
g.ca Domain Targeting
ng.ca pomain Geoloc
yimg.ca  Domain Sector
mg.ca Domain

rg.tw Domain

yimg.ca  Domain
/exru.com Domain
yandexru.com Domain
124,56 IP Address
55.122 IP Address
120.16 IP Address
rivacy_security.htm  URL
n/news/dochunter.asp?hostid=URL
stid= URL
line.asp?hostname= URL
48.125 IP Address
216.124  IP Address

¢ Block traffic to the following domains:

arabooks.ch
artas.org

tsoftonline.com

www.eamtm.com

news.grouptumbler.com
¢ Block traffic to the following IPs:
200.63.46.23
194.38.160.153
95.128.72.24
72.34.47.186
188.40.99.143
85.95.236.114

Contextualisation

Timing X
Detect_date
First seen
Last seen

KillChain

Targeting
Geoloc

XX

Sector

22
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Minimal Context : Better

Contextualisation

Timing
Detect_date
First seen
Last seen

KillChain

Targeting
Geoloc
Sector

v

xS X

Exploit files
First seen |[Filename SHA1 Size
MDD |
2013-11-04 352540c6A19f2bba2351babad7 3459981133920 946124
2014-03-20 | nota.pdf 5205b09592d5a651ca3f748f0e6401bd48fe7 bda 017093
2014-03-14 | dip.mail march.pdf cb7178abd87d214a28d136bbbafdde33eehb05] 919914
2014-03-11 | Bulletin-PISM- No-31-(625)-March-10-2014. paf 65681390d203871e9c21c68075dbf38944e7828 917093
2014-03-05 | March.pdf 8949c1d82ddaSc2ead0a73b532cdb2elfbb58a0e | 908285
2013-07-01 | paper_format.pdf 74bc93107b1bbae2d98fcabdB19c20bbeBc0f8a | 917003
Droppers
Eﬁwname SHAT Compiled Size
-MA-DD (Al timesin UTC)
2014-04-27 | rcs.DSC_1365527283 jpg f6Nec1b3t3el3dda0474fcfab374b8570edadde | FriAug 210:50:122013 | 430080
2014-03-18 | rcs.18jpg 76311db92e61504596790057 cab/4ee00570755 | FriAug 210:50:122013 | 811008
2014-0313 | res.Ukraine-Gas-Pipelines- | 5a199a75411047903b7ba7851bf705ec545f6da? | FriAug 210:50:122013 | 942080
Security-Report-
March-2014. pdf
2013111 | res.3akas.doc 0e555676e01d8e41d77cdc43489da8381b68084 | Fri Aug 210:50:122013 [ 405504

23
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SECURELIST  mrews - carecomes+  maes -

Contextualisation

Timing v
Detect_date
First seen v
- - ™ Last seen v
e Banking Irojan motet v
= Targeting X
Geoloc
D t .I d A I - IIMF.II!.’-UU.LIU-FU- [ ¥ Sector
e al e na YSIS hxxp://88.80.187.139
/1188.93.174.136
By Alexey Shulmin on April 9, 2015. 2:00 pm hxxp://130.133.3.7
Resolve First Last Source
crl.microsoft.com 2014-10-21 12:11:00 2015-07-21 10:54:00 kaspersky
ardownload.adobe.com 2014-10-19 23:10:00 2015-07-21 10:46:00 kaspersky
fbexternal-a.akamaihd.net 2014-10-21 15:16:00 2015-07-21 10:22:00 kaspersky

24
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Proximity EU-I — Targeting constituents

EU-Centric — Targeting
EU Member States

Threat Level
EU Nearby - Targeting
close partners (e.g. NATO,

USA) ‘_
World-Class - EU-I ‘L Medium ]

might be ‘opportunity’ or Targeted, unsophisticated
‘collateral' victims of

major world-wide threats ‘ Low
~ Non-targeted attack / malware

Threat level

HIGH Medium Medium High High
priority priority priority priority
- High priority threat
MEDIUM L.OV\.It Medium nght - Medium priority threat
priority - priority
priority
E Low priority threat
Low Low
Low priority priority

> Threat Scope
World-Wide EU-nearby EU-centric EU-I 25
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Extended Context — Example 1

SECURELIST THREATS ¥  CATEGORIESY TAGS v EN;:Y;LDPEDIA
The Naikon APT

Our recent report, “The Chronicles of the Hellsing APT: the Empire Strikes Back” began with an introduction to the
Naikon APT, describing it as “One of the most active APTs in Asia, especially around the South China Sea”.
Naikon was mentioned because of its role in what turned out to be a unique and surprising story about payback. It
was a Naikon attack on a Hellsing-related organization that first introduced us to the Hellsing APT. Considering
the volume of Naikon activity observed and its relentless, repeated attack attempts, such a confrontation was
worth looking into, so we did.

Tweet

Tracking Down

Geo-Political Intelligence Across APAC
Victims of the Naikon cyberespionage group

@) Government @ Civil organizations (@ Military organizations

¢ Nepal #China

| | ®Myanmar
/| ¢ Thailand
| ¢ Laos

/‘}1 ambodia
Za

"¢ Vietnam

A partial st of organizations
affected by Naikon in country ‘X"

nilig
Jiiias
— /' Indonesia

pPasXaicoerw

GREAT  KAJPERJKY#

Below is a partial list of organizations affected by Naikon's “operator X's” espionage campaign in country X.

« Office of the President

« Military Forces

« Office of the Cabinet Secretary

= National Security Council

» Office of the Solicitor General

+ Inteligence Services

* Civil Aviation Authority

« Department of Justice

= Federal Police

= Executive/Presidential Administration and Management Staff

WHO - Threat name
- Threat Actor

WHAT - Campaign
- Cyber Espionage

WHERE - Geographical targeting

- 1st Threat Proximity Metric

WHERE - Sectoral targeting
- 2" Threat Proximity Metric

ThreatActor

Campaign

South-East Asia

Constituency

EU-Centric

EU Nearby

Outside World
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Payload

The main module is a remote administration utility. Using SSL, the module establishes a reverse connection to the H OW — TTP & KI I I Ch al n

C&C server as follows: it sets up an outgoing connection to the C&C server and checks if there is a command
that it should execute. If there is, it executes the command and returns the result to the C&C. There are 48
commands in the module’s repertoire, which a remote operator can use to effectively control the victim computer.

This includes taking a complete inventory, downloading and uploading data, installing add-on modules, or working
with the command line.

d085ha82824c 1e61e93e113a705h8e9a 118272 Aug 23 18:46:57 2012 i
b4a8dc9eb26e727eafb6c8477963829¢ 140800 May 20 11:56:38 2013 Indicator
172fd9cce78de38d8chcad605e3d6675 118784 Jun 13 12:14:40 2013 '
74a7e7a4de0da503472H11051h68745 190464 Aug 19 05:30:12 2013

93e84075bef7al1832d9c5aa70135dc6 154624 Jan 07 04:39:43 2014

Command & Control

Here is a partial list of C&C servers and victim locations, demonstrating the geo-specific correlation:

Observable

1D Jakarta linda.googlenow.in

D Jakarta admin0805.gnway.net

D Jakarta free.googlenow.in

D frankhere.oicp.net H H

D Bandung frankhere.oicp.net WH E N TI m I n q

D Bandung telcom.dhtu.info . .

D Jakarta laotel08.vicp.net TI m e To L I Ve
JP Tokyo greensky27.vicp.net Create Detect
KH googlemm.vicp.net Time Time
KH Phnom Penh googlemm.vicp.net

MM peacesyou.imwork.net

MM sayakyaw.xicp.net

MM ubaoyouxiang.gicp.net Domains

MM ‘Yangon htkg009.gicp.net

MD5

Current
Time

CYBER KILL CHAIN®

A ADVANCED
Targeted,
Coordinated,
Purposeful

P PERSISTENT
Month after Month,
Year after Year

==s

T THREAT
Person(s)with
intent, opportunity,
and capability

RECONNAISSANCE
Harvesting email
addresses, conference

information, etc
N \%
WEAPONIZATION
Coupling exploit N m

withbackdoor into N

y
deliverable payload /

DELIVERY

Delivering weaponized
bundle to the victim via
email, web, USB, etc

EXPLOITATION N \\

Exploiting a [_l 5

vulnerability to o Al

§ o Va
9
COMMAND & \\

CONTROL (C2)

Command channel for ° (\\
remote manipulation

of victim //
LWL

INSTALLATION
Installing malware
onthe asset

ACTIONS ON
OBJECTIVES
With‘Hands on
Keyboard access,
intruders accomplish
their original goal

Contextualisation

Timing
Detect_date
Start_date
End_date

KillChain

Targeting
Geoloc
Sector

S ER
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)
<®FireEye

HOW — TTP & Kill Chain

The Teenage Mutant Malvertiser Network

By J.Gomez | FireEye Labs

Since early 2015 FireEye Labs has observed a hig

involving Bedep ad fraud activity and maliciougredirection to Exploit Kit§ via a

Indicator

mulfitude of advertising and search affiliated domains. Among the exploit kifs being
redirected to are well known names like Angler, Magnitude, Nuclear and Rig, each

redirection to an EK sharing a commeon link. We believe this particular operation has

been active since at leagt not prior, and is still very active at fime of this 10

7

Observable

wiiting.

by the “click2." prefixed sub domains alone.

Some of the most acfive destination (or cushion servers as they are commonly refered

to) domains leading to EK's include but are not limited to the following, as you will

notice some domains redirect to more than one EK. WH E R E f?

Angler Magnitude Nuclear Rig / Other
ads.fsinc.biz click2systemaffiiate.com | click2.systemaffiliate.com | click2.systemaffiiate com
Fit. buy-fargeted click2 danarimedia.com | newsdnews015.com buyadverisort. com
traffic.com ado-global.com newsdnews14.com buyadveriview.com
bbwilesbians.xblog.in ads. fsinc biz newsdnews15.com buyadviist.com World-Class .
find-everything.info click upperseekercom | newsdnews2014.com dealadvdeds com Constituency
litle-finder.me death-fostock.com newsdnews2015.com dealsadvdeds.com
megafinder24 info find-all biz dealsadvdeds.com
searchl.or find-everything.info buyadvertview.com .
seurchweiﬂnd org globuLs:;rchil biz " ??? N EU-Centric
fruesearchresults.com integrosearch.com
webwebfind.com lile-fincler.me
newsdnews0l5.com megcfinder24.info EU Nearby
news4news!4.com milsecirch.net
news4news!5.com searchl.org
newsdnews2014.com searchweblfind.org Outside World
news4news2015.com superior-movies.com

fruesearchresults.com

webwebfind.com

CYBER KILL CHAIN"®

A ADVANCED
Targeted,
Coordinated,
Purposeful

P PERSISTENT
Month after Month,
Year after Year

==s

T THREAT
Person(s) with
intent, opportunity,
and capability

RECONNAISSANCE
Harvesting email
addresses, conference

information, etc

N\

WEAPONIZATION

Coupling exploit [ 2 )

withbackdoor into hie 4 I

deliverable payload //\

EXPLOITATION N \\

Exploiting a o Ty

vulnerability to [_].

execute code on

ferten // : INSTALLATION
o Installing malware

onthe asset
COMMAND & \
CONTROL (C2) N

Command channel for o *
remote manipulation

of victim //
& o

[DELIVERY
Delivering weaponized
bundle to the victim via
email, web, USB, etc

ACTIONS ON
OBJECTIVES
With‘Hands on
Keyboard access,
intruders accomplish
their original goal

Contextualisation

Timing X
Detect_date
Start_date
End_date N/A
KillChain v
Targeting X
Geoloc
Sector
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Enrichment

 Taxonomy

« Correlation
— Previous incidents in the constituency
— Previous reports
— Intensity
— TTPs/ Actors / Campaigns

« Unique TTPs

— Behaviour
— Unigque patterns
— Effective detection rules
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Incident 2

Incident 1 l

Incident 3

Unique TTPs
Yara
Snort
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team

« Adapting the product to the audience
— Drawing from the intell and context
— Adapting content and format
— Timing

« Routing / Course of Action

— What to do (prevent, detect, block, hunt)
— How

* Respect the sharing limitations (TLP)
« Anonymisation (sources / victims)

« Automation when possible

« Escalation when needed
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emergency —
response |wd
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and agenciea

Audience

O Understanding the broader context. Threat
e) Strategic context: profile, motives, new . CEO Landscape
9 techniques/tactics, sector and location of victims, * Business VP - : P
. . Periodic Bulletin
© business risk. - CIO :
= o , : Security
Planning high level actions for non-technical .
p) Brief
treatment of the threat.
T Understanding qyper-attacks tactical context: threat Threat Alert
o type and level, timing of events, - ClO For every Report
o techniques/malware. « Cyber-defense teams significant (CI'IF')AR)
IC_G Planning structured course of actions for permanent Gl
protection
- . . ) . Indicators
8 Immed@te reactlo_n to threa_lts. _Detectlon, (Near real-time Signatures
T Prevention, Reaction (eradication, recovery), Report « Cyber-defense teams ->
S . ) i - Rules
c Dynamic feeding cyber-defense tools: IDS, IPS, « IT administrators Towards full Detection
O SIEM, Security Scanners, Mailguard, Firewalls, etc (or direct tool feeding) automation) .
<5 Mechanisms
- (CIMBL)
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. Products Detection
CcT

Z SOURCEFIRE
SURICATA
SNORT
Actors
TTPs
. -RADAR
Campaigns A ,SRCSIGHT
Courses of Action YARA
Targets
Incidents A
Organisations SPLUNK
CSsv
A z THOR
nCASE
MISP
A Proxy
STIX /
Cybox
A Firewall
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. Products Detection
CcT

SOURCEFIRE
SURICATA
SNORT
Actors
Can-lw_r? ns Q-RADAR
o ARCSIGHT
ourses of Action YARA
Targets
Incidents
Organisations SPLUNK
Csv
THOR
nCASE
MISP
P
STIX / roxy
Cybox
Firewall
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Sharing Groups

CERT-EU
Internal

Sharing

Rules

Rule 1

CERT-EU Rule 2
CTI Fusion Rule 3

Platform

- &)

Threat Sharing

PGP email or X
S

PGP email or X!
e

PGP email or X'
LRSS RS Y

Constituents

-
MiSP'

Threat Sharing

STIX|

CSVv

CERTs

_ &)

m-l

Threat Sharing

STIX

CSv

Partners

STIX]

CSVv
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Sharing Groups Sharing Sharing Security

Criteria

1. Constituents Sharing = workflow-based

Anonymisation
Source security
Data Protection enforcement

2. CERTs . TLP  Export control to avoid errors
3. Partners (NDA) - « TLP enforcement

* Proximity - Encryption

* Producer .

Sharing Rules
Rulel : (TLP <> RED) AND (TargetedDomain <> Outside World)
Rule 2 : (Producer = 'Constituent ' OR 'CERT-EU') AND (TLP <> 'RED")

Rule 3 : (Producer = 'Constituent ' OR 'CERT-EU') AND (TLP <>'RED' OR 'AMBER")
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e JER—!:MEU Disruptive Change in Risk

team

— Change in proximity of a high threat actor
— Detection in the constituency of a high threat actor

— Alert + Context
— Active hunting

— « Don’t wait until Monday »
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g JEBTMEU Some Open Issues

team

— How to manage lifetime of the data
— How to remove data downstream

» Ageing window — Time-To-Live (TTL)
» Feedback positives/false positives
» Full set (‘'master_ioc')

— How to control sharing groups downstream
— Implement Routing / Course of Action

— How to maintain the treasure trove of TTPs
« Dependent on human contacts
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* Network of interacting CTI fusion centers

« World-wide sensor network

« Signature-less detection
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response

toarm | =y pssons boses End-to-end Workflow

f sl THOR

i o 1

g .
‘ Fusion

f o * e
Remote Partner A ( \ _ n Partner C
sensors My Organisation s

— reat Sharing

sensors

X! )
) !‘h‘ woneideboei - <@FireEye
‘ cTI | =‘ cTl N cTl ‘
> » O » O > ArcSight<t
\ Fusion ‘ CTl data ,‘ Fusion CTl data ‘ Fusion ‘ " HE Gorpny
N - - Remote
Remote Partner B Partner D sensors
sensors
Internal
sensors

Key Objectives

« Structured @3,
> Automated TMhr_!atsSgring X

[ELERE et

iTH[lR  Contextualised and actionable

J

\
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An Overview EE'

http://cert.europa.eu/ Top 20 English

North Korea not likely
behind Sony hacking,
despite ‘merciless’
retaliation threats

‘Wiper' Malware;
What You Need to 35
Know ARTICLES

More On Cyber Threat Contextualisation

https://www.sstic.org/media/SSTIC2015/SSTIC-

SERTEU
An Overview

Ongoing Threats
06 Nov

Top 20 English

Exclusive: FBI warns of 'destructive’
malware in wake of Sony attack

All Proc €D/ ulnerabilities

actes/contextualised and actionable information sharing /SSTIC2015-Article-

contextualised and actionable information sharing within the cyber-security community-garnier.pdf
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