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INCIDENT
RESPONSE

Mainstream since 2010+

Focus on incidents and
risk escalation

Contextual response

NEW
THREAT
MANAGEMENT OPERATIONS

Earl ion
arly adoptio Mainstream since 2005+
Focus on external threats . .
Focus internal security
No best practices yet .
Detection
No tools

L False positives
Threat content acquisition

Prioritizing

Workflow enablement



COMMON CHALLENGES AND PROBLEMS

Intelligence relevancy

Cyber defences rely upon
relevant threat intelligence,
real-time collaboration and
suitably configured
responses. EclecticI(Q)
provides actionable
intelligence by normalizing
and consolidating threat
intelligence from a range of

sources.

Process efficiency

We solve the problems of
repetitive work and complex
analysis involved in enabling
security stafl’ to harness the
power of intelligence in
incident response,
intelligence analysis, revenue
assurance, security
operations and security

leadership.

Enterprise Integration

Evolving threats need live
integration of actionable
threat indicators and intel
from detection, prevention
and response technologies.
Forget repetitive work and
custom engineering. Turn
cyber intel into business
value and correct your

defenses.
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THREAT MANAGEMENT PRACTICE

What intelligence do I need to acquire and is it
relevant to my organization?

How does i1t change my understanding of the
strategic threats to my organization?

What indicators and warnings signals exists for
these threats?

Which operational, tactical and strategic
stakeholders should get what intelligence?

To what extent am I covered from a
deterrence, defeat and prevention perspective?

Collection and Triage

Cyber Threat
Management

Indicator and Warning
Management

Integration and Stakeholder
dissemination

Exposure
Management and Hunting

Maturity in
Understanding

Start

Maturity in
Control of
what you
understand



WE'VE LEARNED TOGETHER WITH OUR CUSTOMERS

Intelligence is a practice, not just an artefact

Intelligence related to the entire ecosystem from Red to Blue concepts

Build for real stakeholders

Balance people, process with TECHNOLOGY (stay tuned for (@marko)

Maturity is really just business need, build for reality not perception

Maturity in understanding; beyond IOC/IOA into threat management

Maturity in control; beyond integration and exposure management



A STAKEHOLDER-CENTRIC APPROACH TO
BUILDING A CYBER THREAT INTELLIGENCE
(CTI) PRACTICE

how to make cyber threats relevant to executives, business
stakeholders, security operations and incident responders

Download whitepaper
http://bit.do/threatintel




THREAT INTELLIGENCE PLATFORM

Threat Intelligence Platforms have emerged to facilitate technology needs for C'T1 /
Threat Management practices and/or if you’re building your self consider core
funcitonality:

* Collection and Exchange

* Normalization, Fusion and Enrichment

* Relevancy and Triage

* Complex Analysis

* (Concern Management (Cases, Gampaigns, Threats, Topics, etc.)
* IOC Management

* Exposure Management

* Human dissemination

* Machine integration (security controls, workflow systems, etc.)



MOTIVATION AND OBSERVATION

Share technology perspective on the C'TT space as an engineer-invader

Share challenges we have encountered building EclecticIQ TTP solution

Share best-practices to get started if you’re building or buying

Common terminology

Adopt processes that work well in other areas for C'T'1

— Agile Software Development
—  DevOps

Focus on off-the-shelf technologies and investment into problem-solution solving
CTI1s not a big data space, unless

— you’re into raw collection yourself

— you consider security ops as CG'TI, which itis not



COLLECTION, EXCHANGE AND INTEGRATION

Automate everything you can with Outgoing feeds
HUMAN supervision and THEN focus on
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— Enrich data

EclecticlQ Platform

— Process: correlate, group, tag -
— Getdata out

 In/Out flows should be standards Transport
based «  TAXIL HTTP, FTP, Disk, etc.
— Structural and functional Content
deepening «  STIX, OpenlOC, IODEF

— Content formats and transport *  YAML, JSON, CSV
mechanisms *  SNORT, YARA



NORMALIZATION AND FUSION

One internal format to rule them all

Flexible for being future proof

1@ -

Thisis area where to investand try to
absorb complexity

Don’t think about how to make it easy,
think about how to be flexible and be able

to catch up

Data Fusion

Semantical Fusion



ENRICHMENT

Asynchronous collection

Many APIs available; open and

commercial. Use them!

SIGINT

Enterprise Integration Patterns

Supports data fusion

Supports data clustering

Support data classification

Enricher
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RELEVANCY AND TRIAGE

Automated vs Machine assisted - URI: sectretargeting.com/content/we ..
(raman) o
o e I
Evaluation on a variety of axis o o
related to treshhold and 0 o o
relevancy criteria e =
() c2C Site: originfiness.fa v

Reli abﬂity EclecticlQ Platform
Credibility

Relevancy
— Content

— Time

Many more..



COMPLEX ANALYSIS

Mult views optimized for
specific use-cases

Don’tbe afraid to create
specific data views

Each class of problems
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EclecticlQ Platform



