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Import

= The further removed your internal data model is, the more
you have to work for |mp0rt and export

*reject and don’t import at all?
“import partially (as far as it fits your data model?)
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SIEMENS
A slide from FIRST 2014 (Boston)

SIEMENS
Ourchoices forthe MANTIS data model

Genesis: “stand on the shoulders of giants” — the data model
mirrors the threat intelligence exchanges standards that are
relevant to us

Distance: exchange standards and data model are very close (for

Qe1alls See Nexi 1ew slides

Flexibility:
regarding import: the Mantis importer is very forgiving and will
import,
e.g., different revisions of STIX/CybQOX in a sensible way with
relatively little effort in adapting the importer to revision changes
XML that does quite conform to a standard’'s XML schema

regarding the challenges wrt. processing and export: much of this
is still future work ... but following the “crawl, walk, run” approach:
we are already able to crawl ...
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is still future work ... but following the “crawl, walk, run” approach:
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SIEMENS

STIX
XML

STIX Layer

Each ,,InfoObject” represented by list of ,,facts” that
closely reflect XML structure
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SIEMENS

= |f you look at STIX and CybOX, you see that XML’s hierarchical
structure is used for two different purposes:
= modeling of containment relations between different objects

Observable

Event

Action File

= structuring of facts

Filename

Filepath

Hashes

Hash Type  mp5

Value 6E48C3...
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<cybox:0bservable id="example:0bservable-a727a717-1852-4c79-93l16-2f3a8b4632c2">
<cybox:Event id="example:Event-44578866-b0c5-4551-84dd-0f1fo2fg8210f">
<cybox:Actions>
<cybox:Action id="example:Action-al8a058c-effa-4060-b8be-25elblade75f" action status="Success"
context="Host" timestamp="2013-04-08T7T09:22:00.0Z">
<cybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1.0"=Create</cybox:Type>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>
<cybox:Associated Objects>
<cybox:Associated Object id="example:0bject-5ec92e95-a31f-470b-97c4-3a9046189fbb">
<cybox:Properties xsi:type="FileObj:FileObjectType"=>
<FileObj:File Name=foobar.dll</FileObj:File Name=>
<FileObj:File Path=C:\Windows\system32</FileObj:File Path>
<FileObj:Hashes>
<cyboxCommon:Hash>
<cyboxCommon: Type>MD5</cyboxCommon: Type>
<cyboxCommon:Simple Hash Value datatype="hexBinary">
6E48C348D742A931EC2CE90ABD7DACBA
</cyboxCommon:Simple Hash Value>
</cyboxCommon:Hash>
</FileObj:Hashes>
</cybox:Properties>
<cybox:Association Type
xsi:type="cyboxVocabs:ActionObjectAssociationTypeVocab-1.0">
Affected</cybox:Association Type=
</cybox:Associated Object>
</cybox:Associated Objects>
</cybox:Action=>
</cybox:Actions>
</cybox:Event=>
Jcybox:0bservable>



: SIEMENS
Example: Importing a CybOX 2.0 Observable

XML Source: Focusing on objects and facts

=cybox dbserygahle i d="example:0bservable-a727a717-1852-4c79-9al6-213aBb4632c2">
<cyboxf Event] id="example:Event-44578866-b0c5-4551-84dd-0f1f02f8210f">

<cybox:Actigm
r:cybc:xid:"exampl_e:Actiun-alBaGSBc-effa-4Bﬁﬂ-bﬂbe-25elblade?5f" action status="Success"
context="Host" timestamp="2013-04-08T09:22:00.0Z">
<Ccybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1.0">Create</cybox:Type>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>
<cybox:Assocliated Objects=
<cybox:Assoclated Object id="exgmpleslblect-5ec92e95-a317-470b-97c4-2a9046189fbb">
<cybox:Properties ><5j.:type=FileﬂbjectTypE"}
<FileObj:File Name=foobar.dll</FileObj:File Name=>
<FileObj:File Path=C:\Windows\system32</FileObj:File Path=>
<F1leObj:Hashes>
<cyboxCommon:Hash=>
<cyboxCommon:Type>MD5</cyboxCommon:Type>
:cybaxtummun:51mp1§:H55h_value datatype="hexBinary">
6E48C348D742A931EC2CE9OABD7DACBA
=</cyboxCommon:51mple Hash Value=
</cyboxCommon:Hash=
<fFileObj:Hashes>
=/cybox:Properties>
<cybox:Assocliation Type
¥xs1:type="cyboxVocabs:ActionObjectAssociationTypeVocab-1.0">
Affected</cybox:Association Type=
</cybox:Associated Object=
</cybox:Assoclated Objects=

FbservedleventIAn that creates aith certain file name, file path and hash




SIEMENS
Example: A CybOX Observable XML Source

Extracting ,,flat“ facts from hierarchical XML

<cybox:0bservable id="example:0bservable-a727a717-1852-4¢79-9a3l16-2f3a8b4632c2">
<cybox:Event i1d="example:Event-44578866-b0c5-4551-84dd-0f1fo2f8210f">
<cybox:Actions=
<cybox:Action id="example:Action-al8af58c-effa-4060-b8be-25elblade75f" action status="Success"
context="Host" timestamp="2013-04-08T09:22:00.0Z">
<cybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1l.0">Create</cybox:Type=>
<cybox:Name xsi:type="cyboxVocabs:ActionNameVocab-1.0">Create File</cybox:Name>
<cybox: ASSDClatEd Dbject5>
<Cyjpe

329046189fbb">

{cybnx XS1: type-"Flleﬂb] Flleﬂb]ectT}rpe =
<F1leUbj JFile Namejfoobar.dll</FileObj:File Name=

<FileObj: IJEIIEI!I >C:\Windows\system32</FileObj:File Path=
<FileOb]
<cyboxCommon [Hashal

<cyboxCommo FTvpeaD5< boxCommon: Type=

<cyboxCommorf: Simple Hash Value]datatype="hexBinary">
6E48C348D742A931EC2CE9O0ABD7DACKA

ﬂftybﬂxﬂﬂmmﬂn:51mp[E_HﬂEh_Ua[UE>
</cyboxCommon:Hash=
<fFileObj:Hashes>
=/cybox:Properties=

The facts we are really interested into about the observed file are:

+ Properties/File_Name = foobar.dll
* Properties/File_Path = C:\Windows\system32
+ Properties/Hashes/Hash/Type = MD5
/cyf - Properties/Hashes/Hash/Simple_Hash_Value = 6E48C34D74A931EC2CE90ABD7DACGA
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= |f you look at STIX and CybOX, you see that XML’s hierarchical
structure is used for two different purposes:

= modeling of containment relations between different objects

Observable ThlS |eadS

Event

Action File B tO nOC eS
= struc S ———

— and edges

Filename
Filepath Th|S Ieads

Hashes

Hash/Type  mD5

to facts about
a node

Value 6E48C3...
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o Info Object Info Object
o) Fact 1 ] | Fact 1 |
©m
N S Factn Fact n
X o (5] :
) | g2
OO OO
= NG /

Properties/Hashes/Hash/SimpleHashValue=6E48C3.. IS
shared between two different InfoObjects
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Ildentifying data

ldentifier

-Address-aS4eBacd-37fe-4ad4-abb2-Seeff 7287834

Hall A AR

cybox . mitre.org: Address Object 2 (http:/ife v box mitre. crglobjec tefAddress Object)

s true

destination

Address 178.32.72.193 E]
value
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STIX
XML

STIX Layer
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SIEMENS

The GUI Problem ...

il

: 1:1 SIEMENS
Interlude: The problem of authoring

STIX and CybOX

STIX and CybOX are complex, ...really, really cnmplex

The STIX/CybOX community is in the process of working out the
intended usage of STIX/CybOX for standard use-cases (just [ast
week, a discussion of how to communicate sightings of a given
indicator got started on the mailing list)

There will be organization/company-specific specializations of
standard use-cases.

Your tool needs a way to codify standard use cases such
that the user can concentrate on entering the right data,

while the tool takes care of generating STIX/CybOX that
follows the intended usage for the particular use-case

Paged4d Z0M4-D6-24 Corporate Technolegy, RTC ITS CC5
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Authoring
Interface for
Use-Case foo"

-
uses eﬂt forms of

STIX

. I N
edit/| JSON trangfnrmv, XML

Standard Template
for authoring CybOX

| | objectXin variantY | '\;ses transformers of

Objects originating from imported reports maintain a relationship with
the defining JSON structure; the report can be modified by re-opening
the JSON, editing it and carrying out another import: existing objects
are then overwritten with the newly created version.

Page 47  H014-06-24 Corporate Technolegy, RTC ITSCCE  ® Siemens AG 2014, All rights reserved
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The GUI Problem: Now we have two layers

Analyst has two views on the
same data

Authoring view

STIX-based view

Consequences:
This adds some complexity and
makes lives of users/analysts
harder than woudl be the case for \
directly working on the model |

Danger of divergencies between
GUI layer and STIX layer if
subsequent import after changes is
not carried out
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The GUI Problem: Now we have two layers

Only ,,own“ GUI-made reports can
be edited via GUI

You CANNOT work on a report
received as STIX XML, since there
IS no way back from STIX to ,GUI
JSON*

You could think about ,per
entity/object” editing support
(which allows you to edit the
entity/object ,features” the GUI
author chose to implement ... but
the more features you support, the
more complicated things get again.

Page 20 February 2016 Siemens CT RDA ITS



SIEMENS

GUI

Ul

STIX Layer

What are the ,top“ needles (IPs, URLs, Hashes, ...) | want to
look for in my haystack?
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SIEMENS
The STIX/CybOX Duplication/Multiplication Problem:

Munich CERT has observed 192.168.1.13

UID

192.168.1.13

Namespace: munich.de
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W

=20815
192.168.1. 13}

B*S97345 | B:H2837334/
19‘2.155.1.13} 15‘2.153.1.13}
HH*124534 | B+Y1987345
192.168.1.13 19‘2.155.1.13}

B-A1743571 M=X1452345
192.153.1.13} 192.155.1.13}
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*S97345 |

_ Celebrate & Diswoer

= 70815

192.168.1.13

T

| lwmm

B-H2837334
192.168.1.13

192 168.1.13

HH°124534
192.168.1. 13

|
|

192.168.1.13

|
—

B-Y1987345
192.168.1.13

|

B°A1743571|r
192.168.1. 13

AM=X1452345
192.153.1.13]
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How to solve this?
Here, | was lead into TEMPTATION ... and
succumbed

SIEMENS




: : SIEMENS
| could have resisted the temptation and used a

CybOX object as canonical representation ...

§B-S97345 | sl §B-H2837334
192.168.1.13 152.168.1.13 192.168.1.13

L

lMANTIS a3fc... ]

fHH®124534] 192.168.1.13
192.168.1.13 EB V1987345
//////ﬂ \\\\\ 192.168.1.13
§B-A1743571) EM-X1452345
192.168.1.13 192.168.1.13
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B-S97345 ] Sl §B-H2837334)
192.168.1.13 152.168.1.13 191.153.1.13}
A\
Type | Subtype | Value
HH=124534] ip va 192.168.1.13
192.168.1.13 } IB+Y1987345|
192.168.1.13 }
B-A1743571 BM-X1452325
192.155.1.13} 192.153.1.13}
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192.168.1.13

Actionables
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Each ,basic indicator®
represented exactly once in
,key-value® form
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Basic
IntelFusion/Correlation
occurs automatically: a
simple query shows in
which reports a certain
basic indicator occured
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A closer look at the basics of the MANTIS

Actionables Layer

Relation Structured
Tag
STIX |
Report M N
| |
source Contextual information
about Indicator, Threat
Agent, Campaign etc.
Non-STIX

Report N represented in JSON-form;
v data model is such that we
always know, which report
made which assertion ...

STIX Entity
Info
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Strutured tags (consisting of
context and tag info) allow us
to record per-observable
information that is grouped
into ,investigation contexts”
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Keep track of CybOX object
contexts (e.g., flename and
hash part of the same CybOX X
object) and object relations .
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» Unexpected
things can happen

= Analysts now
have three views..

a
—
p)

192.168.1.13

Actionables
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STIX Layer

STIX
XML

Subtype

IP v4 192.168.1.13

Actionables
Layer
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STIX
XML

IP v4 192.168.1.13

Actionables
Layer

Possible Strategy for long term development: ,,Mantis in MISP*:
» MISP already has
= key-value pair representation of basic indicators
= machine tags
= MISP currently lacks (but has lot's of this on the roadmap):
= per-indicator tagging
= structured way to represent contextual information and ,object containment” from
STIX entities

» single representation of basic indicators (and thus ,fusion/correlation for free®)
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Conclusions

Using STIX 1.x/CybOX 2.x ,,directly* as data model rather than data exchange
model is hard:
Requirements for use-case support / templating are likely to lead to a separate
GUI layer
Chances are that you end up with a second, internal data model (and third layer)
that helps you deal with what is really actionable

STIX 2.x/CybOX 3.x may make ,,direct“ usage easier, but still:
YOURUSECASE SOLVING YOUR PROBLEM comes FIRST!!!

MANTIS is doing more and more based on a data model that
represents ,simple observable® / ,basic indicators” as key value pairs
supports basic fusion/correlation ,for free” by deduplicating basic indicators
bases the analysts’ work in ,investigation contexts”

We are evaluating the possibility of a ,,Mantis in MISP* approach
MISP well-established in indicator sharing with broad user base in Europe and
excellent code maintenance / further development
MISP roadmap looks like ,Mantis in MISP* is a realistic possibility
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