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Homeland 
Security Cybersecurity and Communications 

Exercise 

• Your participation is essential! 

 

• Translate the prose report into structured 

STIX: 

– Identify the top level constructs in the report 

– And relationships between them 

 

• Don’t worry about exhaustive detail into 

each top-level construct 
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Homeland 
Security Cybersecurity and Communications 

Report 

“Cryptolocker variant Torrentlocker 

making new victims in NL” 
http://blog.fox-it.com/2014/11/06 

 

• Describes a variant of Cryptolocker 

• Discusses origins and targeting 

• Provides potential remediations 

• Includes host and network indicators of 

compromise 
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Introduction 
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Torrentlocker 

Cryptolocker Victims in Netherlands 

Spam to deliver TL 

Variant of 
Targets 

Uses Attack 

Uses Malware 

Delivers 
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IOCs in Email 
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E-mail Object 

Subject 
Field 

E-mail Object 

Sender 
Field 
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Security Cybersecurity and Communications 

IOCs on Disk 
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File Object 

File Name 
Field  

 

  

• Pattern matching 



  
  

Homeland 
Security Cybersecurity and Communications 

IOCs in network traffic 
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URI Object 

Value 
Field 

Domain Name 
Object 

Value 
Field 

Address Object 

Value 
Field 

 

defanging 
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Security Cybersecurity and Communications 

Connecting the IOCs 

• How do we give them context? 

8 

Torrentlocker 

Cryptolocker Victims in Netherlands 

Spam to deliver TL 

Variant of 
Targets 

Uses Attack 

Uses Malware 

Delivers 

File IOCs Network IOCs Email IOCs 

Indicated TTP Indicated TTP 

Indicated TTP 
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Response and Prevention 
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Preventative COA: 
Low Cost 

High Effectiveness 
Medium Confidence 

 

Recovery COA: 
Medium Cost 

Medium Effectiveness 
Medium Confidence 

Recovery COA: 
High Cost 

High Effectiveness 
Low Confidence 
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Security Cybersecurity and Communications 

Connecting the COAs 

• Connect the COAs to what they’re effective 

against 
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All COAs 

Torrentlocker 

Cryptolocker Victims in Netherlands 

Spam to deliver TL 

Variant of 
Targets 

Uses Attack 

Uses Malware 

Delivers 

File IOCs Network IOCs Email IOCs 

Indicated TTP Indicated TTP 

Indicated TTP 

Suggested COA 

Suggested COA 
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The big picture 
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Variant of 
Targets 

Uses Attack 

Uses Malware 

Delivers 

Indicated TTP Indicated TTP 

Indicated TTP 

Suggested COA 

Suggested COA 

 


