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- How does it works ?

- Use case :
- Receipt of documents (HR, Marketing...)
- Administrator IT
- Pentesting Lab

- And more...
- Gaps and roadmap !
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What is Qubes OS ?

- License GNU GPL v2
¢en

~” Project

- Virtualize : Linux, Windows g @ =-

debian

- Hypervisor “bare metal” : Xen OS

- Approach :
Don’t trust the hardware
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What is Qubes OS ?

- Hardware Compatibility List

File Edit View History Bookmarks Tools Help
) Hardware Compatibility | x | 4+ - # n@o =

<) > C @ @ @ hitps:/Awww.qubes-os.org/hcl/
u INTKU UUWNLUADS pocs NEWS TEAM DONATE I

HARDWARE COMPATIBILITY LIST (HCL)

HARDW ARE TYPE MARKS & COLOURS

Laptop Devices yes unknown partial no
feature Is working correctly a blank cell indicates we lack information some tweaking Is n see remarks for more does not work or is not present
LJ Desktop, Workstation & Servers

LIST COLUMNS
Model Manufacturer and Devicename (Socket/CPU, Chipset/Southbridge, Graphics)
+ Add Your Device BlOS Reported BIOS version
HVM Intel VT-x or AMD-v technology (required for running HYM domains, such as Windows-based AppVMs)
INFORMATION
oMMu Intel VT-d or AMD IOMMU technology (required for effective isolation of network WMs and PCI passthrough)
+ What is the Hardware Compatibility List (HCL)? SLAT Second Level Address Translation (SLAT): Intel VT-x support for Extended Page Tables (EPT) or AMD-V support for Rapid Virtualization Indexing (RVI).
* How do | Submit a Report? TPM TPM with proper BIOS support (required for Anti Evil Maid)
* Qubes OS System Requirements
e Certified Hardware Qubes Reported Qubes version (R=Release, rc=release candidate, B=Beta, I.e.: R1, R2B1, R2rc1)
Kernel Reported domo kernel version (numbers in uname -r), can be selected during installation and boot in Troubleshooting menu
Remark Further information field. Qubes, Kernel and this field Is coloured in conjunction to reflect general machine compatibility
Credit Name linked to report in qubes-users
Model BlOS HVM  IOMMU | SLAT TPM Qubes  Xen Kernel Remark CredIt
ASUS N56VZ N56VZ.216 yes no unknown R2rc2 4.1.61 | 3.12.231 Chipset does not support VT-d Oleg Artemiev
HM67 Express HD Graphics
ASUS X55A no no unknown R2B2 3.7.6 read more Zrubi
ASUS X750JA X750/B.208 yes yes unknown R2 4.1.6.1 | 3.12.2311 Enable legacy CSM and disable secure boot in BIOS HawkKing

i7-4700HQ HM86 HD Graphics 4600
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How does it works ?

TemplateVM (fedora-25, dehian-8, win7, etc)

Architecture
of QUBES OS
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Use Case -> Receipt of documents (HR,
Marketing...)

work sys-usb
From : Pamela
To : Xavier CV_Manager.pdf
@ :> | send you my
photo ! Contract.doc
-> Kiss.jpeg
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Use Case -> Administrator IT

Same machine but compartmentalization

VM work VM critical
: 1\
| |
Frewall-internet firewall-intranet vpn-intra
IP tabl IP tables 7| OpenVPN
bles /| SSH
I
_ \
SYS-Wifi sys-net \
Z|0R 2nd L@g{/ (m‘g{'/




Use Case -> Pentesting Lab

VM vuln
VM Kali - VM test
| 5
|KALI| ¢
By OFFENSIVE SECORITY Pentest-FW

IP tables

Pentest-NET

Network card
OR None
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And more...

- The Salt Deployement architecture
- Anonymization with Tor

- www.qubes-0s.0rg
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Gaps and roadmap !

Optional TCRP traffic from the qube to the owtside world
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Thank you for your attention

Questions ?
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