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Introduction about myself
  1. Maile Halatuituia

  2. Btech in Electrical Electronic
  2. Field Experienced in Internet Technology 
  3. Since 2001 at TCC ISP (~21 yrs.)
  4. Network Engineers
  5. Exposed to Linux Distributions and Window Server Env
  6. Cybersecurity
  7. Attend Internet/Cybersecurity Related Courses, Workshops and some Conferences too
  8. I was hoping to come in person to Vanuatu for the first time but things not turn in our favor ☺
  9. And here am I present Remote, thanks to technology.
  10. I do hope you enjoy listening.



What I will talk about

Submitted Abstract

Tonga – TCC Security Perspective from 
Smaller ISP/Operator/Enterprise
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Points to Discuss
1. TCC - My Employer
2. TCC - Security Perspective
3. TCC - Statistics
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TCC – My Employer

❖ Began its life as “Post & Telegraph Departments”
❖ Later on its become Telecommunication & Telegraph Departments before late 70’s
❖ In late 1978 TTD split to Domestic Business named TTC (Tonga Telecommunication Commissions)
❖ International Business taken over by Cable & Wireless a British Telecom Company
❖ Early 2001 Cable & Wireless and TTC merge to form TCC
❖ I join TCC later the same year. 

Background
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TCC – My Employer

❖2g,3g both Voice and Data plus LTE Data Only in our Cellular Network
❖ PSTN Voice Services over cables (Copper/Fiber)
❖ Fixed Broadband Internet Service -  DSL, ADSL2+ and FTTH
❖ Transit Service and International Lease Circuit
❖ Online Customer Platform
❖ Limited Hosting Platform 
❖Main Island & Remote Islands too.
❖ Offer Infrastructure or Platform for e-Government Services both in Main & Remote Island

Business Service for Public
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TCC – Topology

Effect of hthh Volcanic Eruptions

Normal topology

• Dec 2020
• Jan 15th 2021, 3 – 4 days resume comm
• Kacific ,Starlink, APNIC Router, C-Band

• Oct 2022 Int’l Cable Restored
• 12th July 2023 Domestic Restored
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Tonga – TCC Security

❖ We are one of 3 Operator’s in Tonga
❖ ~150 k Population and ~60-70% Reside in the islands
❖ Estimations based on this figure (Customer Based ~70k)
❖ Fair number of Population has Service from TCC
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TCC – Security Perspective
Business Profile

o Telecom – Cellular and Cable Service
▪ Copper and Fiber Cable Network
▪ Evolved Packet Core
▪ Fixed Access Network  

o ISP – Internet Service Provider
▪ Pre/Post Broadband Subscriber
▪ Email Provider Customer/Corporate
▪ NAS for Billing
▪ International Carrier, Provider, Partner, Customer
▪ Communication to Remote Islands

o Corporate/Enterprise – Internal TCC Business Profile
▪ Corporate Services (Email, DC, Web Self-care, CDR Processing, Integration)
▪ Integration's to Platforms for Billing.
▪ Web Selfcare 
▪ Human Resource
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TCC – Security Perspective
 Few Security Challenges

o Telecom – Cellular and Cable Service
▪ Mobile Core – Concern about the CIA of End User Voice &Data Access
▪ The whole Infrastructure
▪ Fixed Access Network – L2 Attacks , Traditional Protocols 

o ISP – Internet Service Provider
▪ Linux Systems Security – DNS Infrastructure

 Email Services/Gateways, Subscriber Access
▪ Network Security – Malware and Threat Detections, P-T-P Links
▪ National and International Offices , Providers , Stakeholders , Customers.

o Corporate/Enterprise – Internal TCC Business Profile
▪ Corporate Services Security
▪ Secure Billing Systems Infrastructure Itself
▪ Secure the Process of handling Customer Information’s
▪ Consider the Integrity of the Subscriber Data for Billing 
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TCC – Security Perspective
How we Deal with these Challenges

o Telecom – Cellular and Cable Service
▪ User Traffic Voice and Data – 3GPP Standard Security Implementation.
▪ Fixed Network Security – Protocol like Spanning tree, Block Rogue DHCP Server
▪ Detect Loops on MSAN’s and switches Uplinks. 

o ISP – Internet Service Provider
▪ Linux Systems Security – Hardening Systems (Greylists, RPZ on DNS, SPF Lookup)
▪ Sadly we have not done DNSSEC  … Live with it for now.
▪ Network Security – Routing Security at the Border
    -  Apply IP Base Filtering across the Board
    -  Web Application Firewall and Threat Detection

o Corporate/Enterprise – Internal TCC Business Profile
▪ Rely on Domain Controller (Credentials, Policy)
▪ Zero Trust Approach on Network Security
▪ Deploy Smart Host for Email Systems.
▪ End Point Security (Defender's and Third Party) and Threat Intelligent Tools
▪ Cloud Based Threat Detection  Tools
▪ Malware Detection and Threat Detections in Application Layer
▪ Deal with Human Resource (Equally Important if not more important)
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TCC – Security Perspective
Do we need to do More ? Not Restrict to TCC but in General Maybe

o Telecom – Cellular and Cable Service 
o ISP – Internet Service Provider
o Corporate/Enterprise – Internal TCC Business Profile

      
Human Resource – Possible Weakiest Links in our Cyber Security Chain.

o End User on Cellular or Fixed Service
o User in Corporate Offices, Employee on any type of Organizations
o Engineers in ISP Environment, or IT Administrators
o Security Awareness or Not
o We are all in the same category as End User of Systems
o And we will always be that Weakiest Links
o Its important take extra effort to address Human
o CERT Tonga and Partners done a great Job for their Awareness Program.
o But I think there’s a lot more to do
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TCC – Security Perspective
What it is then ? 

❖ Technological Point of View

o Narrow the Gate – Start at the Gate and move Downstream 

▪ We should Inspect at the Gate and Decide what to pass and not.

Please note I don’t mean Law/Unlawful Interception. Rather I mean there are unsecure
Protocol still use today. And sadly most of Major Attack amount to these Protocols, 
RDP used by Meduza Ransomware or Samba TCP port 445 were used by other well known Malware like 
WannaCry
Blocking these Traditional Port means Hackers will work a bit more to find their Target.
o Zero Trust Approach – Never Trust, Always Verify (Borrow from APNIC) Websites

▪ Home Users , Office Users , End Users , Administrators , Engineers
▪ Any approach we make regarding Security whether in Office
▪ At Home or in any Environment.
▪ We should stop Everything/Everyone at the Gate and only Allow what is needed
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TCC – Security Perspective
What it is then ?

❖Technological Point of View

o More Cloud Based and Digitalized of Working Environment
o Means Perimeter for Traditional Network is more Blurred than Ever.
o Threats are Evolved and Attackers take advantage of the new Surface Appear
o Signature Based Detection Technology help us Alert of possible Incidents
o Still Intense Cyber Security Monitoring is Required
o In order to detect more Sophisticated Threats that Evades Controls in Place
o Of course this requires Resource which most of us at this end do
o Not Have
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TCC – Security Perspective

❖Human Resource Point of View
▪ Train the End Users  – We should not stop do that. 

❖ Engineers no different to End Users of our Service or Systems

▪ Train the Trainers, Administrators, Engineers  – All Human is Users of some Systems

➢ We should be equally train if not more than our End Users
➢ Cybersecurity Specialist Skills
➢ Intelligent-led Risk Assessments Skills
➢ Forensic Analysis Skills
➢ Different Level of Threats require different level of Skills
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TCC – Security Perspective
❖ Human Resource Point of View

o From Attackers Point of View , We are all the Low Hanging Fruit
o I guess we all know Social Engineering is for Human not Machine or Bot
o We are the most Vulnerable Entity in Cybersecurity Chain.
o From Risky Online Behavior  
o Using Insecure Password
o Irresponsible Use of Sensitive Information
o Or our Behavior on Online Platform
o These can all lead us to Exposed Secure System and ourselves to the Attackers.

A misconception at times that “Security through Obscurity”

Small , Medium and Large Organization or Users , no one is Immune to Cyberattacks

So it is important to train Users of System regardless of type we are bound to.

Now we can see some Sample Statistics we see on this end as an ISP
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TCC – Statistics

o Noticed of Claimed Infringement
o LeakIX Guardian
o Bit Ninja Server Report Abuse

o Source of Abuse
o Online Database Listed like EGP Abuse

o Our IP’s being used as source of scans , probably Malware affect these End Users

We are the Source – Intentional/Unintentional

o Or more direct message like this

❖ In addition to this we can see few Sample Flow for Telnet, Samba and RDP in the next few slides
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TCC – Statistics

Flow Data - Telnet
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TCC – Statistics

Flow Data - Telnet
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TCC – Statistics

Flow Data – RDP Receiving End – Used by Meduza 
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TCC – Statistics

Flow Data – RDP Receiving End
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TCC – Statistics

Flow Data – Samba Receiving End – Use by WannaCry
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TCC – Security Perspective
❖ Some Final Thoughts before we see some statistics

o We should do more Awareness.
o End Users and Systems Users a like.
o More Technical Capability to be able to Monitor, Visualize and Simulate Incidents.
o Narrow the Gate → Blocking these Unsecure like RDP, Telnet, Samba from Internet
o Do we have legal Right to do that as an Operator or ISP ?
o Maybe we can have legal entity work out some guidelines to address it ?
o However existing of these unsecure connections like RDP, Samba and even Telnet on the Internet  
o Bring out the Questions , Does local organization have Policy, maybe there is Policy but not enforce
o Giving the legal rights to ISP’s to Block these will make Attackers think more and Work Harder.
o Of course we have to consider tools like Honeynet and Honeypot too. 

❖ Cyberdrills 
❖ Local within Organizations
❖ Across Government Ministries
❖ Maybe between Same Company locate in Different Economies.

❖ With this Drills we can test the Readiness not only of the Technology in place but of course the Human Involves
too before any Actual Cyberattacks Happens.
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TCC – Security Goodbye ☺

Thank you all for listening

Malo Aupito

If you have Question/Comments please send me an email 
 Email : maile.halatuituia@tcc.to
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