
And the ‘Infinity Coding Possibilities’ problem

ST I X  2 . 1   ST I X  1 . 2



Health Warnings:

None of this is new…but let’s get the basics right

Context is granularity – granularity is complex – do it to reach utopia

OASIS and Mitre tools/idioms

…I might get a bit ‘pokey’

This was a team effort



• Objectivity – compliment unstructured data with matter-of-fact

• Retraceable logic – I say what I mean and mean what I say

• Cross-reference(able) – 2 alien analysts can share and benefit

W H A T  I  H O P E D  F O R  F R O M  S T I X …



W H A T  I  G O T …



R E T C O N I S  I M P O R T A N T



• Make RetCon for 2.x  1.2

• Encourage 2.x adoption

• Not discourage 1.2 (just be glad people are using structured intel)

• Make it actually work for Operations

• Make bottom-up context a standard

• Consumers can actually derive context

• …without needing a new data profile every taxii run

• …and without shoe-horning the standard

• Integrate it with top-down Intel Analysis

• Avoid low-granularity traps

• Enable pivoting

T H E  A P P R O A C H



T O P - D O W N

T H R E A T A C T O R  ( L E V E R A G E S )   A T T A C K P A T T E R N



B O T T O M - U P

I N D I C A T O R   ( I N D I C A T E S )   C A M P A I G N



M A C R O  V S  M I C R O  E N T I T I E S

Macro Micro

ThreatActor X

IntrusionSet X

Campaign X

AttackPattern X X

Identity X X

Malware X X

CourseOfAction X X

Tool X

Vulnerability X

Indicator X

• Top-down thinks more ‘macro’:

• What sectors does this actor target?

• What are the motivations?

• How do we track composite TTPs?

• Bottom-up thinks more ‘micro’:

• What does this indicator mean?

• What vulnerability is targeted?

• How can I track this malware?

• Some cover both – we need to distinguish 

between them



1 . 2   2 . 1  E N T I T Y  T R A N S L A T I O N

2.1 2.1 flavour M/m 1.2 1.2 flavour

ThreatActor ☺ M ThreatActor Motivations, political tendencies, logistical capabilities

IntrusionSet ☺ M ThreatActor Hacker group, hands-on-keyboard, technical capabilities

Campaign ☺ M Campaign ☺

AttackPattern <directionality of 
relationship>

M TTP Characteristic ‘Attack Pattern’, top level grouping for complex combinations of 
other TTPs

AttackPattern <directionality of 
relationship>

m TTP Characteristic ‘Attack Pattern’, specific TTP

Identity identity-class: ‘sector’, etc M TTP Characteristic ‘Victim Targeting’, sector/grouping level

Identity identity-class: 
‘organisation’, etc

m TTP Characteristic ‘Victim Targeting’, organisation/individual level

Malware is_family: true M TTP Characteristic ‘Behavior/Malware’, family-level

Malware is_family: false m TTP Characteristic ‘Behavior/Malware’, variant-level

CourseOfAction ??? M CourseOfAction ???

CourseOfAction ??? m CourseOfAction ???

Tool ☺ m TTP Characteristic ‘Tool’

Vulnerability ☺ m ExploitTarget :S

Indicator ☺ m Indicator Maintain pattern-style logic (more work here)



• To establish a common language

• Identify functional overlaps

• Automate cross-correlation

• Implementation:

• _to_ library object (versioning 

and supports ‘uses’ in 2.x)

• Search before create-new!

• Use existing standards

• https://github.com/mitre/cti

L I B R A R Y  O B J E C T S







• We, the under writ, do hereby agree to:

• Not create relationships outside of this data model – if we need to this should be a 
BIG DEAL! Discussed and accepted/rejected

• Not create orphaned entities (or at least review them periodically)

• Use AttackPatterns as a pivot point between Micro and Macro data

• By default: MacroMacro, MicroMicro

• Build libraries of ‘library objects’ – preferably from existing libraries

• Use ‘library’ objects as terminators in logic paths

• Make a big deal out of creating a new ‘library’ object

• Most importantly:

• Only create objective entities

• Verify that our logic is independently retraceable

• Both the model and the data must be extensible

T H E  P R I N C I P L E S





…just in case:





I D E A S  F O R  T H E  F U T U R E

• Would love some feedback!

• Profile for use in stix-elevator

• stix-dropper? –DONE

• https://github.com/oasis-open/cti-

stix-slider

• Also this? ------------------------------



C H O O S E  Y O U R  P A T H …

Standard: out of time Jason Todd



Thanks!




