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The CVE Program

The CVE Program’s mission 
is to identify, define, and 
catalog publicly disclosed 

cybersecurity 
vulnerabilities. 

CVE is an international, 
community-based effort and relies 

on the community to discover 
vulnerabilities. The vulnerabilities 
are discovered, then assigned a 

CVE ID, and published to the CVE 
List. 

CVE enables two or more 
people or tools to refer to 
a vulnerability and know 

they are talking about the 
same thing, resulting in 
significant time and cost 

savings. 
All photos on this slides: is by Unknown Author is licensed under CC BY-NC

https://creativecommons.org/licenses/by-nc/3.0/
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A Community Driven Program

 The CVE Program relies on the community 
(vendors, end users, researchers, and more) 
to discover and register vulnerabilities.

 CVE IDs are assigned by CVE Numbering 
Authorities (CNAs), which are operated on a 
voluntary basis by participating organizations.

 The CVE Board, which drives the direction of 
the CVE Program, consists of industry, 
academic, and government representatives 
from around the world.

 CVE Working Groups develop the program’s 
policies (approved by the CVE Board) and are 
open to the community.
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What is a CVE?
 A CVE Record is the descriptive data 

about a Vulnerability associated with 
a CVE ID, provided by a CNA. This 
data is provided in multiple human 
and machine-readable formats. 

This is a CVE Record 
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How does it work?

CVE Record Lifecycle
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 What is a CNA?
– An organization responsible for the regular assignment of CVE IDs to 

vulnerabilities, and for creating and publishing information about the 
vulnerability in the associated CVE Record. Each CNA has a specific Scope of 
responsibility for vulnerability identification and publishing.

 A CNA may be a:
– Software vendor
– Open-source project
– Coordination Center
– Bug Bounty service provider
– Vulnerability Researcher(s)
– Hosted Service
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CVE Numbering Authority
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 Demonstrate mature vulnerability management practices and a 
commitment to cybersecurity to current and potential customers. 

 Communicate value-added vulnerability information to your customer 
base. 

 Control the CVE publication release process for vulnerabilities in your 
scope.

 Assign CVE IDs without having to share embargoed information with 
another CNA. 

 Share your information to protect systems against attacks globally. 
 Join the CVE community and exchange ideas with other CNA 

organizations.
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Why become a CNA?
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Requirements for becoming a CNA

Have a public 
vulnerability disclosure 
policy.
Have a public source for 
new vulnerability 
disclosures.
Agree to the CVE Terms 
of Use.
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 There is no monetary fee.
 There is no contract to sign.
 CNAs volunteer their own time for their own benefit.
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Cost of being a CNA
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1. Contact the CVE Program
2. Complete the registration form 
3. Agree to the CVE Terms of Use 
4. Attend the introductory session 
5. Successfully complete practice examples
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How to become a CNA

https://www.cve.org/PartnerInformation/Partner#HowToBecomeAPartner
https://www.cve.org/Legal/TermsOfUse
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212 Partners in 33 countries
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The mission of the CVE Program is to identify, define, and catalog publicly 
disclosed cybersecurity vulnerabilities. 

There is one CVE Record for each vulnerability in the catalog. The 
vulnerabilities are discovered then assigned and published by organizations 

from around the world that have partnered with the CVE Program. 
Partners publish CVE Records to communicate consistent descriptions of 

vulnerabilities. Information technology and cybersecurity professionals use 
CVE Records to ensure they are discussing the same issue, and to 
coordinate their efforts to prioritize and address the vulnerabilities.

Learn more www.cve.org

https://www.cve.org/
https://www.linkedin.com/showcase/cve-cwe-capec
https://twitter.com/CVEnew/
https://github.com/CVEProject
https://medium.com/@CVE_Program
https://www.youtube.com/channel/UCUHd2XFDsKH8kjMZQaSKpDQ
https://wespeakcve.buzzsprout.com/
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