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$WHOAMI
• Penetration tester -> Head of Offensive Security Department
• Experience with Web/Infra/Cloud PT, Red Teaming, Social Engineering 

and Attack Simulation
• Web application security research
• Various fuzzing projects (OS, PDF readers, Browsers, V8 and others…)
• GCPN, OSCP, OSWP, CRTP, CRTE …



FUZZING !?
• Still relevant
• Different approaches

Flow of fuzzing
1. Create a corpus (test cases)
2. Take the file and modify it (mutation)
3. Run program with the ‘new’ file

Credit - https://bishopfox.com/blog/fuzzing-aka-fuzz-testing



Windows Media Player
• Default media player in Windows (up to Windows 11)
• A lot of features (bigger attack surface)
• Can play a range of file formats
• 32&64bit



File Format
• Support documents (support.microsoft.com)
• Undocumented file formats ???
• Latest media file types supported elsewhere
• File structure & complexity
• RE -> functions and DLLs



WebM file format
• Missing in the list of supported file types
• VP8, VP9, AV1 & Vorbis, Opus
• Understanding valid .webm file
• Which functions are being used ?
• Code coverage increase ?
• Let's try to play it…



Let’s FUZZ
1. Build a VM only for fuzzing (focus on performance)
2. Corpus preparation (based on file type)
3. File mutation setting (can be difficult)
4. Execute the target program with a modified input file
5. If everything works, execute the fuzzing script



Crash triage
• Manual/Automated
• What are we looking for ?

Tools
• Windbg Preview
• BugId
• !Exploitable crash analyzer





RESULTS
• 6 months of 24/7 fuzzing on multiple VMs
• 10 000+ crashes (>99% not exploitable)
• 23 unique, a lot of Read AV, NULL Dereference…  
• 2x Critical Remote Code Execution vulnerability
• 2x Patch Tuesday CVE-2021-41330 & CVE-2022-XXXXX





Lessons Learned
• You have to be fast (otherwise it will be a duplicate )
• It still does make sense to fuzz
• Be creative and create your own fuzzing environment
• There is always a place for optimalization (PCIe 4.0 4x, RAM, 

Harnesses, program patching…)
• Be patient, it takes a lot of time



Thanks for watching !
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