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Windows Media Player 12 running on Windo
Developer(s) Microsoft

Stable release 12.0.22000.194 (October 4, 2021; 4

Preview release 12.0.22454 1000 (September 9,
2021; 5 months ago) [£]

Operating system Windows NT 4.0 - Mac O3 7 - Mac
05 X - Solaris

Included with Windows 3.0 MM and Window:
Windows 9x
Windows 2000, Windows ME
Windows XP, Windo
Windows 7, Window

1, Windows 10, Windo

avaliable)s!
Windows CE and Windows Mobile
Mac ¢ and 9

Predecessor ActiveMovie Control, CD Player,
DVD Player (Win32 version)

Successor Microsoft Maovi . TV, Groove
Music, Media Flayer
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File types supported by Windows
Media Player

Windows Media formats [.asf, wma, wmv, Jwm)

Windaows Media Metafiles [.asx, wwax, wvx, wmx, wpl)
Microsoft Digital Video Recording [.dvr-ms)

Windows Media Download Package (.wmd)

Audio Visual Interleave [.avi)

Moving Pictures Experts Group [(mpg, .mpeg, .mlv, .mp2, .mp3, .mpa, .mpe, .m3u}
Musical Instrument Digital Interface {.mid, .midi, .rmi}
Audio Interchange File Format (.aif, .aifc, .aiff)

sun Microsystems and MeXT [.au, .snd)

Audio for Windows [iwav)

CD Audio Track [.cda)

Indeo Video Technology [.ivf)

Windows Media Player Skins [wmz, awms)

QuickTime Movie file [.mov)

MP4 Audio file {.m4da)

MP4 Video file [(mp4, .mdv, .mpdv, .3g 2, .3ap, 3opp)
Windows audio file [.aac, .adt, .adts)

MPEG-2 TS Video file [.m2ts)

Free Lossless Audio Codec (flac)
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webrm

Filename .webm
extension

Internet video/webm,
media type audic/webm

Developed by Initially On2, Xiph, and
Matroska; later Google

pe of format Container format
VPEBNPAIAM (video)
VorbisiOpus (audio)
Limited swbset of Matroska

Yes[2l

Yasl4l
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a ) VM only for fuzzing (focus on performance)
o] s preparation (based on file type)
utatlon setting (can be difficult)

ute the target program with a modified mput f

'; mg works execute the fuzzing scrlpt
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Fix>1 GEANT
(fcd48.1347c): Access violation - code céeeedes (first chance)
First chance exceptions are reported before any exception handling.
This exception may be expected and handled.
eax=88008808 ebx=-080080808 ecx=5dabbb4B edx=2d34cf58 esi=Sdabbb48 edi=18665ed8
eip=5db4fc3a esp=3395f64c ebp=3395f6c8 iopl=08 nv up ei pl zr na pe nc

C5=00823 ss5=082b ds=882b es=082b Ts5=6053 gs=0802b ef1=68616246

mfmp4sr55nk!CTrackFPagment::GetSampleTime+Bxfa
Sdbdfc3a fbadealaass push  dword ptr [eax+148h] ds:882b:886888148=22222227

g:823>
8 EXPLOITABLE

Stack . ,
B PROBABLY EXPLOITABLE
Frame Index Mame

mfmpdsrcsnk!CTrackFragment::GetSampleTime + Oxfa

mfrmpdsrcsnk! CMP45treamHandler:;_GetSampleTime + Owd5f

B PROBABLY_NOT_EXPLOITABLE

B unKNOWN

mfrmpdsrcsnk! CMP45treamHandler:GetSamplelnfo + 0x512
mfrnpdsrcsnk!COTMediaHandler:GetSamplelnfo + Oxb8
mfrnpdsrcsnk!CMPEG4AStream::CRorwardParser:InitSamplelnfo + 0x9b

mfrnpdsrcsnk!CMPEG4A Stream::CStreamParser:ProcessMextSample + 0x0f

mfrnpdsrcsnk!CMPEGAStream::ParseData + (u34e

mfrmpdsrcsnk! CMPEGADemux_Fragment:ParseData + Oxb86

mfrmpdsrcenk! CMPEGAMediaSourcePlugin:ParseDataFMpegd + 0x31b

mfrpdsrcsnk! CMPEGAMediaSourcePlugin::ParseData + 0x5c9

mfrmpdsrcsnk! CMFByteStreamMediaSourcenOnByteStreamBead Datalnternal + Oxbes
mfrnpdsrcsnk!CMFByteStreamMediaSourcenOnByteStreamReadData + 0x113
mfrnpdsrcsnk!CMFByteStreamMediaSourcenOnByteStreamBeadDatafsyncCallback:lnvoke + 0x16

BETWaorkONW SenalWorkkOusue:Oueueltem=FreruteWarkltern + 0Qa WWW.FIRST.ORG
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We found lots of crashes in the newest windows component
mfmkvsrcsnk.dll from

Zdi refused to pay a bounty for it is public on the internet, and MSC said it's
out of boundary.
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‘-//' of 24/7 fuzzing on multiple VMs
crashes (>99% not exploitable)

; e a lot of Read AV, NULL Dereference...
| Remote Code Execution vulnerability

* m esday CVE-2021-41330 & CVE- 2022-/-
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Hello,

Thank you for taking the time to share your report. Based o : ent from o Genera| Awards
engineering team, we have determined that you - i ;

US55000.00 bounty award under the Windows Insider Preview Bl:lﬁnty
Program. Congratulations!
otect the ecosys COo E Security Impact Maximum Award
5 rppnrt puE}Iu Iy bpfurp we havp 0 Ue is
d. Bounty award review is not a confirmation of a fix or pern o dis 0 Remote Code Execution $5,000
findings publichy.
Elevation of Privilege $2,000

Case assessment for bounty award Security Feature Bypass $1,000

Information Disclosure $1,000

Ynur bnunty award is determined by the severﬂy securlty |n1pact and report quality.
i speci l' flic

Spoofing $1,000
Tampering $1,000

Denial of Service $500
* Severity: Critic:

» Security Impact: Remote Code Execution

[fyou log into the MSHEC e -her Portal, you can track your case progr
bounty award status.
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