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P2P file exchange software are spreading on the
Internet. The requirements of investigation reports
such as threats about P2P network are increasing.

In this presentation, we show some experiment
results about P2P network enforced in StarBED
which is a Large Scale Network Experiment
Environment.

- DoS attack by P2P network

- Disable P2P network by P2P own protocol
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Problems of P2P network [ mJ

O P2P file exchange software
A popular technology for file exchange/sharing.
An alternative to client-server network design. ServeD)

B

B Hybrid type Ek/ \E
Central server has file and node lists. Client Client
EX. Napster etc. T

Client Client

B Pure type (Unstructured type) L
Without the need for special .y /\

server devices. W
N\
=l ==

Ex. Winny, Share, Gnutella etc.
Copyright © Hitachi Incident Response Team. 2009, All rights reserved.
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Problems of P2P network [ mJ

O Whatare the problems of PURE type P2P network ?

We should have good understanding of the problems of
PURE type P2P network.

B Distribution of files of copyright violation

P2P user downloads computer software, music and
movie files etc.

i
_—
B Spread of malware ﬁ.// RN i

Malware is trigger to leak information, W
delete files and do DDoS etc. \El_ﬁl
——=— —=—

Anonymity of PURE type P2P seems to cause these problems.

Copyright © Hitachi Incident Response Team. 2009, All rights reserved. 4



1. Problems of P2P network -1- [ MJ

O Distribution of files of copyright violation

P2P user downloads software applications, music and
movies files etc.

¥IACGS/—1—A - Mozilla Firefox
File Edit Miew Go Bookmarks Tools  Help

@ - @ (% | ||_| httped S accsip.or.ipfhewsmews html
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1. Problems of P2P network -1- [ mJ

O Distribution of files of copyright violation

P2P user downloads software applications, music and
movies files etc.

¥IACGS/—1—A - Mozilla Firefox M=
File Edit Aiew Go Bookmarks

@-+-8 0 aLw] November 28,2006

JIACCS .msd The cost of damage by "Winny"

W rccsouc ==-—=|  Music: about 4.4 million dollars (¥440,000,000).

222y Y-2 Computer software: about 95 million dollars (¥9,500,000,000).
EBHE " =1 Total: about 1 billion dollars (¥10,000,000,000).
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1. Problems of P2P network -2-

O Spread of malware

Malware is trigger to leak information, delete files and do
DDoS etc. JPCERT/CC reported this problem at 18th
FIRST Annual Conference (June 2006).

18> Anmual FIBST Confesence
June 2530, 2005

Renaissance Harbarplace Horsl
Balrimore, Mardand USA

JPCERT [({&

Threats of P2P File Sharing Software

-- a Japanese Situation About "Winny”--

JPCERT/CC is an independent
non-profit organization, acting as
a national point of contact for the
other CSIRTs in Japan. Since its
establishment in 1992, the center

has been gathering computer

incident and vulnerability
information, issuing security
alerts and advisories, and

Keisuke Kamata
Yuichi Miyagawa

JPCERT Coordination Center

providing incident responses as
well as education and training to
raise awareness of security issues.

Copyright® 2006 JPCERT/CC All rights Reserved

Japan
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1.

Problems of P2P network -2-

O Spread of malware

Malware is trigger to leak information, delete files and do
DDoS etc. Antinny spreads via Winny network and is
Included in ZIP file etc.

JPCERT (&

Summary of Antinny

O
O
O
O

Spread in mid 2003.

A “Trojan horse” virus that spread via Winny.
Leaks information, deletes files, does DDos, etc.
Over 50 similar derived viruses.

B Viruses are designed to be executed by the user,
therefore does not require special knowledge (such as
designing attacks on vulnerabilities) and is easily
created.

Over a 170,000 PCs were confirmed to be infected.

Information leaked from companies, autonomies, and
individuals causing serious social problem.

Copyright® 2006 JPCERT/CC All rights Reserved 11
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Our activity against the problems [ Miﬂm}

O Some organizations have started to cooperate, to solve
these problems since summer of 2006.

Acc s amd_gmnrcnpymntfmm HITACHI
CRass
11) S5

Internet Initiative Japan —
NT T Communications
T—

O Iststep (2006-2007)

Feasibility study of Winny & Share P2P network
observation

O 2ndstep (2008-)

Encouragement of malware incident prevention on P2P
network

Copyright © Hitachi Incident Response Team. 2009, All rights reserved. 10



Our activity against the problems [ Hmﬂlrﬂ_;mm}

O Iststep

Feasibility study of Winny & Share P2P network
observation

O How many nodes exist over Winny and Share
network ?

Winny
180,000 nodes/day

Share
200,000 nodes/day

Copyright © Hitachi Incident Response Team. 2009, All rights reserved. 11



O 2ndstep

Encouragement of malware incident prevention on P2P
network.

O Malware spread and information leakage problems
exist in the overlay network such as P2P network
iIncluding Winny. Recently, there is many
observation data of nodes/files, but there is not
guality data about the threat such as DoS of the P2P
network (overlay network) itself. We examine the
control possibility of P2P network (overlay network)
by P2P network (overlay network) in this experiment.

Copyright © Hitachi Incident Response Team. 2009, All rights reserved.
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O 2ndstep

Encouragement of malware incident prevention on P2P
network.

O Experiment ONE
Winny: Index poisoning DDoS Attacks
O Experiment TWO

Winny: Disable P2P network by P2P own protocol
operation

B Sending many close connection requests

B Sending one message with exploit the
vulnerability (JVN#74294680)

O Experiment THREE
Winny: Recovery capability of P2P network

Copyright © Hitachi Incident Response Team. 2009, All rights reserved.
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About P2P file exchange software "Winny" & "Share" [ mJ

O Characteristics of Winny and Share

B PURE P2P type
No index/central server to manage the network

B Simple GUI
Word Search and Search results

B Anonymity
Multi-hop proxies or re-publish of cached contents
Encrypted communication channel

Copyright © Hitachi Incident Response Team. 2009, All rights reserved. 15



About P2P file exchange software "Winny" & "Share" L mml

O Characteristics of Winny and Share
B PURE P2P type

No index/central server to manage the network
B Simple GUI

Word Search Word Search

T Winny v2.0b7.1 = Share EX2 [_T5[x]
_ SHAES) _ _

regesEE) | =l = WigE Hit:0  4&FkUo D ~| BBS 4 & W i o
1EE | BES TTRZ | AruziE | BRif | 22080 | 09RH | VA7 L0580 %

| Upon s | metovion | Batesia | SULEEE BE

T L byte) . [ [T

‘_ | |_ | L Tl ¥

Search results

File Search Up O/ Down O Tranz Up 0 /2 Down 0 52 Tatal Lp 00 / Down 00 Khyteds Up: 00 KBytes/s Down: 0.0 KByte/s

#1258t [[# Winny o RO D 740 #1258t [ (G Share Ex2 e S 2D 754
Copyright © Hitachi Incident Response Team. 2009, All rights reserved. 16




About P2P file exchange software "Winny" & "Share" Hitachi Incident

O Characteristics of Winny and Share
B PURE P2P type

No index/central server to manage the network
B Simple GUI

Word Search Word Search

i == FShare EX2 ==
REE _ _

WiEE | Hit: 180 HEFEHILTOD | BES | & W ST

zo e 1 =] [ 4
I LR | AULE | mRAM | SROWEH | DSESR | DRTLIER v

BES.— &R | oL AtER ([

| Pl AP | Eddenin | BSdeuia | SRR S

DEFazr HoHGEE 1 ]

=k | s 2TV |bug | sma—k | rozo—F| 2ovs| 520 | 08 | 124 |
([ [T

‘_ |__ |_ | L Tl ¥

fiiscaing LX)

arch results

Up: 00 KBytes/s Down: 0.0 KByte/s

— = CAP! - o X
i e 0 0 7 el Trans Up 0/ 2 Down 072 TotalUp 00/ Dawn 21 Kbyte/s #/35—H| [(F Share Ex2 o | @ 2D E 754
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About P2P file exchange software "Winny" & "Share" [ Seilitol

O P2P mechanism of Winny to accomplish anonymity

(2) Request for FileX
to WinnyQ7

location profile

(5) Making

FileX cache Winny06

(3) Request for FileX
to Winny04

(4) Download FileX
from Winny0O4

TR S |[E,ﬁ

=l
Winny02 (6) Download FileX Winny04
File downloader from WinnyQ7 File up loader

Copyright © Hitachi Incident Response Team. 2009, All rights reserved.

Relay node WinnyQ7 (1) Forwarding of FileX
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About StarBED [ Mm&J

O StarBED --- AlLarge Scale Network Experiment Environment

In StarBED, there are many actual computers, and
switches which connect these computers.

There are 680 actual PCs in StarBED, in order to
realize a large-scale topology. Furthermore, each node
on StarBED can run

10 virtual machines with
VMware, which enables
constructing a large-
scale experiment topology. GV TS

http://www.starbed.org/

Copyright © Hitachi Incident Response Team. 2009, All rights reserved. 20



About StarBED

O StarBED --- AlLarge Scale Network Experiment Environment

name PCs ATM FE°

A

m O O

total

"FE means FastEtherent, ™ GhE means Gigabit Ethernet B

208
64
32

144
64

168

630

0
1
1
0
0
0

= s = s s O

GbE™ type cate
1 ATA
0 ATA
0 SCSl 2002
0 ATA
0 ATA
4 SATA 2006

Copyright © Hitachi Incident Response Team. 2009, All rights reserved.
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Experiment Environment on StarBED [ Mnmj

8 VM nodes/physical node by VMware ESXi
Windows + Winny2.0 b7.1/VM node

Winny
network
20.0.0.0/8
— Y .
Corta $.——Number of
172.17.0.0/16 =l tQta| Wmny nOdeS

Group F 150 nodes s 1200

(Memory 8GB, Pentium4 3.2GHz, HDD80GBx2)

Copyright © Hitachi Incident Response Team. 2009, All rights reserved. 22



Tools for experiment of P2P network [ Mm}

O Winny Commander and Server

B |t talks about the Winny protocol, and communicates
with the actual Winny nodes.

O Winny Process monitor
B Itis a real time monitor which outputs a status of Winny.

Index includes identifiers, IP addresses
and port numbers for file download.

Monitor of connected Send Index

Winny node
Dummy Server

arch
q Send| Index

Winny Commander
Connect to Winny node Ll

and send control

command.

)

Winny network SO

Monitor of Winny
process

Winny noé

Copyright © Hitachi Incident Response Team. 2009, All rights reserved. 23



Tools for experiment of P2P network [ MWJ
4. Winny Commander and Server

Winny
O Connect to Winny node and
send control command.
Winny

Connecton-,{:

[ Command 3] Notify own node Node data
[ Command 4 ] Notify other node Node data
[ Command 10] Query Request

Connected

Winny g
Inn
Commander vanoie [N

[ Command 31] Closing Request

[ Command 33,35,37 ] Abort Req.

Winny
Server Monitor of connected Winny node

Copyright © Hitachi Incident Response Team. 2009, All rights reserved. 24



4.

Winny Process monitor

Winny.exe
< Main control
Z. routine
] Memor i
Winny PO N 7 i |
Process A Task list ¥
Monitor K ;:;\ ''''''''''''''''''''''''''''''''''''''''''' 4
<— Index list |
| el i |
< & Node list X
[ R e— 5 |
%_xl Up/Down Link list |
STDOUT

Tools for experiment of P2P network

i Winny v2 0h7.1
IAME BEEEH ELW AIE

#wEyEE [FAotyd
J—FE%H | BES/—FHEH PR

| M e E e e L
TR H"IL\ | debian | linux | tet | &% | —b—nt |

2oL EER el

HAER

[migis

=l [ABE ] w87 | Wiz #@EsIO -

BRE

Hitachi Incident
Raesponse Team

BBS 4| &|W

AT LNENR

= ().

BES/—FIER | DAIAEH | DrRE | SR

<
A—FlER

| T

=i | tmues | FrLESE

<

S-S BBS/—FIEER | DAATREE | DrrLtEE: | SATLER

EREH

EREMS | AR

AR

| UzbEE | ansmal | = |

R

ES

File Search Up 2 ¢ Down 0 Trans Up 0 /2 Down 0 /2

BEAT, | (EEOEHT |

Total Up

=it

AT LR

108 # Down

VAT LEER

41 Khytes

Mui7 umoa/dn

Copyright © Hitachi Incident Response Team. 2009, All rights reserved.
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Tools for experiment of P2P network L - Hm1mﬂ.,ﬂ

Winny Process monitor

Monitor data of each List

Indav lict { | —Figth | BES/—FiEtR | 2440 | ooriltis | Aruat | mase | [ooowss | OviEms | o7 088

HFEFATBFOFO028CEIEFOE, 210, 146. 164 . 86,77

. |dent|f|e:r _

el IFIIFTHHE lIPTEF

Copyright © Hitachi Incident Response Team. 2009, All rights reserved.
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O Index poisoning Attack

The attacker inserts massive numbers of bogus records
Into the index for a set of targeted titles. As a result, when a
user searches for a targeted title, the index returns bogus
results, such as bogus identifiers, bogus IP addresses, or
bogus port numbers.

0 Related works

B Xiaosong Lou, et.al: "Prevention of Index-Poisoning DDoS Attacks in Peer-
to-Peer File-Sharing Networks", IEEE Transactions on Multimedia, special
iIssue on Content Storage and Delivery in P2P Networks, Nov.9, 2006.

B J. Liang, N. Naoumov, and K. W. Ross, "The Index Poisoning Attack in
P2p File-Sharing Systems," Infocom, 2006.

B N. Naoumov and K. W. Ross, "Exploiting P2p Systems for Ddos Attacks,"
International Workshop on Peer-to-Peer Information Management (keynote
address), Hong Kong, May 2006.

Copyright © Hitachi Incident Response Team. 2009, All rights reserved.
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DoS attack by P2P network [ MJ

O Index poisoning DDoS Attack

The attacker inserts massive numbers of bogus records

Into the index for a set of targeted titles. As a result, when a
user searches for a targeted title, the index returns result,
such as bogus identifier, IP address of targeted Web server,
and port number 80/TCP.

Dummy Index includes IP
address of targeted Web server
and port number 80/TCP.

Copyright © Hitachi Incident Response Team. 2009, All rights reserved.
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DoS attack by P2P network [ MJ

O Experiment procedures

B 1200 Winny nodes are started, and P2P network for
Winny is constructed.

B Make an index which includes IP address of targeted
Web server.

B The index is poured into one Winny node in P2P
network for Winny from one Winny Commander node.

Copyright © Hitachi Incident Response Team. 2009, All rights reserved.
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DoS attack by P2P network [ ek J
5. Result from experiment Responee Team

O Indexdistribution without download operation of each node

(1200 nodes)
0.5 YSend one index to one Winny node Send 100 different indexes to
' one Winny node
0.4
. 0.3
Traffic 0o
kbps '
(kbps) 01
0 Elapsed time(min)
0 10 20 30 40 50 60
5 ]
. No DDosS Attack
Web 3 by \vAvll 2183%
Access 2
(counts/min) 1
0 Elapsed time(min)
0 10 20 30 40 50 60

Copyright © Hitachi Incident Response Team. 2009, All rights reserved.

31



DoS attack by P2P network
5. Result from experiment

O Indexdistribution with download operation of each node (1200

\i=ns

nodes)
800 Wsend one index to one Winny node W Send 100 different indexes to
one Winny node
600 -
. Peak traffic
Traffic 400
(kbps) 583 kbps
200
0 Elapsed time(min)
10 20 30 40 50 60
20
15
Web
Access 10
(counts/min) 5
| < B
¢ — | Elapsed time(min)
0 10 20 30 40 50 60

Copyright © Hitachi Incident Response Team. 2009, All rights reserved. 32



DoS attack by P2P network [ Mmﬂ
O. Consideration from experiment Rasponse Team

PEP 2= —2 = EN 05 WD iERE | Al Range [ 20028-02-26 - 2002-09-01 ] | ] — iy 1= —
It displaysoe T00%  50% 2A%fram the newer one. | Share 1= -0/~ #
C - - - || — it 12— —
ounts
110000 —

Fooon -

al ﬂﬂ”“ﬂ’{n“ﬂﬂfﬂ\w‘n

- | 1 Ave 70,000 Winny 'nodes(/hour)|ar
o) - -~ - -Day-thne: 6@.,90(9 \Nmny nodes(/haur—)—:——:——i——:——
Night time: 80 OOQ Winny nodes(/hour) i
= |0 When 70, OOG) Wlnny nodes are controlled by

attacker, Wmny nodes Issue 880,000 (/m'”).
(15, OOO/sec) accesses to targeted Web
server. o .

T T T T T T T T T 3
2003 | 2008 2002 I003 Z00E 2008 2008 Z003 2008 2008 2003 2008 2008 Z00S 2002 2008 2008 ZOOS 2002 2008 2002 2003 2008 2002 EIZIEIB oog zo0d | 2008
ZRE | 3 A0 AT 24 3 4T 414 A 423 &5 512 &M9 &6 62 6 BA6 623 620 7O T4 T Tae s A1 a8 2izs ) an

V

I
I
I
10000 ,
I
I
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n Disable P2P network by P2P own protocol operation [ mJ

O Disable P2P network by P2P own protocol operation

If it lets active Winny nodes stop, at the time of the
emergency, it can be applied to disable Winny network,
and to prevent the leakage information circulation.

B Sending many “Close connection request’” messages

B Sending one message with exploit the vulnerabllity
(JVN#74294680)

Copyright © Hitachi Incident Response Team. 2009, All rights reserved. 35



Disable P2P network by P2P own protocol operation [wmmﬂ
Winny buffer overflow vulnerability (JVN#74294680)

) JWNETA204680 Winny buffer overflow vulnerability — Mozilla Firefox

File  Edit “iew Higtary Bookmarks Tool=  Help

G' Y ¥ G ||j | it/ forjpsfen/ o/ JYNTA294680 /index htm| o . I.h-nv|h-1y._l‘|.-’N GPE Searchien) O

FY

v )

Fublished:2006/04/21 Last Updated: 2003/05/21

JVN#74294680
Winny buffer overflow vulnerability

Overview

Winny, P2F file-sharing (exchange) software, contains a buffer overflow wulnerability.

Products Affected
o Winny 2 0071 and earlier

As of May 25, 2006, exploit information is publicly available. Currently we are not aware of any
attacks. Itis recommended that users avoid using Yinmy.

Description If a remote attacker sends a malicious
packet, Winny will crash.

Impact

If a remote attacker sends a malicious packet, VWinmy will crash.
[tis publicly reported that arbitrary code may be executed with the privilege running YWinny.
=

| Dione 4

Copyright © Hitachi Incident Response Team. 2009, All rights reserved. 36



Disable P2P network by P2P own protocol operation [ WTMJ

O Experiment procedures - Sending many “Close connection
request” messages

1200 Winny nodes are started, and P2P network for
Winny is constructed.

Winny Commander node sends 200 “Close connection
request” messages (Command 33) to 12 Winny node.

Above procedure is carried out repeatedly.

Winny

Winny

Winny

Commander ﬁgﬁﬂﬂ : (Aka. Badport O alert)

Connectori*

T request (BadPort0) request (BadPort0) ‘ _
Commander |
a

Command 33:Close connection request

Connected

A 2cPort0 olcrt | Winny

node

[ Command 33 ] Close connection [ Command 33 ] Close connection

Copyright © Hitachi Incident Response Team. 2009, All rights reserved.
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Disable P2P network by P2P own protocol operation [ EhE 1}
Result from experiment Response Team

O Time to all the Winny node stops

814 secs
——

100 |

90

80

70

Time to all the Winny
’,/" node Stops
0 A 8l4sec
) ,fr I3 mMin34 sec

I
o

Bt/ —FOEI& (%)
S

o

100 200 300 400 500 600 700 800 900
23R B R (B)
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Disable P2P network by P2P own protocol operation Hitnchi Incident
Result from experiment

O Winny node status Red circle: Winny node stop

I B StarBED Operation Center *—Whnx Monitoring System

1 T2 184100 > DiE \

lcellis —
1 Winny node|/

172,184,524

1721846

1721847

172.18.4.8 3 rE : ¥ :

1721840 f 164, T | 1721641005

3 i ; : ; |TZ16. 110

ITZIBA. L 3
172184112
| 72164113
172,184,
721841153
|7Z184. 1163
|TZIRA. 1175

>1200
nodes

17216435
T2 16406 %
TL16.4.97 »

172184,
172184,

IT218A.1
172
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n Disable P2P network by P2P own protocol operation [ mJ

O Experiment procedures - Sending one message with exploit the
vulnerability (JVN#74294680)

B 1200 Winny nodes are started, and P2P network for
Winny is constructed.

B Winny Commander node sends 1 “Buffer overflow data
request (JVN#74294680)" message (Command 17) to
12 Winny node.

B Above procedure is carried out repeatedly.

Winny Command 17:BBS Key forward request
Commander ﬁgw :
\
Winny (o pre— Connected
Connector! Winny

1
Winny [ Command 17 ] BBS Key forward nOde_

T request with buffer overflow data .
Commander )
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Disable P2P network by P2P own protocol operation [ EhE 1}
Result from experiment Response Team

O Time to all the Winny node stops

B R — 150 secs
) \ —

80 \

. \ T

" \ rimetoall the Winny
: W node stops
1

iy \\ 50 sec

. | S— 2min 30 sec

0 20 40 60 80 100 120 140 160 180
6 2 B 8 (7D)

Winny#2 & 2 (%)
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O Winny node status
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Disable P2P network by P2P own protocol operation
Result from experiment

L TETHA N >
17516480
178984 97>

RIE[ITES
72104 955§

IT."Bl 26 -

Hitachi Incident
Rasponse Team

Yellow box: Winny node crash

72164100
7208 402> e
(72164, 195 I8
CEAERLTS:
[F2lE4108%
[FLZIE4UE>
[TRIEA10%
177 |04 IR
(72841008
TZIEA 110
Ak REEES
|TZIEL 12
72164 3> s
(2160110 S
T2 1040 13~ S
ITZIEA 18§
F2IE417
72164 118> B
| ) AL 1B
Rz Te4100>
(77184754
(32164120
RS

|TL| AT
|T2164 125
(12|64 126> 8

72162 1305
2164131
(72154 137
IR G230 B
JIF-!J':I-

b

(72104 137 S
72164138
1T2164 139>
|72 B 140
[FrEl-TREE

TG 145
|T2l64 1408

172188 14T
(7264 148>
(2164748
'E.IGQJJD}

. OOBODED  (sx speed)

{ 8.7

Copyright © Hitachi Incident Response Team. 2009, All rights reserved.

42



Disable P2P network by P2P own protocol operation [ TR 1}
Consideration from experiment Rasponse Team
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contents

Problems of P2P network

. Our activity against the problems

. About P2P file exchange software "Winny" & "Share*
. About StarBED

DoS attack by P2P network

Disable P2P network by P2P own protocol

Recovery capability of P2P network

No U A wNE

2009 FIRST|
Symposium

This presentation shows a solution approach
against problems in PURE P2P network.
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/. Recovery capability of P2P network

O Recovery capability of P2P network

In Winny network , there are some “Super” P2P node which
IS most active node and reference node .When some active
Winny nodes stop, other Winny nodes will recover own

network.

20061010 winnynode_link (30000.108017)
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Recovery capability of P2P network [ Htudﬂkmj

O Experiment procedures

B 1200 Winny nodes are started, and P2P network for
Winny is constructed.

B Winny Commander node sends 200 “Close connection
request” messages (Command 33) to 5 “Super “ Winny

node.
“Super” Winny node is most active node
and reference node in Winny network.
Winny Command 33:Close connection request
Commander ﬁ%m : (Aka. Badport O alert)
Winny | B ————————————————————— Connected
Connectori (D \?Vl:r?r?;

Winny [ Command 33 ] Close connection [ Command 33 ] Close connection nOd
Commander o request (BadPort0) request (BadPort0) : _
/=
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7 Recovery capability of P2P network [ memJ
. Result from experiment

#node:1818 processing time(ms):96479

Connection Status
_ _ 0 *m
P2P link relation map — sl

B =872

] %uw

1 7 [=3:
Super” Winny nodes |5

W wxy s

- I"
I -

‘ L
M .:‘;I-t
TETE i R 1)
— e AT
. [ % " s
SN 5 .
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Recovery capability of P2P network [ Hitach Incident

Result from experiment

processing time(ms):96327

Connection Status

[ =

[ BBS Port
[ BBSE#F R
B #8722 -
[ #me
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7 Recovery capability of P2P network [ ST
. Result from experiment

#node:1816 processing time(ms]:95§40
/ \fte r 20m|n(200841) » Connection Status
// N
[ BBS Port
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[ ans
)
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Result from experiment

Recovery capability of P2P network [ Hitach Incident

#node: 1808 processing time(ms):94344 J ‘
After 30' I I I 20m|n(200841) » Connection Status
g D Fm
F - [ BBS Port
[ BBSE#HT A b

D &85z b
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Composition 1 . R/ PO
the condition of the degree experiment start time.
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Questions ?

2009 FIRST/ |
Symposium |

We continue this feasibility study of DoS attack by
P2P network. Next month, we will do 3rd
experiment trial on StarBED.

Latviay,

.4 January 19-21_, 20

L1 =0
B i
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About HIRT

O HIRT (Hitachi Incident Response Team)
B http://www.hitachi.com/hirt/
B http://www.hitachi.com/hirt/publications/
O JVNRSS Feasibility Study Site
B http://jvnrss.ise.chuo-u.ac.jp/jtg/

HIRT (Hitachi Incident Response Team) was established in 1998 as an 2009 FIRST/
in-house project, and was organized to act as CSIRT (Computer Symposium
Security Incident Response Team) for the Hitachi group in October 2004.
To promote better vulnerability handling (support activity to eliminate
security vulnerabilities) and better incident responsiveness (support
activity to avoid and recover from the latest security violations and
related incidents), HIRT is the CSIRT point of contact that coordinates

the Hitachi group and liaisons with external entities. .-..5:::;}'@-21, Al |
SPCTR T S SR .
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About HIRT

=3 http:/ /www hitachicom - Publications: Hitachi Incident Response Team: HITAGHI - Microsoft Internet Explorer [_ (O] x|
Publications Hitachi Incident Security Information
Fesponse Team | 15 pyplications
Inguiny
B HIRT_PUBD7005: Let's take a look at the flow of packet data transmitted by a worm Part 1l
Blaster In the HIRT-PUB0T004, we attempted to vizualize the activities of a
worm, focusing on the regularity of a packet (a destination IP address)
! zent by the woarm. In the HIRT-PUBO7O005, we are targeting visualization,
e . focusing on the completeness (i.e. the scanning scope) and the
fotok T selection order (the random nature) of a destination IP address.
pgee more details
B HIRT-PUBD7004: Let's take a look at the flow of packet data transmitted by a worm
MSBEla Althounh no massive incidents due to new worms have occurred {
Nimd recently, nodes infected by worms which proliferated widely in the past 2009 FIRST
&¥1mds =till continue their infective activities Here, we attempt to visualize the H
packet of worms, which remains flowing on the Internet. sympos"'“n
»zee more details
B HIRT-PUBD7001: Animation for the introduction of HIRT activities is now available
wWhat CSIRT does may not be very intuitive. We've made an animation |-
video to help you understand HIRT's CSIRT efforts more easily.
pgee more details
B Deploying JP Vendor Status Motes (JVN) for Dissemination of Security Information Throughout Lat\'la: \HEE!
Japan =] January.19-21,.2009' 4
Y Wy
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Ending

This presentation has showed some experiment
results about P2P network enforced in StarBED
which is a Large Scale Network Experiment.

- DoS attack by P2P network

- Disable P2P network by P2P own protocol

2009 FIRST/
Symposium
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END

Feasibility Study of DoS attack by P2P network.
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Hitachi Incident Response Team
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