Leverage OSINT to Trace APT Group
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About us.

360 Threat Intelligence Center
« A team of 360 Enterprise Security Group

« Focus on threat intelligence and advanced targeted attacks
tracing.

« APT threat monitoring and tracing, uncovered several APT
Groups.
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About us.

— 360 Threat Intelligence Center @360TIC - 9H21H
(4% > Full disclosure of #PoisonVine(¥APT-C-01) #APT group .

mp.weixin.qg.com/s/-H02Bm08gbOW...

- 360 Threat Intelligence Center @360TIC - 9H12H v APT

v > Possible #OceanlLotus #APT group recent targeted attack cases by exploiting
#CVE-2017-11882 and #EternalBlue.
ti.360.net/blog/articles/...

& B

Ocea otus (apT-c-66)

9, 11 34 Q 4 &

- 360 Threat Intelligence Center @360TIC - 7H6H A PT
¢ 22 > Disclosure of a new #APT group #BlueMushroom (APT-C-12) and its recent

i i el i \ /| a / XXEEE'
campaign Operation NuclearCrisis, report here t1.360.net/uploads/2018/0... P e
& BhEHX

360 Threat Intelligence Center @360TIC - 7526 H

< ‘ ' ') Details of APT-C-35 (Donot Team, Arbor's name) #APT group and its latest
activities ti.360.net/blog/articles/... .
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Motivation

Why we need OSINT?

Tracing of APT Groups is just like a
jigsaw game.

We need more comprehensive
threat intelligence about APT
Groups.

External intelligence will be helpful.




Motivation

Thanks to the collections of APT reports by researchers.
 https://github.com/aptnotes/data

 https://github.com/CyberMonitor/APT_CyberCriminal_Campagin_Collections

O Update is not timely.
O Report is unstructured, cannot use "
It directly.
O Report is not INTELLIGENCE. anomn I “ il 0N

statistic of between 2010 to 2018.5




Motivation

Our collections of APT reports from Security Vendors in
2018 1H, average 1-1.6 article per day.
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Motivation

Nearly 100+ APT actors are reported publicly, and dozens of
them still conduct threat activities frequently nowadays.

« Construction of APT actors TTP & Profiles.

« Leverage OSINT to trace them.

relevant

Threat

Intelligence




Methodology

Collecting

Processing

Threat Intelligence Lifecycle
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Methodology

External
Intelligence
Sources &

Tools

osnt I

Collect & classify
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Methodology - Collect

Sources of OSINT related to APT:

Security vendors: websites, vendor research blog.

Security media and news.

Social media: Twitter, Blogger.
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APT28 Sednit/EVILTOSS Implant
deb03c602b4e5b0835979cd47d8c5fcf

Pu bl IC th reat feed . @ Drunk Binary @DrunkBinary - 22/)\&

Detection by @cyb3rops and @thor_scanner
& BhEHX

O 1 14 Q 17 &




Methodology - Collect

Besides using spiders, researchers can

choose RSS or similar tools.

RSS Tool

Google Alerts

Report Blogs
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ZEE-ABANE...
APT — Security Affairs
Arbor Networks Thr...

Blog — Flashpoint

Cisco's Talos Intellig...

FreeBufEEXMEZ...
Malwarebytes Labs
McAfee Blogs
McAfee Labs — McA...
Palo Alto Networks ...

- Recorded Future

Securelist - Kaspers...
Symantec Blogs

The Akamai Blog

The Citizen Lab

Hacking Team# 1 &E3&? CVE-2018-5002 Flash Oday;E;@APT
WiE DS XX

18 y 360XERSE4AEE / 19d // keep unread // hide

360 MR RAMERFIOERBHERE] T —{FI{EMFlash odayiRAE SHMAROMce IS R E2AIAPT
WERG), WEEROERERERT TFlashXHABRA (Office XX AT B EFlash3E A
) .

VISIT WEBSITE

. OceanlLotus APT

How often At most once a day =
Sources Automatic =
Language English s
Region Any Region =
How many Only the best results =

Enter email m Hide options a

OceanLotus by SkyEye Labs in 2015.

Cyber Espionage is Alive and Well: APT32 and the Threat to Global Corporations

Cyber espionage actors, now designated by FireEye as APT32 (OceanLotus Group), are carrying out intrusions
into ... This entry was posted on Sun May 14 18:00 EDT 2017 and filed under Nick Carr, Attack, Malware, and
APT.

Operation Cobalt Kitty

Reviewing the lifecycle of Operation Cobalt Kitty, an APT carried out by the OceanLotus Group, covering every
stage from the initial infiltration to data ...

Web Crawling Data Brings OceanLotus Infrastructure to the Surface

The campaign is believed to be linked to the OceanLotus Group, also known as APT 32, which has carried out
targeted attacks against foreign ...

Ocean Lotus Group/APT 32 identified as Vietnamese APT group

Vietnam has gotten its first designated APT group, notable for being used in regulatory matters, marking rise of
advanced APT groups from even small ...
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Methodology - Classify

Classify filtered OSINT data

« Threat activities, incidents
- Malspam, targeted attack, cybercrime, APT

« Threat analysis
« Ransomware, malicious miner, exploit kit, bankbot, etc.

« Vulnerability or exploitation.

Reports from security vendors are more valuable, because they
include more technical details and even indicators, which benefit

further threat hunting.



Methodology - Structure

Retrieve information from OSINT data and summarize it.

Based on the STIX, we can easily to describe it and make it

simpler.
HThreat Actor

alias name

APT37 (REAPER)

Intent
state region
language
target
TTPs




Methodology - Structure

Operation Daybreak

By Costin Raiu, Anton Ivanov on June 17, 2016. 6:00 am

Campaign

Campalgr

CONTENTS tlme range

Earlier this year, we deployed new technologies in Kaspersky Lab products to identify and block zero-day attacks. This
technology already proved its effectiveness earlier this year, when it caught an Adobe Flash zero day exploit (CVE-2016-

target

1010). Earlier this month, our technology caught another zero-day Adobe Flash Player exploit deployed in targeted attacks.
We believe the attacks are launched by an APT Group we track under the codename “ScarCruft". TT P

ScarCruft is a relatively new APT group; victims have been observed in Russia, Nepal, South Korea, China, India, Kuwait and

Romania. The group has several ongoing operations, utilizing multiple exploits — two for Adobe Flash and one for

Microsoft Internet Explorer.

Operation Daybreak appears to have been launched by ScarCruft in March 2016 and employs a previously unknown (0-day)
Adobe Flash Player exploit. It is also possible that the group deployed another zero day exploit, CVE-2016-0147, which was

patched in April.




Malware

Vulnerability

Methodology - Structure

> > Sofacy Uses DealersChoice to Target European Government Agency

Sofacy Uses DealersChoice to Target European Government Agency

@

E,, o M v @ Loads Embedded Object

" Flash
o User Opens ActiveX
Weaponized File

@ Remote Flash Inclusion w/parameters
J30mgs/docPSaken-eSGASAE T2 99ebac 365 017200712

| Executes Staged Flash E

Executes retrieval routine to pull
H exploit and crypto keys

N R ———— /
<) © Executes retrieval routine
3 v

to pull shellcode

B donnload/ 65764346726 0ebat 836530172667 10
Decrypts Exploit -,
B @ Uses Loader LoadBytes to load

and trigger exploit @
. B Gy ©

B Cobalt Strke (1)

(=

Cobalt Strike View Attacks Reporting Help
08 QEHE¢ BIfPU GwhE e B

x

Files ENEEERSG3128 X

D ~ [Name Sze Modied

et (e orecons] (st orvesd) o) (arens)

Indicators of compromise:

Malicious IPs and hostnames:

« 212.7.2170]10
« reg.flnetljorg
« webconncheck.myfwl.lus

MD5s:

3e5ac6bbfl08feec97elcc36560ab0b6
a6f14b547d9a7190a1f9f1c06f906063

e51ce28c2e2d226365bc5315d3e5f83e
067681b79756156ba26c12bc36bf835¢
f8a2d4ddf9dc2de750c8b4b7ee45ba3f
8844a537e7f533192ca8e81886e70fbc
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7

N
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Methodology - Structure

objects & relations

related to

related to

Vulnerability y

alias name state region, languages, TTPs

BEL OceanLotus ESEZARNRRMI60EPHEN—TAPTAR, HE2012 F 4 B2, ZERAHTHTEBHE. B 2012 2018 ZERMEIFZSHH
APT32 PiT, BN, BIERR. MERWEEXEEMERA TEAR. Aitdl. BHIMENKE RIEHFG, #AR
BENBLBGN A8 REEHEFRIKRAR

O
bo14 £ 2 FLAE, OceanLotus BAKEERM, 3T 2014 & 5 ARH T BAMEN—BER . FERHRIEN

APTC00  [E, ARSBEERITFFEBOMERETBRIHAD, égmggIﬂm*ﬁ

Cobalt Kitty

Sealotus E 1 TEZBRNBIERAEFE. PowerShellf4s.
COM scriptlets, &

ireEye/S A th A DAPT32, HEXNZ MTUMAERW, SEBH. STRBNENCELE

K, BASEASMORNERRESEE, HAE—ENEEEtERRAR, FEABLT REEECHAS, &

CH#REENEER
ATERE, PORRSHERR
BE: AR
https://www.fi X /blog/threat- h/2017/05/cyber- i -apt32.html
ps://www.fireeye.com/blog/threat-researc cyber-espionage-ap! m | SR, B
https://www.volexity.com/blog/2017/11/06/oceanlotus-blossoms-mass-digital-surveillance- HEIERREN

and-exploitation-of-asean-nations-the-media-human-rights-and-civil-society/ PESZ{#. HTASCf#.
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Methodology - Analysis

We need to do further analysis:

Check the OSINT is accurate or not.
« Reported threat actor is really THE ACTOR?
« Uncovered a new actor or overlapped with the old ones?

Check the IOCs, sometimes we found these happens in the

report:

« Hash string lost 1 byte

« subdomain of legal website mixed in the C&C domain list,
may cause false positive

Update the actor's TTP & profile.

Found the relations & overlapping based on the OSINT and
Internal threat data

(©)
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Methodology - Analysis

Diamond Model in the attack lifecycle.

Meta-Features
Timestamp
Phase
Result
Direction
Methodology
Resources

Infrastructure

ivery,implan

c,exfiltration

victim of /\

Victim

exfiltration y

related actor

i i used the
region,industry,role used e
infrastructure infected the
before payload

source : http://www.iacpcybercenter.org/wp-content/uploads/2015/10/cyber_attack_lifecycle.jpg



Example - OceanlLotus

Decoy document tagged
OceanlLotus(aka APT32) from Twitter

=2

Jacob Soo

w‘(' @_jsoo_

#OceanlLotus
virustotal.com/#/file/cb8c176 ...
Filename : 2018 Cambodia Outlook
Conference.doc
Adds DsSvcCleanup
payload to
C:\Users\admin\AppData\Roaming\Intel\logs
\DsSvcCleanup.cpl
(9b134dfdea2b4c50183e99bfeebc45a054fc0
32f0098ba31ef927338c1f4fb7)

& BT

.job & dropping

E%1:35 - 20186 H9R

(o ) v

exploit document

Nick Carr @
o @ltsReallyNick e
Sample of new macro method:

Don khieu nai.doc (ActiveMime)

MD5:
58b366b07b12c8cc8b4cbcd9a1905f33
Uploaded from

Heavily encoded C2:
hxxps://services.serveftp[.Jnet/domain.p
ng

Possible guardrailing. Please DM me if
you have the payload. #DFIR

| suspect APT32 - thoughts?

& R

L*8:39 - 201855H310

malicious macro

Shellcode load

export name

EEAPTREIAFIFCVE-2017-8570® AR R B DT

2018-04-17 By 360MEBMERF O | BHHBER

{A96B020F-0000-466F-A96D-A91BBF8EACI6}.dlI
BB L ADLLAVE R A — MINBR B

& C3RMan
qu—[m;:w::]
)

Offset 12 3 S 7 3 B CDE Ascii
00000000 | 06 3B 27 C4 D1 D1 D5 95 40 7F A3 10 EA 6F FC C 1 ANRDI@ 1 s 12ouT
0000010 | 64 1F 89 €7 A2 F4 GE 25 DE 03 66 04 D0 B3 C1 28 | § hgetm)PALID A
0000020 | 92 29 ED DD C8 33 05 91 46 CF D3 87 DF ED Ad4 48 | *)i¥ENN FIOIBiRH
0000030 | 88 C2 37 61 A7 57 54 OC 57 FA C9 15 DF 1B 80 47 |1 7a§v;&ZuEIBIIG
0000040 | D9 26 0A E6 3C 34 50 DS E4 AA DE E6 62 22 48 28 | U&_ acIPOa?bab " (
0000050 | 1E 98 37 1B 5C B9 EA 21 OF 95 EB 51 EF EC 0D S0 | #7012&111601i1 P
0000060 | 9 s CC 7E C EC
00000 9 32 GE 3E 75 22 11 65
000000 g 2 =t
000000 3 3
i 1 0 [E
000005 D C
| 3 :
00000D0 | 31 C4 4D SF D3 D2 AD E6 SC 74 17 F1 E2 13 B 8B | 1AM U0 s tifarfy
00000EQ | 48 38 92 D2 BO EF 29 64 25 33 40 BC 96 03 6 HB°07 " 1)dz 3@y
00000F0 | SD A1 42 AS 15 FB CF CF 3E 8B 44 FD DB 57 B4 JiB¥1aIT; 1Dy0%
0000100 | A5 A2 6C OD 88 OC 4F A9 4A 61 B9 €6 8C 28 E3 7 e 1108Ja £ ] (Bu
0000110 | FA 83 BI 4 8C 37 38 79 FB FO 26 D8 D4 BD 91 | ajxLU178yus%e0y
0000120 | BA 7C 56 CB A C7 E2 3E 95 08 3E 25 00 B2 45 1E | ¢|VE2Ga>11>%. :E
00000130 | C8 2E 20 AD E4 65 27 3D E2 C3 F2 AD 01 AE 28 OE [E. . & »
00000140 | $2 55 26 52 2B 1C 15 32 DC 96 AE 12 B8 E7 9C F7 | UiR+
0000160 | 4B 92 B3 3D 43 81 4F 98 63 FE 89 FE EC 4E E4 22 |K'><I Olch
0000170 | D7 87 34 E9 62 03 21 C6 61 17 9F 04 D7 1E 06 07 | xK4éb 1Ealllx 11
0000180 | BF 07 A0 4C E6 B7 03 02 BF 11 EC BC 15 56 DF DA | &I Le 11C1iMJVAT
0000190 | 75 C6 96 66 34 D7 Al E F4 2F 3C C3 Bl DB O0C | uBI£4x®U 6/<A30)
00001A0 | Ak CB 8D 79 8D 66 3B 1C 55 13 BF EC 01 75 5F BE | 2E y £ Uléilu %
0000180 | 21 40 FA D& FA 90 40 18 9E 53 F§ C1 D6 6D BD B7 | @udu 811SeA0n%
000001CO | AD 8A 60 28 92 AE 26 21 2D 79 7C 93 03 28 B6 CD [ -1’ (' ®&l-y|11(%t
00000100 | 77 16 BD 12 8C 3B 4 02D 92 C& 60 80 60 40 | wiXII:NX1- £
00001E0 | 31 20 3A B3 F5 2E 1 TBETF3 69 W FBCE |15 M(L00
00001F0 | FO &1 F7 C8 3B 4F 08 4C 16 D1 EF 3F C5 4E 93 98 |[&i-E onLLnANF
0000200 | 14 24 86 B2 84 84 67 D8 72 AF 2E 86 OF FA DB SD | #$17119@r 10l
0000210 | 64 26 49 CB 84 A2 55 19 0A 35 2F 74 4B 4 diIEIeT .5/t dy
0000220 | FC FD D2 D8 7E 6A 35 78 85 62 E6 AC C9 B4 18 78 | ug00~iSxibe-E Ix
0000230 | 8& EE 64 01 7C 48 74 53 D3 DF 33 3D D7 59 96 B4 [ 1idi|HzS0R3=x¥1
00240 | 24 D3 BC 2B F3 F9 2A Ak D9 D1 DC Dé 81 3C DO CO | *Ok+ouwiONUG <A
00000250 | CE 03 1B DA B& BC 1D 87 94 E2 OE E7 90 Dé DB 33 | 1110 % 11alg 003
00000250 | 12 27 22 OA E8 82 D3 AE 33 F9 8A 9F 69 36 DE DD | 1'’ e10B3uliieb?
00000270 | 42 27 C4 DC 96 EO FO 6B 55 SF E3 E7 56 DD 55 56 | B'Atnasku_ecvyuv

- -

— - W —— e ———

Rews EREM. | BEAR

w g Microsoft W

Error 30921-42. This Word document was saved in a later version of Microsoft Office™,

To display the document, please click “Enable Editting” from the yellow bar

and then click “Enable Content’
|
|

https://1i.360.net/blog/articles/oceanlotus-with-cve-2017-8570/




Example - OceanlLotus
Oceanlotus uses this DLL module in several activities.

ESEAPTRIAFIECVE-2017-8570 R A9 A R X EED T

360 Threat Intelligence Center @360TIC - 98 12H \ e
{{*3) Possible #0ceanLotus #APT group recent targeted attack cases by exploiting —
#CVE-2017-11882 and #EternalBlue. p——

ti.360.net/blog/articles/...

DumpRIDLL IS H B ER:

s
; Export Address Table for {A96B020F-0000-466F-A96D-A91BBFBEAC96}.d11

;ff_sBQCES dd rva DllEntry ; DATA XREF: .rdata:@0639CDCto
POBGBER RETHFRR, HERERNT. ;

H
; Export Names Table for {A96B@20F-9000-466F-A96D-A91BBFSEACI6}.d11

iXERShellcode /R B % HH — MPEHBSIFIAEH, dump.‘iﬁa&%&*F%(A963020F-oooo-466F-A96D-A91BBF8EA096}.d||,lz/l\duyg“i@ Wi SB1EM, HE3B0RIANEIR

nnggmpggmeggidggjjggmhggmpggjhggmkggmpggnhggmpggjnggmeggmegg.ijmlajip.straliaenollma.xyz of f_639CEC dd rva aDllentry ; DATA X data:00639CE0Q!

;3 "DllEntry

nnggmpggmeggidggjjggmhggmpggjhggmkggmpggnhggmpggjnggmeggmegg.ijmlajip.ourkekwiciver.com i Export Ordinals Table for {A96BO20F-0000-466F-AI6D-AI1BBFEEACS6).d11

word_639CF@ 12 3 D7 X AR
aA96ba20ef db| ' {A96B020F -0000-466F -A96D-A91BBFBEACI6}.d11" ,0 I

ATA XREF jata:00639CCdto
aDllentry o .

7
align 4eeh
_rdata ends |

nnggmpggmeggidggjjggmhggmpggjhggmkggmpggnhggmpggjnggmeggmegg.ijmlajip.dieordaunt.com

« Sertinn 2 (uirtual addrecc OGARLGHA\

{A96B020F-0000-466F-A96D-A91BBFSEAC96}.dlI

https://ti.360.net/blog/articles/oceanlotus-targets-chinese-university/ https://ti.360.net/blog/articles/oceanlotus-with-cve-2017-8570/



Example - OceanlLotus

Update TTPs

sub_8 proc near ; CODE XREF: seg000:0000002F1p
pop edi
mov ebp, [edi)
add edi, 4
mov esi, [edi)
xor esi, ebp
add edi, ¢
push edi
loc_16: ; CODE XREF: sub_8+2231j
mov eax, [edi]
xor eax, ebp
mov [edi], eax
xor ebp, eax
add edi, 4
sub esi, 4
xor eax, eax
cmp esi, eax
jz short loc_2C
jmp short loc_16
loc_2C: ; CODE XREF: sub_8+20ij
pop ebp
imi ehi
call sub_8
dd 9833p78h
dd 9830D778h
dd 98DB9335h
aw ooy . o

-

"4

if ( *RegCreateKeyExA(

(HKEY)Bx80000001,
“Software\\C1lasses\\CLSID\\{ED228FDF-9EA8-487 0-83b1-96b02CFEOD52}™,
9,
oi6n,
0,
OXF 083Fu ,
vi6n,
(PHKEY)Number0fBytesUritten,
0i
&& ?RegCreateKeyExA(

(HKEY)0x80000001,
“'Software\\€1lasses\\CLSID\\{ED228FDF-9EA8-487 8-83D
[

EOD523\\Inpr ruer32”,
eicn,

o,
0xFO03Fu,

oi6n,
(PHKEY)Nunber0fBytesWritten,
0i6n) )

Initial Access

Payload Execution

Persistence

Defense Evasion

C&C/Exfiltration

Spear Phishing

multiple stage script
PowerShell
Cobalt Strike

Hijack CLSID

Bypass Applocker

* Google Update (old)
* Flash Player (new)

* Word (new)

DNS tunnel
* Cobalt Strike beacon with
Malleable-C2-Profiles »

>

El=ZE
push ebp
mov ebp, esp
push edi
push offset LibFileName ; “wwlib.d11l"
call ds:LoadLibrary¥
mov edi, eax
test edi, edi
jz loc_3060016DD
; CODE XREF: sub_30001573+178,j
push ebx
push esi
mov esi, ds:GetProcAddress
push offset aFmain ; "FMain"
push edi ; hHodule
call esi ; GetProcAddress
push offset aWdcommanddis_@ ; “wdCommandDispatch®
push edi ; hModule
mov ebx, eax
call esi ; GetProcAddress
push offset alldgetapplica_@ ; "wdGetApplicationObject”
push edi ; hModule
mov dword_30003018, eax
call esi ; GetProcAddress
http-get {

set uri “/s/ref=nb_sb_noss_1/167-3294888-0262949/field-keywords=books";

client {

header “"Accept" "*/*";

header “Host" “www.amazon.com";




Methodology - Analysis

MITRE Adversarial Tactics, Techniques & Common Knowledge
in the attack lifecycle.

=

Spear Phishing Fileless, Scriptlet HTTP/HTTPS/FTP/SMTP
Watering Hole Bypass UAC DNS Tunnel
Bypass Applocker Cloud service
Cloud disk

source : http://www.iacpcvbercenter.ora/wp-content/uploads/2015/10/cyber attack lifecycle.ipg
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Example - Analysis

Actors use their own tacticals and techniques.
Comparison of delivery from spear-phishing email.

OceanlLotus | DroppingElep | Darkhotel APT-C-01 Group APT28
hant 123
V V V ' ' v

decoy document

RAR/SFX \4

phishing link V V
link to V V
compromised

website

drive-by \' V
download




Example - Analysis

Comparison of establishing foothold/ 1t implant payload

_ DroppingElephant | Darkhotel APT-C-01 Group 123 | APT28
v v v v

exploit document Y v

\4

malicious macro [ \4 \4 \4
HTA \4

\ \4 \ \4

PowerShell \ \4 \ \4

LNK v

El=ZE




Example - Analysis

Major techniques used for the payload.

-

v
PowerShell &Y

Cobalt Vv

Strike

Open v
Source

Code

DroppingeEl
ephant

\4

v
v
v

Fa i
el 01

V' v '} '}

v

\4

\4

\4

v
v

Bypass Applocker
DLL Hijack
UAC Bypass

Steganography
ReflectiveLoader

job schedule

CLSID hijack

v
v
v

v

Darkhotel Group 123 | APT28
v

v
v
v




El=ZE

Example - Analysis

Infrastructures used for C&C or exfiltration

ant
v v v

domain V

registration

\'
Cloud Storage \'
DNS Tunnel \'
Compromised \' v

website




Methodology - Analysis

We construct APT actors TTP & Profiles as objects and
relations, it can easily find the relation and overlapping
based on the graph database and theory.

« relations of observed data ( Internal graph analysis tool from
360 Netlab )
« hash, IP. domain
« PDNS, Whois registration
 relations of actors and its indicators, aim to find the
related technique details. ( neo4j demo )
e actor and its alias name
 payload used
 infrastructure used
« etc.
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Examplel - actors overlapping & relations

C {d & [Jtps://ti.360.net/search?type=domain&value=techfiihch.com

= BEMAFS 7 techwach. com

techwach. com B FBSIR

FRRIRIR

- IR BEEE R

THURSDAY, JULY 12, 2018 i 0SINT 2018/10/17 IALWARE SITE]

AR -

BRAGR 2 SKYEYELABS 2018/07/13 (2

BE8

HXEE ~

SRR E 2017/10/17

—— 2018/09/01 H#AHASH BEER TR RixER

HeRtE 2023/10/17 F9AD3D4C90528E654DE20159859CA158 2018/05/26 Trojan Symmi

b sl —¢3]] false

SKBXURL REHIE

BEXZLRE:
This blog post is authored by Warren Mercer and Paul Rascagneres and Andrew Williams. T
Cisco Talos has identified a highly targeted campaign against 13 iPhones which appears to be focused on 55 5
India. The attacker deployed an open-source mobile device management (MDM) system to control enrolled = 'ff A 0” ‘
devices. At this time, we don't know how the attacker managed to enroll the targeted devices. Enroliment Y
could be done through physical access to the devices, or most likely by using social engineering to entice a R E SIEES &
user to register. In social engineering attacks the victim is tricked into clicking accept or giving the attacker ¢ .
physical access to a device. This campaign is of note since the malware goes to great lengths to replace
specific mobile apps for data interception. Talos has worked closely with Apple on countering this threat. ANk ¢« ’ .

i\ FAN
Apple had already actioned 3 certificates associated with this actor when Talos reached out, and quickly fﬁ ﬂ‘l AEIOT S 7 Bl S8 2 T SR A0 B AR
moved to action the two others once Talos tied them to the threat. ¢ fo% 260 Threat Intelligence Center | FES ';-“_; ) o
2018-07-27 By 31 “*-°“ @360TIC Cmmhw
https://blog.talosintelligence.com/2018/07/Mobile-Malware- Correlation analysis of #DroppingElephant,

Campaign-uses-Malicious-MDM.html #Confucius and #Bahamut #APT groups

based on malware sample and network
infrastructure ti.360.net/blog/articles/
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Examplel - actors overlapping & relations

C2 Addresses:

adhath-learning[.Jcom
stepontheroof|[.]Jcom
ns1[.]b3autybab3s[.]Jcom
stilletowheels[.]Jcom
b3autybab3s[.Jcom
fierybarrels[.]Jcom

mail[.]Jcooperednews].]info

- [.Jinfo
teensechs[.]Jcom

internal graph analysis tool from 360 Netlab

“ wipikedia.xyz

. . *

% ifenngnews.com

+ wei-Xin.run

newstodayreviews[.Jcom
ns2[.]softwares-free[.]Jcom
www/|.]fierybarrels[.]Jcom

LR T

https://researchcenter.paloaltonetworks.com/2016/09/unit42-confucius-says-malware-familie
abusing-legitimate-websites/

5-get-further-by-

% protectedwebmail.com

% accesscache.pw

% todaychina.world

A

P

teensechs.com

type domain

degree 3

link_start 2017-07-18 13:02:40

link_end 2018-08-12 06:35:53
prank_date 2018-08-27 00:00:00
prank_sn 170M

i G S —

*-digitizet.com

*




Examplel - actors overlapping & relations

- > C 0O & https://ti.360.net/search?type=domain&value=ifenngnews.com

BBAE ST ifenngnews . com

ifenngnews.com

internal graph analysis tool from 360 Netlab

(GRS DROPPING ELEPHANT
HANGOVER Jl PATCHIORK

THE DROPPING ELEPHANT

“ wipikedia.xyz

BRI

VTCFROY TTGFR

SKYEYELABS s
TRATRE \- . - *

o P % ifenngnews.com .
Cc 0O & https://ti.360.net/search?type=domain&value=todaychina.world : ! gnew; A . Y

* digitizet.c:om
BIGREI ST todaychina.world ‘ ’

s wei-Xiftrun - % _todaychina.world

todaychina.world FBUBSIR »

HANGOVER JR PATCHWORK FrRImIR .7'-*'

D GEID A N

THE DROPPING ELEPHANT s
BIRE type domain

VICEROY TIGER degree 3

link_start 2017-07-18 13:02:40

SKYEYELABS .
link_end 2018-08-12 06:35:53
ed= prank_date 2018-08-27 00:00:00
ATEE % protectedwebmail.com prank_sn 170M
———, PSS prank 0.796882
FERAGRIF
- KEXURL % accesscache.pw
BUEREE 2018/01/19
A 2018/03/24
L] 2019/01/19

https://ti=360.net/blog/articles/analysis-of-aptic-09-target-
china/



internal graph analysis tool from 360 Netlab

91.195.240.82 &

type ip

degree n

link_start 2018-03-08 22:01:01

link_end 2018-09-09 09:44:20

ports_tcp 80

asn 47846|SEDO_GmbH

country Germany

province Unknown

city Unknown

Links (11)

all links are dns_a

SelectAll = @~

source target
teensechs.com 91.195.240.82
news-letters-4u.com 91.195.240.82
transseksualov.com 91.195.240.82

todaychina.world

videoapp.world
neistovo.com
zadnitsa.com

nophoz.com

uchitel-nitsa.com

91.195.240.82
91.195.240.82
91.195.240.82
91.195.240.82
91.195.240.82

91.195.240.82

www.nophoz.com 91.195.240.82

sechshun8.com

91.195.240.82

11results

type
dns_¢

dns_:

Table
Layout

Log

@® domain
® email
® ip

@ md5

“ wipikedia.xyz

*

F ifenngnews.com

% wei-Xin.run

% protectedwebmail.com

% accesscache.pw

# www.scorpviz.com

type
degree
link_start
link_end
ports_tcp
asn
country
province
city

et arac
teensechs.com 91.195.240.82 dns_a 2018-03-08 22:01...
news-letters-4u.com 91.195.240.82 dns_a 2018-03-09 08:51...
2 doea
todaychina.world 91.195.240.82 dns_a 2018-03-22 16:16:...
videoapp.world 91.195.240.82 dns_a 2018-04-02 14:40...

91.195.240.82

ip

n

2018-03-08 22:01:01
2018-09-09 09:44:20
80
47846|SEDO_GmbH
Germany

Unknown

Unknown

Hr-digitiz



Examplel - actors overlapping & relations

The IP address(91.195.240.82) belongs to SEDO GmbH, a Germany
domain service provider.

@ Sedo.com, LLC [US] | https://sedo.com/de/

Address type IPv4 IS O
ASN A547846 SEDO GmbH WAS SEDO ANBIETET DOMAINS KAUFEN DOMAINS VERKAUFEN DOMAINS PARKEN UNSERESERVIES
) y
Organization SEDO GmbH . .
GrofRartige Domains
Route 91.195.240.0/23 -

flir groRe Ideen

Finden Sie die perfekte Webadresse - oder verdienen Sie Geld mit Domains in

g ~
lhrem Besitz. Auf dem weltgrofRten Marktplatz fiir Webadressen! E v

-
~
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Examplel - actors overlapping & relations

Confucius Dropping Elephant Bahamut

South Asia China, South Asia South Asia,
Middle East
Target platform PC, Android PC, Android Android

Payload Delphi Delphi, C#

Initial Compromised Social media Spear Phishing, Social media Spear Phishing, Social media
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Example2 - actors overlapping & relations

$ match (n),(m) where NOT (n:apt_group)-->()<--(m:apt_group) return n, m LIMIT 25

N © co created datety) (D) Civis YK oot orown2

iraph
sinkholed. °

=

[able

A

[Text

K[>

Code

<id>: 24936 type: apt_group value: FEif &t
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Summary

Leveraging OSINT give us a more comprehensive insight on
APT groups.

We believe that APT groups have limited resources and time.
They may reuse some custom tools or infrastructures.

OSINT can help us correlate evidence of the actor and complete
the puzzle.
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Summary

Twitter : @360TIC Blog : Wechat account

360 Threat Intelligence

Center
@360TIC







