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Self-introduction

Wataru Takahashi
M Incident Response Group at JPCERT/CC

M Malware analysis, Forensics investigation.

M Written up posts on malware analysis and technical findings on this
blog and GitHub.
— https://blogs.jpcert.or.jp/en/
— https://github.com/JPCERTCC/
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The Challenges in Current Incident Response

The attacker intrudes into the network, and infect

many hosts and servers with malware.

Many hosts need investigation in incident

response.

Take months to investigate the whole incident.
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Importance of logging

M Necessity to retain logs on a daily basis:
— Application log
— Network communication log
— System log

- =

Sysmon
(System Monitor)
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Sysmon

B Sysmon is a free tool provided by Microsoft.

M Tool to record various Windows OS operations
(applications, registry entries, communication etc.)

28 Windows Sysinternals
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Sysmon log

B Example log (Process Create)

Information,2017/11/07 16:06:03,Microsoft-Windows-Sysmon,1,Process Create (rule: ProcessCreate),”Process Create:
UtcTime: 2017-11-07 07:06:03.955
ProcessGuid: {02EA0504-5B5B-5A01-0000-00105D741200}

Processld: 2412 J Created process
LImage: C:¥Windows¥SysWOW64¥cmd.exe | ———— \

CommandLine: cmd /c ""net use ¥¥Win7_64JP 03¥CS" e '

CurrentDirectory: C:¥Windows¥system32¥% EXGCUted

User: NT AUTHORITY¥SYSTEM _ Command

LogonGuid: {02EA0504-41A6-5A01-0000- Q00} \ /

Logonld: Ox3e7 N’ 1

TerminalSessionld: 0 User who created the

IntegrityLevel: System process (authority)

Hashes: SHA1=EE8CBF12D87C4D388F09B4F69BED2E91682920B5 \

ParentProcessGuid: {02EA0504-584C-5A01-0000-0010E1C11000} [ h

ParentProcessld: 2604

Parentimage: C:¥Intel¥Logs¥malware.exe === —— Parent proceSS )

ParentCommandLine: C:¥Intel¥Logs¥malware.exe"

B What you can see from the logs

"malware.exe” executes cmd /c net use ¥¥\Win7 64JP 03¥c$ (network
sharing) with SYSTEM privilege.
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Challenges in Sysmon log analysis

T ]
rranE) WA WS AT
= u

sl
Opasctocn

= | Event Viewer

Text Editor

—1+ Almost impossible to grasp the entire logs
=|+ Difficult to investigate multiple devices at once

ot || 525 s
srnteft¥irdsnn P ozt ¥iaitsabeit inat L ant FTDFF:

Linux commands (grep, awk and others)

T e o e e
=

Any ways to do it effectively?
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Solution!

JPCERT/CC developed a tool to support sysmon log analysis

JPCERTCC / SysmonSearch ©@wetch 9 st 10 Yrork 0

Increase accuracy for log analysis
Shorten time for incident investigation
Reduce workload for log analysis

SysmonSearch

https: //glthub com/JPCERTCC/SysmonSearch
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SysmonSearch
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SysmonSearch overview

] .
e — elastic stack —

4l
A,

o
- ‘ kibana . beats
elasticsearch

Storage Visualisation Transmission

o /

Powering Data Search, Log Analysis, Analytics | Elastic
https://www.elastic.co/products
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System overview

Sysmon
installed devices

L

Winlogbeat

Send Sysmon's event log

SysmonSearch

Elasticsearch
(Store data)

Winlogbeat

N
N~

Alert data

N—

N
S

Statistical
~ data )

RestAPI
query

Search
results

Kibana (Web app)

Visualisation
(Kibana plugin)

\

Statistical process

a

Log monitoring

\
\

Extract Information in
STIX and IoC format file

StixloC server

Analysis device

Analyze logs
from web browsers

Developed
originally
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SysmonSearch functions

Search Monitor

By hash value,

Based on rules
host names etc.

- - Create
Visualise o
In simple graphics statistics

In reqular basis
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Search

Alert Statistics | Event List
a Search
Fleld
Date  [yyyy/aa/dd |[--:-- ~ |yyyy/mn/dd |--:-- Input
Field  [prgcess Name 4 powershell S e arC h
[ 0 1
k e Add | Datection Rule
Results
23
Records | Unigue Hosts
UreTime Eventid¥  Level Computer UserMame Image
2018:04-09 1 WE Winl0 B3P WINIO_GaJP-
08:13:58.134 Base BASEVkanri
Table Graph YWindowsPowerShell
¥y1.0¥powershell.exe
2018-04-08 1 Wi Winl0_B4/P-  WINTO_B4IP- v
0&:15:54.708 Base BASEVkansi ¥System32 S e a.rC h
Table Graph YWindowsPowarShell
¥¢1.0Vpowershell.exe results
2018-04-10 1 e Win7_GAP Win7_G4PVkand  CVWindows
08:35:49.576 Table Graph ¥System32
¥YWindowsPowerShell
¥v1.0¥powershell.exe
2018-04-19 1 W Win7_G4P Win7_64PVkand C:¥Windows
05:53:35.744 Tahla Graph 1
¥v1.0¥powershell exe
2018-04-19 1 ME  Win7_64IP  Win7_64lPVkand  C¥Windows
DB09:59.105 ¥System3z2
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Monitor

Copyright ©2018 JPCERT/CC All rights reserved.

Statistics | Event List
2 Mert

Detection Rules

Rule Name:rule-20180904094116931 json | Logic: OR | ProcessMame : nslookup

Rule Name : rule-20180904092934328 json | Logic: OR | ProcessMame : powershell

Monitor

result

Computer

Delete file
rules Delete file
Results
Records Unique Hosts
i > ' Detection
rule-20180904092934328 json 2 1
rule-20180904094116931 Json 2 1

results

Win7_B41P

Number of Matches

Number of
matches
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Visualise

! Search | Hatistics Ewent List
C 1 201 B-0a-19 -
€ QL search:
;]
F
O e
C\Users\kanriAppData\Local\TemphsN7 7.EXE
@ Process
CAWind C:\Wind
s el relationship
cmd.exe WindowsPow
erShelivl
Dpowersh
ell.exe
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Corresponding icons to IDs

Event ID Event ID

Process Create

2 File creation time
changed

3 Network
Connection
Detected

7 Image loaded

8 CreateRemoteTh
read
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FileCreate

RegistryEvent
(CreateKey)

RegistryEvent
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WmiEvent




Create statistics

201805 D 00000 — 3018006/ D:00:00 l
Total
Records:B39
Destination Address W os8419 1 0%
Descending Sort Ascanding Sort
Te0.0.0:0 Aan b1 d ettt 2101440100 | Sacte (0%
22400252 210.144.0.1 W sos2 1 0%
2101440011 , 210.144.0.255 : -
210.144.0.1 I 210144011 i W1 o%
2101440255 22400252 -
2101440100 I Mﬁoﬂ'n:ﬂ:mu:hlﬁ'“ W 2404 1 %
62733 1 0%
63021 1 %
W oear7z 1 ow
gy ' ' iy ' ' 878 1 0%
Process Registry Event
Descending Sort Ascanding Sort
svchogt s I 'hunderbird.exe
taskhost e [——] TemphsNT7 EXE
W\-'l‘wluum ] Emloru.EkE
Suem 1 imetroker e
conhott.en 1 SearchFilterHos -
sdclt pxe | rundl 32.exn -
svehost exe | WmiPrvSE exe = CreateKey 1 8%
WEGMCONE exl | Tt ek - 3
winlogbeatexe | lexplore exe — SetValue 12 92%

16 Copyright ©2018 JPCERT/CC All rights reserved. R AN O P ETGENCY AR ESON SENEAMMEO0Td i nation



Create statistics

h

Event List

Statistics

Alart

Dashboard
Timelion

SysmonSearch

Records

Event Type

creste_process 178
create_file 288
Wegisiory 34
Bnet 15
Wremote_thread 5
file_create_time o
B mage _loaded o
Wwmi °
a5

Wother

Event Correlation

© collapse
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How to Install

B SysmonSearch wiki
— https://github.com/JPCERTCC/SysmonSearch/wiki

Pull requests  lssues  Marketplace  Explore

. JPCERTCC / SysmonScarch @wstch- 19 dsar N1 Yrek 6

ests 0 Projects 0 8 Wik nsights Settings

Coce ssues 1 Puil

How to Install e

watanu-tak;

washi edite

1. Elasticsearch Setup b Pages ©
2. Kibana Setup
3. StixleC Server Setup
4. Client Setup

Precondition

The following instruction is optimized for Linux (Ubuntu).

* SysmonSearch supports Elasticsearch and Kibana for versions ve.X.

Please download Elasticsearch v&.X from this site, and extract it. This directry is referred to as
$ES_HOME hereafter.

» Download Kibana vE.X from this site, and extract it. This directry is referred to as
$KIBANA_HOME hereafter.

Please clone SysmonSearch git repository.

$ git clone hitps://github. con/IPCERTCC/ SysmonSearch.git

ri e L a2 c ies
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JPCERT/CC Blog

B JPCERT/CC Blog

— https://blogs.jpcert.or.jp/en/2018/09/visualise-sysmon-logs-and-detect-
suspicious-device-behaviour--sysmonsearch.html

JPCERT/CC Eyes

Top > List of “Forensic” > Visualise Sysmon Logs and Detect Device
EiE 3 (Wataru Takahashi) September 19, 2018 25 LS
Visualise Sysmon Logs and Detect Suspicious Seeuoies
1 Malware
Device Behaviour -SysmonSearch- —
SysmanSearch | Event
1 Vulnerability
1 Security Technology
1 Forensic
In recent sophisticated cyber attacks, it is common to cbserve lateral movement, where a malware- infecled device is used as a stepping stone and | Other
further compromise ather devices in the network. In order to investigate the compromised devices, it is necessary to retain detailed logs of the
applications that run on the device on a daily basis. One of the well-known tools for this purpose is Sysmon [1] from Micresoft, which records various
F lons on the d: OS (e.g. app regisiry entries, In the event logs. Most commonly, analysts convert the logs into
text format to search for specific items in the logs. However, It is a hectic and not-so-organised task when it comes to investigation over multiple
devices. Tags
Python  Confe D
JPCERTICC has developed and released a system ~ " which Sysmon logs to perform faster and more accurate log o i
abucie W b ™ she detaile in this adicl =
i ; s ter E - ; s ‘ . T
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Future Works

M Extended functions
— Import Sysmon logs

— Raise alert upon detection
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Note

B Sysmon log output configuration

— Besides installing the tool, you will need to change
Sysmon configurations to record logs

B Network events recorded in Sysmon
— Under proxy environment
M Recorded destination IP address will be set to the proxy
M Investigation required in line with the proxy server logs
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Takeaway

B SysmonSearch can be used for investigation of device
operations and log monitoring in peacetime based on
rules
— Investigate suspicious operation by visualising

Sysmon logs

— Detect suspicious operations based on rules
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Thank you!!

Please give us feedback.
e-mail: ir-info@jpcert.or.jp
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