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Beginning of the investigation
 During our daily threat hunting routine, we discovered several 

delivery documents with untypical themes

 Lures to enable macros, downloads RAT

 Topics related to Bangladesh and Sri Lanka



Beginning of the investigation



Patchwork (2016)
 Disclosed by Cymmetria in 2016

 Operating since at least 2014

 Targets China, Pakistan, US, Bangladesh, Sri Lanka, Israel 

among others

 Uses spear phishing



Patchwork - Infection vectors

 Example of the website redirecting to a malicious document



Patchwork - Delivery documents
 CVE-2012-1856

RTF files, drop various decoy documents related to China



Patchwork - Delivery documents
 CVE-2014-4114

 CVE-2017-0199



Patchwork – Toolkit
 Weaponized documents exploiting CVE-2012-1856, CVE-2014-

4114, CVE-2015-1641, CVE-2017-0199, CVE-2017-8570

 xRAT/QuasarRAT

 NdiskMonitor (custom .NET backdoor)

 Badnews (custom backdoor)

 .NET and AutoIT filestealers

 Delphi “Biodata” backdoor

 AndroRAT and “Bahamut” Android malware



Patchwork – Badnews backdoor
 Badnews backdoor

 Hardcoded and encoded (sub 0x01) URL addresses with configuration

 Links to legitimate services like Github, feed43, webrss, wordpress, 

weebly…



Patchwork – Badnews backdoor
 Badnews backdoor

 Examples of encoded configuration on Github / Wordpress website



Patchwork – File stealers
 Taskhost stealer



Confucius (2016)
 Disclosed by Palo Alto Networks in 2016

 Operating since at least 2013

 Rapid7 disclosed the ByeByeShell backdoor in 2013

 Targets Pakistan, especially military sector

 Palo Alto Networks mentions links with Hangover

 Our research started following on from Patchwork research



Confucius – Infection vectors
 Mails containing links to weaponized documents

 RTF files exploiting CVE-2015-1641, CVE-2017-11882, CVE-2017-8750

 Inpage files exploiting CVE-2017-12824

 Waterholes: legitimate websites compromised to inject 

malicious code

 Fake websites built to incite victims to install malicious chat 

applications for Windows and Android

 Legitimate websites linking to malicious documents

 Human interactions to incite victims into installing malicious 

applications or click on malicious links



Confucius - Infection vectors – mails



Confucius - Infection vectors – waterholing

 45.76.33.53 is related to a malware named “remote-access-
c3” and developed by the Confucius group



Confucius - Infection vectors – fake websites



Confucius - Infection vectors – fake websites



Confucius - Infection vectors – malicious links
• Legitimate website containing a malicious link



Confucius - Infection vectors – malicious links
 The malicious link redirects to Document.docx



Confucius - Infection vectors – social network profiles



Confucius – Toolkit
 Weaponized documents exploiting CVE-2015-1641, CVE-2017-

11882, CVE-2017-8750

 SFX archive with decoy document and malicious executable

 ByeByeShell (custom backdoor)

 Remote-access-c3 (custom C++ backdoor)

 Delphi “BioData” backdoor

 C++, Delphi and Python filestealers

 File exfiltration via multiple cloud service providers

 Mobile malware (Android, available on Google Play and 

Amazon App Store)



Confucius - Backdoors, RATs
 ByeByeShell

 Shell, comd, sleep, quit, kill

 Comd:

 put, EXIT, dup, exe, fget, fput, getproc, listdir, 

copyfile, exec

 Smurf! Control script in .php



Confucius - File stealers
 Swissknife

 Written in Python, compiled to .EXE file

 access token in decompiled code -> allowed us to write script 

enumerating all folders (victims) and all files (even the deleted ones)

 .pdf, .doc, .docx, .ppt, .pptx, .xls, and .xlsx



Confucius - File stealers
 Swissknife

 Enumerating of the deleted folders and files



Confucius - File stealers
 Swissknife

 Enumerating of the deleted folders and files



Confucius - Malicious Android applications
 Secret Chat Point

 Google Play (October 14th, 2017)

 Third party market places

 File stealing capabilities



Confucius - Malicious Android applications
 Tweety Chat (mobile)

 Google Play

 Several times published & taken down

 Amazon app store

 Several times published & taken down

 Third party app stores

 Second version added features:

 Audio recording

 Stolen content uploaded to AWS



Urpage (2016)
 Disclosed by Kaspersky in 2016, operating since at least 2013

 TrendMicro named the group in 2018 as it had expanded its 

toolkit

 Targets middle eastern and Muslim countries such as Pakistan

 Spear phishing mails with weaponized documents targeting 

Office and InPage software

 Use SFX archives



Urpage – Infection vectors



Urpage – Toolkit
 SFX archive with decoy document and malicious executable

 Custom VB backdoor

 Delphi “BioData” backdoor and filestealer

 Android malware of the “Bahamut” family

 Malicious IOS applications (found by Talos)



Hangover (2013)
 Disclosed by Norman in 2013, operated since at least 

September 2010

 Attacks against national interests private sector industrial 

espionage (telecommunications, law, food&restaurants, 

manufacturing)

 Hacked Telenor, a Norwegian telecommunications operator

 Targeted a dozen countries, among which Pakistan, Iran,  

United States, China

 Multiple reports attributed this group to an Indian company 

named AppIn security, which was closed in 2014



Hangover – Infection vectors
 Spear phishing with weaponized documents exploiting CVE-

2012-0158 or with SFX archives

 Weaponized RTF files with old vulnerabilities

 Websites containing:

 Internet Explorer exploits (CVE-2012-4792)

 Java exploits (CVE-2012-0422)

 Used one 0-day vulnerability in MS Office (CVE-2013-3906)



Hangover – Toolkit
 SFX archives with decoy document and malicious executable

 Malwares written in Delphi, Visual Basic

 Filestealers, keyloggers

 AutoIT scripts (backdoors and filestealers)

 Bad opsec – open directories



Snake in the grass (2014)
 Disclosed by Blue Coat in 2014, related to Operation Hangover

 operating at least since 2013

 Targets Pakistani military sector

 Keyloggers and filestealers in Python, compiled with 

PyInstaller, AutoIT backdoors, Weaponized RTF files and SFX 

archives



EHDevel (2016) / Donot (2018)
 Disclosed by BitDefender in 2017, operating since at least 2016

 Arbor Networks disclosed the Donot campaign in 2018

 Targets multiple countries, mainly Pakistan and US

 Links with Hangover as well as Snake in the Grass

 SFX archives and custom backdoors, filestealers and keyloggers

written in C and Python, probably sent through spear phishing
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AutoIT – Hangover

Hangover AutoIT script
72e2cf9eb8ba94f51cdb209249bc90805fb99469fc3243961038027e082382e8



AutoIT – Snake in the Grass

Snake In the Grass AutoIT script
ed026685697d34152f153a09787fda9fee01a1c6ca434121446ee0bf2e520620
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Snake in the Grass - EHDevel

Snake in the Grass Python filestealer
73acf81d65e59ce238db85b2e3ab8ce3bb9623aee426e6f4c1afea421f05797d



Snake in the Grass - EHDevel

EHDevel python filestealer
780314d845306e691705e06c9fbc23d1cc919d339025834d152e0010e1d88264
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Hangover – Snake in the Grass - EHDevel

Hangover AutoIT script
bb48dfdef6dbca5b48442903bfddf53de83b5717da3e33ecab2e1336006e5ed6



Hangover – Snake in the Grass - EHDevel

Snake in the Grass Python executable
66c6975e45b19d86634727b95a8baa18b4523b3cf9996d7d3ae39ff57f805741



Hangover – Snake in the Grass - EHDevel

EHDevel python executable
dbcc4c05a350f44904d95e0a4f975008892bc8f599f6a14267771d28d6de0057
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Hangover – Patchwork
 Uses the same technique for encoding C&C addresses

 Hardcoded and encoded (sub 0x01) URL addresses with configuration



Hangover – Patchwork
 Badnews backdoor

 Hardcoded and encoded (sub 0x01) URL addresses with configuration

 Links to legitimate services like Github, feed43, webrss, wordpress, 

weebly…



Hangover – Patchwork
 Some Hangover and Patchwork domain names were linked to 

the same mail address: munna.bhai124@gmail.com

 In WHOIS records

 In DNS SOA records

Source : ISC 2016, Qihoo 360 “Helios Team”

mailto:munna.bhai124@gmail.com
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Patchwork – Confucius
 NDiskMonitor (Patchwork)

 Custom .NET backdoor

 Commands:

cme-update – exec command

dv – list logical drives

rr – list files and directories

ue – download & execute



Patchwork – Confucius
 NDiskMonitor (Patchwork)

 Custom .NET backdoor

 Commands:

cme-update – exec command

dv – list logical drives

rr – list files and directories

ue – download & execute



Patchwork – Confucius
 remote-access-c3 (Confucius)

 Inspired by Patchwork’s NDiskMonitor

 The same behavior, strings, backdoor commands

 Written in C++, uses STL library



Patchwork – Confucius

Patchwork (Delphi backdoor) Confucius (Delphi backdoor)
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Confucius – Urpage
 Malicious InPage documents exploiting CVE-2017-12824

Drops

Drops

Clean document

Malware

C&C

Connects



Confucius – Urpage
 Sample 1

Drops

Drops

Filename: SAMPLE.INP

Filename: winopen.exe

Confucius C&C

Connects



Confucius – Urpage
 Sample 2

Drops

Drops

Filename: SAMPLE.INP

Filename: winopen.exe

Urpage C&C

Connects



Confucius – Urpage
 Same vulnerability exploited

 Dropped files have similar names

Both groups probably use the same non-public builder



Connections

Hangover

Snake in 

the Grass

EHDevel

Patchwork

Confucius

Urpage



Hangover – Confucius – Urpage

Confucius Hangover Urpage



Connections

Hangover

Snake in 

the Grass

EHDevel

Patchwork

Confucius

Urpage



Urpage – EHDevel
 SFX archive 5bebe3986c2dcb5f50ea5d34c564c24ad3bbc132e648f1d009757a0d69c87e52

Urpage C&CBioData backdoor

SFX Archive

Py2exe malware

Connects

Extracts

Extracts

EHDevel code structure
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Confucius – Donot

Confucius domain name

yty framework
(Donot)
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Confucius – Urpage – Donot
 Three different RTF files exploiting different vulnerabilities to 

drop a similar uncommon downloader

 Only difference is the base64 string linking to the payload
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Patchwork – Urpage
 Urpage makes heavy use of an Android malware belonging to 

the “Bahamut” family

 On July 2018, we found a malware belonging to this family 

with a C&C belonging to the Patchwork infrastructure
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Final connections graph
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Bonus slides
 Someone wrote an article at the beginning of September 2018 

which attributed Monsoon APT to “Phronesis”

https://medium.com/@mahdiabbastech/companies-like-phronesis-are-needed-for-building-offensive-cyber-security-front-3b6fad7a6ea3

https://medium.com/@mahdiabbastech/companies-like-phronesis-are-needed-for-building-offensive-cyber-security-front-3b6fad7a6ea3


Bonus slides
 Phronesis is an Indian company founded in 2014 by two 

retired Indian officers, Brigadier Ram Chhillar and Lieutenant 

Colonel Bryan Miranda

 It offers services such as “employee monitoring” or forensics

 Indian army is the first in the list of its customers

 Current domain is phronesisindia.com



Bonus slides
 3 old domains (2010-2012) from the Cymmetria report used 

munna.bhai124@gmail.com as contact mail at one point

 Multiple other domains have used that mail in their SOA 

record

Source : ISC 2016, Qihoo 360 “Helios Team”



Bonus slides
 The article states that DNS SOA records of multiple domains 

linked to Phronesis contained the mail 

munna.bhai124@gmail.com

 Those records have been modified to remove that mail

 The proof if still available in websites such as PassiveTotal

 That mail was also linked to domains listed in the Hangover 

report from 2013

mailto:munna.bhai124@gmail.com


Conclusion
 We showed that these groups share

 Code

 Infrastructure

 Targets (mainly Pakistan)

 We cannot know if there is only one actor behind all of them, 

but we can prove the connections between them

 There may be more connections, such as with BITTER group



Any questions?


