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What will be discussed?

*CERT-UA. Who we are and what we do”?

*Incident Response. The main goal —to
prevent the incident.

Problem of coordination. Our solutions.



Who fight against cyber threats of GOV
organizations in Ukraine?

State Service of Special

Security Service of Communication and Ministry of Internal
Ukraine Information protection Affairs of Ukraine
of Ukraine

Department of State Center of Department on
Counterintelligence Protection of Combating
Protection of State’s Information and Cybercrimes

Interests in the Sphere Telecommunication

of Information Security Systems



State Center is responsible for:

ational System of Confidential Communication
ystem of Protected Internet Access

omputer Emergency Response Team of Ukraine
(CERT-UA)



CERT-UA. Our mission

* to protect government information resources

*to provide security of Ukrainian segment of the
Internet

CERT-UA works in 5 sectors: UAGOV
UACTZ
UACOM
FGOV
FCOM



Information Leakage

Our statistic (type of threats)
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Our statistic (attacked zones)

UACZN FGOV
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UAGOV
61%




Our statistic (information security audits)
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Incident Response. Main steps (RFC 2350)

Incident triage

-

e Report
assessment

¢ \Verification

Incident

coordination

-

e Information
categorization

e Coordination

Incident

resolution

-

e Technical
Assistance

e Eradication
e Recovery




Coordination problem

We

* try to get some basic info about incident from
alternative(trusted) sources

* have much contact information of our ISPs, banks and other
organizations (not GOV only)

* try to decentralize monitoring of theirs security status.



Our solutions

hreat Monitoring System (passive mode)

Guard (interactive system which called to
create some kind of dialog between CERT-UA
and subjects of information security)



Threat Monitoring System (passive mode)

DB contains info about |Ps of compromised devices in UA Internet
Visualization works for UA GOV entities
GOV |IPs gathering process:

* 3 official inquiries on behalf of Prime-Minister of Ukraine
* 5 mount for answers and data processing

Finally:
Number of Quantity O
Organizations 1523 O
IP-addresses 3045
Compromised Org 605

Compromised IPs 586 ARE COMPROMISED



Threat Monitoring System (passive mode)
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Threat Monitoring System (passive mode)
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Guard. What we have...

Diagram of the system include:
* Threat Monitoring System (include all UA sectors —

)

* Information about user of IP Guard (basic info and
, Which certainly will be by CERT-UA
members)

* Information about users |IPs or some range of IPs, which
he

As a result.. you’ll see what we know about
requesting IPs



Threat Monitoring IP Guard.
Scheme

CERT IP Guard



IP Guard

'P Guard. Looks like this

Miia npodins

HanawryeanHA Mepexi

HonTakTwi ganHi

3BITU

[ata

2014-08-22 07:26:55
2014-10-01 19:39:55
2014-09-18 07:26:55
2014-09-18 07:26:55

2014-09-18 07:26:55

Hasea

Sinkhole-HTTP-
Drone

Sinkhole-HTTP-
Drone

Sinkhole-HTTP-
Drone

Sinkhole-HTTP-
Drone

Sinkhole-HTTP-
Drone

3MicT 3BiTY

3BIT MICTUTE IHPOPMALIKD wogo IP-3gpec, 3 AHKMX reHEpyBan0Cs F'EQHAHHA 00 CepBepis ynpasniHHA HOT-
MEpemami. [poueaypa OTPMMEHHA HOHTPOMKD H3g DOT-MEDEHE WhAXOM nigMiHKk 2Havese DNS/IP-agpeca
onAa Cepeepie, w0 33be3nsuysank il PyHHUIOHYE3HHA, H3ZME3ETECA aSIMKHOLINGe. Cepeeph, awi
NigCTasNAKTECA 33MICTE CEDBEDIB 3N0BMMUCHWHIE HAZMBIETECA eSINKHOLES.

FBIT MICTHUTE IHPODMALIKD woao IP-3gpec, 2 AHMx reHepyBan0Ce 3'E0HAHHA O0 CEPEEDIE ynpasniHHA 60T-
mepedasi. [pouenypa OTPMMAHHA KOHTDONK HIg OOT-MEDEHE WNAXOM NigMiHk 3HaveHs DNS/IP-aopeca
onAa Cepeepie, w0 33b6e3nsuysank 0l PyHHUIOHYE3HHA, HA3MEIETECA aSIMKHOLINGe. Cepeeph, awi
NigCTasNAKTECA 33MICTE CEDBEDIB 3N0BMMUCHWHIE HAZMBIETECA eSINKHOLES.

FBIT MICTHUTE IHPODMALIKD woao IP-3gpec, 2 AHMx reHepyBan0Ce 3'E0HAHHA O0 CEPEEDIE ynpasniHHA 60T-
mepedasi. [pouenypa OTPMMAHHA KOHTDONK HIg OOT-MEDEHE WNAXOM NigMiHk 3HaveHs DNS/IP-aopeca
onA Cepsepie, w0 330e3neuyeank 11 PyHHUIOHYB3HHA, H33MEIETBECA aSIMKHOLINGe. Cepeeph, aki
NigCTasNAKTECA 33MICTE CEDBEDIB 3N0BMMUCHWHIE HAZMBIETECA eSINKHOLES.

FBIT MICTHUTE IHPODMALIKD woao IP-3gpec, 2 AHMx reHepyBan0Ce 3'E0HAHHA O0 CEPEEDIE ynpasniHHA 60T-
mepedasi. [pouenypa OTPMMAHHA KOHTDONK HIg OOT-MEDEHE WNAXOM NigMiHk 3HaveHs DNS/IP-aopeca
onA Cepeepis, w0 33be3neuysank 1l PYHHUIOHYBAHHA, Ha3keaeTeCA aSINKHOLINGe. Cepsepl, Axi
NigCTasNAKTECA 33MICTE CEDBEDIB 3N0BMMUCHWHIE HAZMBIETECA eSINKHOLES.

FBIT MICTHUTE IHPODMALIKD woao IP-3gpec, 2 AHMx reHepyBan0Ce 3'E0HAHHA O0 CEPEEDIE ynpasniHHA 60T-
mepemasi. Npoyegypa OTPMMAHHA KOHTPONK HAO G0T-MEQEHEN WnAXOM nigMiHik 2Hauerss DNS/SIP-agpeca
onA Cepeepis, w0 33be3neuysank 1l PYHHUIOHYBAHHA, Ha3keaeTeCA aSINKHOLINGe. Cepsepl, Axi
NigCTasNAKTECA 33MICTE CEDBEDIB 3N0BMMUCHWHIE HAZMBIETECA eSINKHOLES.
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What we are trying to achieve. Global

e Raise coordination level

*Raise awareness level in information security of
each citizen of Ukraine.



What we are trying to achieve.

* Add some visualization to IP Guard (some
statistic)

*Bring some to IP Guard
*Try to make our Internet safer



THANKS A LOT
FOR YOUR
ATTENTION

Roman Vizniak
C E RT' UA vrb@cert.gov.ua



