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CERT-GOV-GE

CERT-GOV-GE - Structural unit was formed
within the Information Security and Policy
division of LEPL Data Exchange Agency under
the Ministry of Justice of Georgia, which
processes, analyses and solves information
security incidents.
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CERT-GOV-GE Services

Services:

IP address monitoring service portal;

Incident Handling;

Penetration test

Netflow Sensors (Nfdump & Nfsen);
Web-Site Intrusion Detection (Threat Factor);
Blacklist sevice;

Safe DNS Georgia;

Training on Cyber Incident Handling;

Check My IP;
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CERT.GOV.GE

Other activities:

» Georgian Information Security Forum (Abuse Forum);
» Information Security Awareness:
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CERT-GOV-GE

We are members of the following organizations:

I M P AC T The Cyber security Executing Arm Of The UNITED NATIONS

T, R SPECIALISED AGENCY of The International Telecommunication Union (ITU)

We are full member of FIRST. FIRST is the Forum of Incident

Response and Security Teams.

The Trusted Introducer - a.k.a. Tl - is the trusted backbone of the

Security and Incident Response Team community in Europe.

70 USE CERT- S CERT-GOV-GE is Autorized To Use CERT Trademark.




CERT-GOV-GE

Certifications:

All Our Team members are Certified by SANS GIAC.

All Our Team members have plan to pass SANS GSNA exam.
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http://www.sans.org/

CERT-GOV-GE

Plans for the 2015 year :

CERT.gov.ge is planning to become a member of European
Government CERTs (EGC) group.

CERT.gov.ge is planning to become a certified member of Trusted
Introducer.

APCERT It is also planned to become a member of APCERT.

Asla Puchic Compater Emesgescy Respoase Team
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CERT-GOV-GE (Computer Emergency Response Team)

Our Partners:

IMPACT TRUSTED

ESalL FARRTHEREIF BGARET S0 THHEST

www.impact-alliance.org www.trusted-introducer.org www.nato.int

A ARAKIS

99; yfk

ARBOR e

NETWORKS

@ shadowEElEs

TEAM CYMRU

www.shadowserver.org  www.team-cymru.org Www.arbornetworks.com  www.arakis.pl

Microsoft \/Symantec.

WWWw.eset.com Www.microsoft.com www.symantec.com
ENASK CERT at CERT-EE

(¥)uarantainenet
WWW.cert.at www.quarantainenet.nl
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http://www.trusted-introducer.org/index.html

Information Provided Daily About Infected IP Addresse:

@ shadnowEElEs

TEAM CYMRU

ARBOR

N ETWOWRKS

urify incident exchange

| @uarantalnenet
CLEAN-MX

Infected 10 000 IP Addresses

Infected 20 000 IP Addresses

Infected 1 500 IP Addresses

Infected 500 IP Addresses UARAKIS

agregac)a, analiza | klasyfikacja
Incydentow sleclowych

Infected 100 IP Addresses @ THE SPAMHAUS PROJECT

15-20 Phishings e
25-30 Deface Web-Sites R JEF{T-LEU
15-20 Malware Sitec N




(( T he Hacker News

Truth is the most powerful weapon against Injustice

Albania is the most MVialware infected Nation

Security firrms MNorman and Microsoft Analyse data from their securnity products

s the most Malware infected MNation, with B5S% of scanned computers reporting infections.

PMost Infected Countries are South Korea, Guatemala, “Wietnam, Indonesia, Argentina, Thailland,

the Philippines, Algeria, “Yenezuela, Lithuania and FPakistan according to MNorman Report.
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CERT-GOV-GE Services

» |IP address monitoring portal
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CERT-GOV-GE Services

» |IP address monitoring portal
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CERT-GOV-GE Services

» |IP address monitoring portal
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CERT-GOV-GE Services

» |IP address monitoring portal
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CERT-GOV-GE Services

» |IP address monitoring portal
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CERT-GOV-GE Services

» |IP address monitoring portal
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Check My IP

< C‘ ﬁ LL]WWW-dea-QOV.ge,r'?act-'O”:Dage&o_fd:153&,3;19:950
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. e @
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+ Check My IP
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Your IP address is: 146.255.225.150 L e

B A0IbMIGS

Infection type: ZeuS
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Check My IP

L C A [) www.deagov.ge/?action=page&p_id=133&lang=geo
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146.255.225.150 s - NEBAILSGATIBTM

ZeuS R,
. . c = nesMmasunacen
Zeus is a Trojan horse that steals banking AIBAIBMIIBS

information by Man-in-the-browser keystroke logging and Form Grabbing. Zeus is

spread mainly through drive-by downloads and phishing schemes. First identified in

July 2007 when it was used to steal information from the United States Department of L®ISBNIBN
Transportation, it became more widespread in March 2009. In June 2009, security

company Prevx discovered that Zeus had compromised over 74,000 FTP accounts on

websites of such companies as the Bank of America, NASA, Monster.com, ABC, Oracle,

Play.com, Cisco, Amazon, and BusinessWeek.

89.232.125.112
27 dsoLo 2013 11:23:15 PM
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Check My IP

ction=page&p_id=133&lang=geo

<« C A [ www.deagov.ge/?a

Jondgitan Biogob fvad RSS
SMsSaUDOana SaU30NL

S35 e &

I MOGEom™mNdo | LobgmGisgom gwtgarmoe | TWINNING | GITI

Fgnbl 3qLabnd | BrBLIBEGBS CERT.GOV.GE L3355mBBEaBEm B3BS | EMIMBBANto

aMboUdanly adu3MnL
NEBARILBATIBTrad

nesMMmasunacmn
B A0IbMIGS

Your IP address is: 146.255.225.150

L&IBNIBN
Infection type: not found
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CERT-GOV-GE Services

» Incident Handling

Incident handling automatized system OTRS was implemented
for Georgian eritical information system subjects

Contact: incidents@dea.gov.ge

CERT.COV.GE




CERT-GOV-GE Services

> Penetration test

Top 10 commercial tools

Weaeblnspact

Cenzic Hailstorm Frofessianal

Messus

Acunaetix VWYS iCommearcial Edition)

Sandcat Pro

MTOSpidear

ey iCammearcial Editian)

Maetsparkar {Cammercial Edition)

EBurp Suite Frofessianal




CERT-GOV-GE Services

» NetFlow Sensors (NfDump & NfSen

TCP UDP ICMP other Profileinfo:
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Exp: never
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End: Feb 23 2011 - 10:50 CET
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Analyze NetFlow Data For Security. o
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. SSH Brute Force Attacks. il " = = = e I

"
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. BOtHEtS. Select |Single Timesiot ¥ Display: [1day v || =< < I ~ > = >| > Log Scale © Line Graph

| SSHCure ] ‘ PortTracker H HostStats ‘ [ SURFmap ‘ l Events |

° dDOS Attacks ° SURFmap - A network monitoring tool based on the Google Maps API
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CERT-GOV-GE Services

» Website Intrusion Detection (ThreatFactor)

Web Defacements

Open Source Project. Realtime ——
Website ThreatFactor acial Slurs
. Analysis
MOIlltOI'S WEb Pages fOI’ | /\ Sensitive Informgtion
IIltI'USlons (EXPlOltS Hacker U Leaks (PII, Confidential Info.)
Signatures, Information i * \ .
Leakage) ~ Exploits

~

: System E
Custom Rule Based Detection. | System Errors

.
Privacy/Compliance Issues

"
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CERT-GOV-GE Services

> Blacklist Service

o IP and Domain blacklist.

a Different formats for different software.
a Available for Organization's.

o http://blacklists.cert.gov.ge

CERT.COV.GE




CERT-GOV-GE Services

> Safe DNS Georgia

Integrated with Collective Intelligence Framework.

Blocks malware domains and redirecting to warning page. Domam N ame System
8% /
First DNSSEC Enabled Resolver In Georgia. ) \ -
5.159.16.16
5.159.20.20
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CERT.GOV.GE Services

» Training on Cyber Incident Handling

x * *
* x
. enisa
European Network

¥ and Information
4 % Security Agency

f\ 5= Software Engineering Institute
CERT

Carnegie Mellon
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NATO SPS Programme

Cyber Defence Training for IT Professionals

> Afgh a n iSta n : ' \ ) : - g e 1\AI ?\SPrOgranf::;:“lu.
> Id fraining ~Aurse fo ﬁ
Moldova ' g ~ister T aletwor .
| né ore »y)"\d

» Macedonia ‘

» Montenegro

» Azerbaijan ‘ g

I Middle East Technical University @ CERTGCON EE




CERT-GOV-GE other activities

» Georgian Information Security Forum (Abuse Forum)

CERT.COV.GE




2014

FIRST
Regional
Symposium

'.l 28] ,
WSl

Thilisi, Georgia
October 13-16. 2014




Cyber EXE Georgia 2014 — CEG14

TSR
"EXE 2
(EoRaiA Y.,

24 September,2014
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CERT-GOV-GE other activities

» Georgian Information Security Forum (Abuse Forum)

3

-1 CYBER-EXE Ol
GEORGIA
2014




CERT-GOV-GE other activities

» Georgian Information Security Forum (Abuse Forum)

FUNDACJA

6. CYBER-EXE
Red Team GEQRGIA
* CERT-GOV-GE 2014

*  COMCERT.pl
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CERT-GOV-GE other activities

» Georgian Information Security Forum (Abuse Forum)

3

FUNDACJA
bezpieczna
cyberprzestrzen

Red Team

CERT-GOV-GE
COMCERT.pl

CYBER-EXE
GEORGIA
2014
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Blue Team

. Education Management Information System

. National Public Registry

. Ministry of Labour Health and Social Affairs of Georgia
. MagtiCom

. Bank of Georgia

. Georgian Research and Educational Network Association Grena
. Ministry of Internal Affairs

. National Bank of Georgia

. Cyber Security Bureau

. Smart Logic

e  state chancelary

. Geocell

. VTB Bank

. Ministry of Finance of Georgia

. Public Service Development Agency

. Free University of Thilisi



Information Security Awareness:

3o00L()
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www.facebook.com/certgovge
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Statistics

* We are receiving and analyzing information about 20000 infected
Georgian |IP addresses from our international partner organizations on a
daily basis.

* We shut down approximately 20 phishing sites that are located in
Georgian web space on monthly basis.

* Hackers deface approximately 25 sites in Georgian cyber space on monthly
basis.

 We receive information about 35 infected web sites which are located in
Georgian web space on monthly basis.
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Statistics

GOV.GE
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CERT-GOV-GE

E-mail: cert@dea.gov.ge

Tel: +995 32 291 51 40

Fax: +995 32 291 51 40

Web-page: www.cert.gov.ge
www.facebook.com/certgovge

AUTHORIZED

TO USE CERT”
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)“5
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INTROS
@ CERT.CGOV.GE
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mailto:cert@dea.gov.ge
http://www.cert.gov.ge/

Thank You!

Questions?
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